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EE ENT
E E N E EN ENT NT T

 

 T EE ENT 
Homeland 

Language Services LLC 

 

 W E E , CONTRACTOR represents that it is specially trained, skilled, experienced, and 

 forth; 

 N W T E E E
 

1. E N TE E E ENT T E.

Director at phone number 805-681-5220 
. Luis Lanazca at phone number 805-218-8546 is the 

 

2. N T E .

 

 

Director 
 

Department of Behavioral Wellness 
300 N. San Antonio Road 
Santa Barbara, CA 93110 
Fax: 805-681-5262 

To CONTRACTOR: 

Luis Lanazca, President 
Homeland Language Services LLC 

 
Oxnard, CA 93036 
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3. E E E .

 and AA(s) 
 

4. TERM.

CONTRACTOR shall commence performance on July 1, 2026 and end performance upon 
June 30, 2027 

earlier terminated. 

5. M EN T N NTR T R.

incorporated herein by reference. 

6. N E EN ENT NTR T R.

agents, and employees), shall perform all of its services under this Agreement as an independent 
loyee, joint venturer, partner, 

ter this Agreement so as to verify that CONTRACTOR is 

employee, includin

 or on 
behalf of, its employees all legally-

ithholding and all other 
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7. T N R ER RM N E.

perform the services required under this Agreement. Accordingly, CONTRACTOR shall perform all 
such services in the manner and according to the standards observed by 

o the standards of quality normally observed 

licenses shall be obtained and m  

8. EB RMENT N EN N.

provisions set forth in EXHIBIT AA General Provisions ADP/MHS and EXHIBIT AA General 
Provisions Department of Health Care Services State Performance Requirements 
Behavioral Health Services Act (BHSA) to this Agreement. 

9. T E .

penalty, if any. These taxes shall include, but not 

 

10. N T NTERE T.

CONTRACTOR covenants that CONTRACTOR presently has no employment or interest and shall 
not acquire any employment or interest, direct or indirect, including any interest in any business, 

performance of services required to be performed under this Agreement. CONTRACTOR further 
covenants that in the performance of this Agreement, no person having any such interest shall 
be employed by CONTRACTOR. CONTRACTOR must promptly disc
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of interest provisions set forth in EXHIBIT AA General Provisions: ADP/MHS to this Agreement. 

11. WNER MENT N NTE E T R ERT .

ns, technologies, and other 

 

patent, and other intellectual property and proprietary rights to all data, documents, reports, 

authority to copy, adapt, perform, display, p

needed to validate, protect a

third part

CONTRACTOR hereunder infringe upon intellectual or other proprietary rights of a third party, 

 

12. N B T R EN R EMENT.

rsing CONTRACTOR. 
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13. NT R ERT N N RM T N.

 

14. RE R T N RE EW.

 

of thr

 

 -up audits, including but 

 

AA General Provisions: ADP/MHS to this Agreement. 

15. N EMN T N N N R N E.

 

16. N N R M N T N.
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XHIBIT AA General 
Provisions: ADP/MHS to this Agreement. 

17. N NE E REEMENT.

 

18. N N- NMENT.

CONTRACTOR shall not assign, transfer or subcontract this Agreement or any of its rights or 

 

19. TERM N T N.

A. B NT

 

1. 

services. 

2. N

by the term of this Agreement, 

his Agreement under this provision, 

of the term. 

3. . Should CONTRACTOR default in the performance of this Agreement or 
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performance. T
 

B. B NTRA T R

 days of 
 

. 
summaries, reports, and all other property, records, documents or papers as may have 
been accumulated or produced by CONTRACTOR in performing this Agreement, 

due hereunder less payments, if any, previously made. In no event shall CONTRACTOR 

 

value of the services rendered by CONTRACTOR. In the event of a dispute as to the 
reasonable value of the services rendered by CONTRAC

 

20. E T N EA N .

 

21. E ERAB T .

If any one or more of the provisions contained herein shall for any reason be held to be invalid, 
illegal or unenforceable in any respect, then such provision or provisions shall be deemed 
severable from the remaining provisions hereof, and such invalidity, illegality or unenforceability 

invalid, illegal or unenforceable provision had never been contained herein.  
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22. REME E N T E E.

 

23. T ME T E E EN E.

 

24. N WA ER E A T.

remedy given by this 

 

25. ENT RE A REEMENT AN AMEN MENT.

future right to claim, contest or assert that this 

c

 

26. E R AN A N .

of such party, its successors and assigns. 
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27. M AN E W T AW.

court of competent juri

 

28. A RN A AW AN R T N.

the federal district court nearest to Santa Barbara County, if in federal court.  

29. E E T N NTER ART .

This Agreement may be executed in any number of counterparts and each of such counterparts 
shall for all purposes be deemed to be an original; and all such counterparts, or as many of them 

e one and the same instrument. 

30. A T R T .

ted to be represented by such 

Furthermore, by entering into this 

 

31. R A .

 

32. RE E EN E.

Agreement and the provisions contained in the Exhibits, the provisions of the Exhibits shall prevail 
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33. B NE A ATE.

– HIPAA Business Associate 
 

 

 

THIS SECTION LEFT BLANK INTENTIONALLY. 
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NAT RE A E
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NAT RE A E

 
B  and 

Homeland Language Services LLC. 

N W TNE W ERE  date 
executed by County. 

 
 
 
 
 
 
 
ATTE T
MONA MIYASATO 

 
CLERK OF THE BOARD   
 
By:  ______________________________ 

Deputy Clerk 
Date:  ______________________________ 
 
A R E A T RM

 
 

 
By:  ______________________________ 

Deputy County Counsel 
 
RE MMEN E R A R A
ANTONETTE NAVARRO, LMFT DIRECTOR, 
DEPARTMENT OF BEHAVIORAL WELLNESS 
 
By:  ______________________________ 

Director 
 

NT ANTA BARBARA
 
By: ______________________________ 

BOB NELSON, CHAIR 
 

Date: ______________________________ 
 

NTRA T R

 
By:  ______________________________ 

 
Name: ______________________________ 
Title:  ______________________________ 
Date:  ______________________________ 
 
A R E A T A NT N RM
BETSY M. SCHAFFER, CPA 

-CONTROLLER 
 
By:  ______________________________ 

Deputy 
 
A R E A T RM
MARISA KAHN, RISK MANAGER, 
RISK MANAGEMENT 
 
By:  ______________________________ 

Risk Manager 
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E B T A
TATEMENT W R

M ER E
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E B T A-1-3 M
TATEMENT W R

RE ER E
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E B T A-4 M
TATEMENT W R

NTER RET E AN TRAN AT N ER E

1. R RAM MMAR . Homeland Languages Services LLC. (Contractor) shall provide 
interpreter and translator services, to the Department of Behavioral Wellness (County) 
members as requested by County.  

2. R RAM B E T E .  

Contractor shall: 

A. 
supervision necessary for the performance of services in a manner of, and according 

 

B. 

 

3. ER E .

A. Contractor shall provide interpreting and translation services as requested by County:  

1. ; pre-scheduled for Spanish, Mixteco, all other languages, 
and American Sign Language;

2. ; pre-scheduled and on demand for Spanish and all other 
languages;

3. R ; pre-scheduled and on demand for Spanish. On demand 

needed language. Pre-scheduled for American Sign Language;

4. T ; for Spanish, Braille, and all other languages;

5. ; used in live conferences, meetings and in person 
pre-scheduled and on demand for Spanish, Mixteco, American Sign Language, and all 
other languages.

B. . County shall: 
1. Submit requests for interpreting services 24 hours in advance to the Contractors Aqua 

cargote@homelandls.com or by calling (805) 454-9147 / (805) 479-5986. 

i. Contractor shall train and provide guidelines for all users on utilizing scheduling 
system. 
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ii. 

reports, print reports evaluations for quality assurance purposes, etc. Contractor 
shall ensure t  

. . County shall: 
1. 

pre-scheduled job specifications or cancellations.  

2. -scheduled 

24- -  

i. -hour assignment. 
ii.  
iii.  
iv.   

4. A T NA ER E RE REMENT . R  

5. ERAT N . R  

6. MEMBER . R

7. RE ERRA . R  

8. A T R AT N A M N NTA E AN REA T R AT N. R

9. E N R TER A R  

10. MENTAT N RE REMENT . R  

11. AR E. R  

12. N N-RE MB R EMENT. R   

13. RE RT N AN M N T R N .  

A. Annual Mandatory Training Report. Contractor shall submit, no later than June 15th 
of each year unless requested earlier by County, to the County Training Coordinator 

Pro  

14. TA N . 

A. Training Requirements. 

1. Contractor shall ensure that all employees and subcontractors complete 
mandatory Health Insurance Portability and Accountability Act (HIPAA) Privacy and 

Policy and Procedure #11.006, as may be amended, available at 
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-Procedures. HIPPA training must be 
completed annually. County shall facilitate HIPPA training through its online 
training portals. 

2. Contractor shall ensure employees and subcontractors are trained in Cultural and 

provided by County. 

3. Contractor shall provide a minimum of four cultural competency trainings to its 

the list bel  

. Consumer and Family Culture (Culture Recovery stories); 

. Intro to Cultural Competence; 

. -Informed Approach; 

.  

15. R RAM A T ME AN MEA RE .

A.  

1. .  

2.  

3. 
crisis services. 

4. 
preferred language. 

. 
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E B T AA
A AN M

ENERA R N
N N- RE T ER E
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E B T AA
ENERA R N

MENTA EA T AN RE RE TERM
N N- RE T ER E R ER

 

Exhibit A-
4,  

1. ER RMAN E.

A. 

Intergovernmental Agreement (Contract No. 24-
California Department of Health Care Services (DHCS) including the federal and state 
requirements listed in Integrated Intergovernmental Agreement, Exhibit E 

rated Intergovernmental Agreement, Exhibit D 

available at B - 25-00016, is incorporated herein by 
reference. 

1. 

applicable DH
services as a subcontractor or contracted provider of County as an integrated 
county behavioral health plan. 

2. 

 

3. 

Intergovernmental Agreement that occur during the Term of this Agreement. 
Contractor shall also comply 
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Agreement. 

4. 

provision of the Integrated Intergovernmental Agreement, Contractor shall 
 

 

B.  

1. -regulatory guidance, and contract 
provisions; 

2. 42 C.F.R. § 438.900 et seq. regarding parity in mental health and substance use 
 

3. 

 

4. 

 

.  

1. 
 

2. 
Mission Statement, available at M A

B A - W . 

. Suspension for Convenience: 

for 
this Agreement. 
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2. N ENT A T .

A. Contractor agrees, and shall require its employees, agents, subcontractors, or 

-2; Title 42 Code of 
Federal Regula

– 56.37, 1798.80 – 1798.82, and 1798.85; Integrated 
Intergovernmental Agreement Exhibit A—

 
federal requirements. 

B. Contractor shall ensure that no list of persons receiving services under this 
Agreement is published, disclosed, or used for any purpose except for the direct 

are not in c
codes. 

. Integrated Intergovernmental 
Agreement 

in Exhibit F of the Integrated Intergovernmental Agreement from County to perform 
 

. 

employee or agent is a named adverse party. 

E. 
return or destroy all PHI, PI and PII accessed in a database maintained by County, 
received by Contractor from County, or acquired or created by Contractor in 
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Contract

extend the protec Integrated Intergovernmental Agreement 
to such PHI, PI and PII, and shall limit further use of such data to those purposes that 

apply to Department PHI, PI and PII that is in the possession of subcontractors or 
agents of Contractor. 

. A . Contractor shall, at its sole 

 of this Exhibit AA General Provisions 
Mental health Plan Required Terms (Non-Direct Service Provider) 

 

3. RE RT .

A. Contractor agrees to submit data and reports as required by County or the California 
Department of Health Care Services (DHCS). 

B. 

Agreement, or Integrated Intergovernmental Agreement, Exhibit A(s) or Document 
 

4. M N T R N .

A. County shall monitor the performance of Contractor on an ongoing basis for 
Integrated Intergovernmental Agreement and this 

Agreement. County 
 

B. 
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5. A T NA R RAM RE REMENT . (Reserved) 

6. A T NA TATE NTRA T M AN E RE REMENT .  

A. County and the California Department of Health Care Services (DHCS) may fully or 

that Contra  

B. 
Intergovernmental Agreement as applying to subcontractors or contracted providers. 

. A A . Contractor agrees to ensure that deliverables 

requiring accessibility of EIT. 

. A T R . 

1. 

 

2. 

subcontractors. Contr
Factsheet (STD 1000), available at T 1000 A

A  and submit the completed form to County to 
 

3. 

approved by County. 
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4. 

considered a material breach of this Agreement by County or the California 
Department of Health Care Services (DHCS), and County or DHCS may consider 
the failure to disclose GenAI technology use and/or submit the T 1000

A A .  to County 

non-disclosure. 

5. 

Agreement. 

E. A .

1. 

and ii. Contractor shall further require that its subcontractors and contracted 
providers abide by this requirement. 

. 

-
der No. 12549 or under guidelines 

. 

2. Contractor, its contracted providers, and its subcontractors shall not have a 

-7b(f)) pursuant to 
-7, 1320a-7a, 1320c-5, and 1395u(j)(2). (42 C.F.R. §§ 

438.214(d)(1), 438.610(b).)
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3. Contractor, its contracted providers, and its subcontractors shall not have the 

. 
-7(b)(8)(A)(ii); 42 C.F.R. § 438.610(c)(1).)

. 
C.F.R. § 438.610(c)(2).)

. 
equity. (42 C.F.R. § 438.610(c)(3).)

. 

(42 C.F.R. § 438.610(c)(4).)

4. Contractor, its contracted providers, and its subcontractors shall not employ or 

 

support for such services). (42 C.F.R. § 438.808(b)(3).)

5. Contractor, its contracted providers, and its subcontractors shall not contract 

1128(b)(8)(B) of the Social Security Act. (42 C.F.R. § 438.808(b)(2).)

6. 

§ 438.608(c)(1).)

. .

1. 5 M . Contractor shall provide to 
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during the re-

. 

address. 

. Date of birth and Social Security Number (in the case of an individual). 

. 

 

. 

ld, or sibling. 

. 
 

. The name, address, date of birth, and Social Security Number of any 
 

2. R B T . Contractor shall submit the 

. 
-month period ending 

on the date of the request; and

. 
-

year period ending on the date of the request.



Homeland Language Services FY 2026-27 Page 31 of 111 

3. R .

County before entering into this Agreement. Contractor shall submit the 

. 

related to federal health care programs. (42 C.F.R. § 455.106(a)(1) and (2).)

. 
convicted of a crime related to federal health care programs. (42 C.F.R. § 

01.

4. R .
available to County and DHCS include: 

. 

ontract Compliance Requirements) or under 42 

ng the date 

(42 C.F.R. §§ 455.104(f), 455.105(c).) 

. Contractor shall reimburse those Medi-Cal funds received during any period 

 

G. R A R .

1. Contractor shall maintain and preserve books and records and documents of any 
-Cal 

enrollees, Medi-Cal-
ons of amounts payable, under this Agreement 

including, but not limited to: member grievance and appeal records; the data, 
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2. 
books, records, documents, contracts, computers, electronic systems, or any 
employee pertaining to Medi-Cal enrollees, Medi-Cal-
aspect of servic

Services (DHCS), the California Department of General Services, the California 

ller 
General, or other authorized federal or state agencies, or their designees 

Audit if County, DHCS, CMS, or the HHS Inspector General determines that there 
is a reasonable possibility of fraud or similar risk.

3. 

this Agreement or 
later:

. Applicable statute, 

. Any other provision of this Agreement, or 

. -
Cal enrollees, Medi-Cal-

Agreement has been started bef -year period, 
 

4. 

.

H. .

1. 
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2. 

ors of Contractor or subcontractor. Thus, County and DHCS 

 

3.  

. 

performing services under this Agreeme

 

. 

 

4. 

 

 
 

5. 

. 

. N G T 02 2025 . 
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1. During the performance of this Agreement, Contractor and its subcontractors 

disability, medical cond

applicant for employment because of race, r

ractor shall ensure that 

provisions of the California Fair Employment and Housing Act (Gov. Code, § 

Government Code (Gov. Code, §§ 11135–
standards adopted by the California Department of Health Care Services (DHCS) 

2. 

. N .

1. 
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C.F.R. § 438.3(d)(3)–
Code, § 14727(a)(3).) 

2. 

disability in any fed
 

3. 

 

4. 

Department of Health Care S
Agreement. 

. R .

1. 
numbered provisions of Integrated Intergovernmental Agreement, Exhibit D 

Opportunity Requirements; 2 Travel and Per Diem Reimbursement; 3 

or 

on; 20 Smoke-

. E E R .

1. 
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mental handicap, disability, age or status as a disabled veteran or veteran of the 

applicants are employed, and that employees are treated during employment, 

mental handicap, disability, age or status as a disabled veteran or veteran of the 

ransfer; recruitment or recruitment 

 available to 

Rehabilita

mental handicap, disability, age or status as a disabled veteran or veteran of the 
Vietnam era and the rights of applicants and employees.  

2. 

r mental handicap, disability, age or status as a disabled 
veteran or veteran of the Vietnam era. 

3. 

available to employees and applicants for employment.  

4. 

4212) and of Federal Exe
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orders of the Secretary of Labor. 

5. 

to its books, records, and accounts by the State and its designated 

 

6. 

referenced herein, this Agreement may be canceled, terminated, or suspended in 
actor may be declared ineligible for further federal 

e Order No. 

Programs, Equal Emp

 

7. 

Requirements) in every subcontract or purchase order unless exempted by rules, 
etary of Labor issued pursuant to Federal 

ce of Federal 
Contract Compliance Programs, Equal Employment Opportunity, Department of 
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tract Compliance Programs or DHCS may direct as a means 

 

 

M. .

1. 
 

2. 
principals: 

. Are not presently debarred, suspended, proposed for debarment, declared 
ineligible, or voluntarily excluded by any federal department or agency; 

. -year period preceding this Agreement been 
convicted of or had a civil judgment rendered against them for commission 

obtain, or performing a public (federal, 

evasion, receiving stolen property, making false claims, obstru

 

. 

Compliance Requirements);  

. -year period preceding this Agreement had one or 

default; and 
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. -year period preceding this Agreement engaged in 

supplemented by 2 C.F.R. part 376. 

3. 

part 9, subpart 9.4), debarred, suspended, declared ineligible, or voluntarily 
excluded from 
California Department of Health Care Services (DHCS). 

4. 
as supplemented by 2 C.F.R. part 376.  

5. 

 

6. 
available to the federal government, County or DHCS may terminate this 
Agreement for cause or default. 

N. A R A A R
A .

1. 
 

2. 
under this Agreement. 

. M .

1. 

interest, br
–3733). The 

for Medicare and Med
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part 200. Failure to make required disclosures can result in any of the remedies 

2313.) 

2. 
under this Agreement.  

3. 
-Lobbying Amendment) and this EXHIBIT AA General 

Provisions to this Agreement.  

. T A
E . 

1.  

.  

. 
 

. 
 

2. -
 

. 
 

. 

Technology Company, or Dahua Technology Company (or any subsidiary or 
 

. 
or using such equipment; or  

. 
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covered foreign country. 

3. 

technology as part of any system. 

4. -232, heads 

service to users and customers is sustained. 

5. 

 

6. -232 and 2 Code of 
 

7. 
under this Agreement. 

. . 

1. 

aluminum, steel, cement, and other manufactured products). 

2.  

. 
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. 

-based products such as polyvinyl chloride pipe; 
ber; and lumber. 

3. 
under this Agreement. 

R. R M .

1. 

procuring only items design

manner that maximizes energy and resource recovery; and establishing an 

 

2. 
purchase, acquire, or use products and services that can be reused, refurbished, 

sustainable. This may include purchasing compostable items 
and other products and services that reduce the use of single-

 

3. 
under this Agreement. 

. B A - A . (Applicable to federally funded agreements in 
excess of $100,000.) 

1. R . 

. 
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-Lobbying 
Amendment). 

. 
-LLL ‘Disclosure of Lobbying 

using non- s from any covered federal 

-Lobbying Amendment) if 
ropriated funds. 

. 

-
 

. 

 

. 
 

. 

 

. 
 

. 
County. 

2. .
that no appropriated funds may be expended by the recipient of a federal 
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making of any federal grant, the making of any federal loan, entering into of any 

 
agreement. 

3. 
 

T. A A . (Applicable to federally funded agreements in excess of $150,000.)

1. 

7401 et seq.  

2. 

d funds in support of this Agreement, and the appropriate 
 

3. Contractor shall include these requirements in all subcontracts exceeding 
 

. W A . (Applicable to federally funded agreements in 
excess of $150,000.) 

1. 

 

2. 

and the app  

3. Contractor shall include these requirements in all subcontracts exceeding 
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E H B T AA-1
GENERA R N

BEHA RA HEA TH ER E A T
ER E BH A
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E H B T AA-1
GENERA R N

E ARTMENT HEA TH ARE ER E
TATE ER RMAN E RE RMENT

BEHA RA HEA TH ER E A T BH A

 

and policies and procedures governing the California Department of Health Care Services 
-

administers the Behavioral Health Services Act, Lanterman- Petris-Short (LPS) Act, Projects for 

n Block Grant (SABG), and Crisis 
Counseling Assistance and Training Program (CCP) programs and oversees county provision of 
community mental health services pursuant to the Bronzan- McCorquodale Act.  

Any BHSA program services operated under this Agreement to Medi-Cal members residing in 

included as Exhibit A-1, unless separately and specially set forth in the General Provision or scope 
 

-Cal eligibility 
for a person or family. The appropriate county of responsibility shall be determined in accordance 

 

1. ER RMAN E.

A. 
these programs and services, as set forth in this County Performance Contract 26-

 

B. 

DHCS guidance. - . . . . - - -
- - - E . 
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. 
 

. 

r
 

E. 

 

. 
by reference and made a part of this Contract as if fully set forth herein.  

G. Contactor must submit all deliverables required in this Contract in the schedule, form, 
 

H. The Integrated Intergovernmental Agreements General Provisions Exhibit AA applies 
-Cal 

services provided through the Mental Health Plan Contracts. Contractor agrees to 
comp  

. Reserved

. . The Director of the Department of Behavioral Wellness 

County shall incur no liability for suspension under this provision and suspension shall 
 

2. GENERA RE RMENT .
this Contract. Contractor must: 

A.  

B. Provide services to persons receiving involuntary treatment as required by the LPS Act 

 

. -Cal reimbursement provided 
to Medi-Cal eligible individuals, including, but not limited to, the provisions set forth 
in Chapter 3 of the Bronzan-
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and submit cost reports and other data to County in the form and manner determined 
by County;  

.  

E. 

mental/behavioral health programs, including, but not limited to, the PATH, MHBG, 
ms;  

.  

G. 
 

3. AMER AN W TH AB T E A T. County agrees to ensure that deliverables 

et 
seq.

 

quiring 

4. E E T E R ER N-6-22 – R A AN T N . On March 4, 2022, Governor Gavin 
-6-

 

re 

his Contract. 

5. ME - A ER AT N AN ENR MENT. R

6. E G B E AN R R T AT N . R  

7. RE RT NG ATA BM N AN ATA HAR NG RE REMENT . R
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8. E A TERM AN N T N .

A. A R R . Contractor(s) shall maintain records, including books, 

incurred in the performance of this Agreement, including any matching costs and 

B. 

Diem Reimbursement; 3 Procurement Rules; 4 Equipment 

Funds; 11 Intellectual Property Rights; 12 Air or Water Poll

quirements; 19 
-

Drug Free Workplace Act of 1988; 23 Payment Withhold; 24 Progress Reports or 
e 

ntract 

9. GENERA TERM AN N T N GT 02 0205 .

A. 

-
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B. T . This provision replaces and supersedes only Provision 

Cause in Exhibit D remains in force as is.  

1. 
 

from DHCS, Contractor must take immediate steps to stop performance and to 
cancel or reduce subsequent contract costs.  

2. 

deliverab

necessary for the reimbursement of any outstanding Medicaid claims.  

3. 

subject to all payment provisions of the Agreement. Payment is limited to 
expenses necessarily incurred pursuant to this Agreement up to the date of 

 

10. B TAN E E RE ENT N TREATMENT AN RE ER ER E B GRANT
BG . R
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E H B T AA – AA1
ATTA HMENT 1 2

ERT AT N REGAR NG
BB NG
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ATTA HMENT 1
TATE A RN A E ARTMENT HEA TH ARE ER E

ERT AT N REGAR NG BB NG

 

1. 

contract, gran  
2. 

 Congress, or an employee of a Member 

 
3. 

accordingly. 

a civil penalty of not less than $10,000 and not more than $100,000 for each such failure. 

ERT AT N REGAR NG BB NG
 

 

             

Name of Contractor    Printed Name of Person Signing for Contractor 

             

Contract I Grant Number   Signature of Person Signing for Contractor 

             

Date       Title 

 

Santa Barbara County Department of Behavioral Wellness Contracts Division 
 

429 N. San Antonio Rd. 
Santa Barbara, CA 93110 
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ATTA HMENT 2
ERT AT N REGAR NG BB NG

 
Approved by OMB (0348-0046) 

 
(See reverse for public burden disclosure) 

 
1. Type of Federal Action:  2.  Status of Federal Action: 3.  Report Type: 
 a. contract 

b. grant 
c. cooperative agreement 
d. loan 
e. loan guarantee 
f. loan insurance 

 
 

a. bid/offer/application 
 

c. post-  

 a. initial filing 
b. material change 
 

For Material Change Only: 
Year_____ quarter______ 
date of last report_______. 

4. Name and Address of Reporting Entity: 5.  
     Enter Name and Address of Prime: 

Prime                     
                                  
 

 

 
 
 

 
6.  Federal Department/Agency 7.  Federal Program Name/Description: 

  
 

CDFA Number, if applicable: 
  

  
10.a. Name and Address of Lobbying Registrant 

(If individual, last name, first name, MI): 
b. Individuals Performing Services 

(including address if different from 10a. 
(Last name, First name, MI): 

  

11. 

disclosure shall be subject to a not more than $100,000 for each such failure. 

Signature:   
Print Name:  
Title:  
Telephone Number:  
Date:  

 Authorized for Local Reproduction 
Standard Form-LLL (Rev. 7-97) 
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N TR T N R M ET N - RE BB NG A T T E

 

 

1. 
 

2.  

3. 

 

4. 

 

5. 
 

6. 

States Coast Guard. 

7. 

and loan commitments. 

8. 

 
-DE-90-  

9. 
 



Homeland Language Services FY 2026-27 Page 55 of 111 

. (a) Enter the full name, address, city, State and zip code of the lobbying registrant under 

 

. (b) Enter the full names of the individual(s) performing services, and include full address 
 

10.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

-0046.  Publ

-0046), Washington, DC 20503. 
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E H B T B
NAN A R N

A AN MH

N N- RE T ER E
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E H B T B
NAN A R N
N N- RE T ER E

(Applicable to programs described in Exhibit A-4) 

This Agreement provides for reimbursement for services and for payment of any referral fee up 
 

1. NTRA T MA M M. For services to be rendered under this Agreement, Contractor
on Exhibit B, consistent Exhibit A-

Contract Amount not to exceed $400 000 for FY 2026-
provision of this Agreement, in no event shall County pay Contractor more than this 

 hereunder and for payment of 
 

2. A MENT. 
performance, based upon the scope and methodology contained in Exhibit A(s) as 
determined by County. Payment for services shall be based upon the expenses and hourly 

-1 and must contain  detail and 
  

A.  

1. Date of Service 

2.   

3.  

4. Interpreter Name 

5. Client Name 

6.  

7. Requested By 

8. BWell Program Number 

9. Rate 

10. Total Cost 

11. 
 

B. On- Simultaneous -hour 
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Subsequent hours are charged in 15-
charged a 30-minute minimum except for Mixteco and American Sign Language. When 
a service provider(s) is released from an assignment providing services earlier than 

  

. Travel-
-1. Reimbursable travel expenses may include 

 

. 

unnecessary. 

E. When travel to an assignment by a service provider(s) exceeds 31 miles (one-
from a point-of-

.  

* 31 – 60 miles one-  

* 61 – 100 miles one-  

* 101 – 250 miles one-  

. 
performance, based upon the scope and methodology contained in EXHIBIT A(s), and 

processing; and 

G. 

of pr  

3. N E . Invoices shall be emailed to  , in the event e-mail fails, invoices 
 

Santa Barbara County Department of Behavioral Wellness 
ATTN: Accounts Payable 
429 North San Antonio Road 
Santa Barbara, CA 93110 

 

4. RATE.   
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A. County shall pay Contractor at an hourly rate of E B-1 

B. -
no- , based on the accepted rates in 

 

5. N WA ER. 

 

6. TH R ART B NG.  
Medi-  
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E H B T B
NAN A R N

MH
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Type of Service Languages 
Provided

Unit Reimbursement Cost Per Unit

Total Contract 
Maximum

Interpreter 
Services

On site; in 
Spanish<> 

English

Mixtec <> 
English

All other 
Languages

Regular Rates

Per location/per provider

Monday-Friday

8:00am to 5:00pm

Simultaneous Interpreting

Monday-Friday

8:00am to 5:00pm

Regular Rates

Per location/per provider

Monday-Friday

8:00am to 5:00pm

Regular Rates

Per location/per provider

Monday-Friday

8:00am to 5:00pm

$6 per
hour 

2 hour 
minimum

$1. per
minute

120 minutes 
minimum

$ 0 per
hour

2 hour 
minimum

$ per
hour

2 hour 
minimum

p0 

1.

6
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Language
Interpretation

Regular Rates

Per location/per provider

Monday-Friday

8:00am to 5:00pm

$11 per
hour

2 hour 
minimum

Interpreter 
Services

Over the phone

Pre-scheduled and 
On Demand

Spanish <> 
English

All other 
Languages

Regular Rates

24/7

Regular Rates

24/7

$0.5 per
minute

$0.5 per
minute

Interpreter 
Services

Video remote 
interpreting 

Pre-scheduled

and 

On Demand

Spanish <> 
English

All other 
Languages

Regular Rates

24/7

Simultaneous Interpreting

Monday-Friday

8:00am to 5:00pm

Regular Rates

24/7

Simultaneous Interpreting

Monday-Friday

8:00am to 5:00pm

$0.6 per
minute

30 minutes 
minimum

$1. per
minute

120 minutes 
minimum

$0.  per
minute

30 minutes 
minimum

$2. per
minute

120 minutes 
minimum

2.

 p0.

1.

0.6

0.5

$0.5

11
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Sign 
Language;

Pre-scheduled 
only

Mixtec <> 
English

Regular Rates

24/7

Regular Rates

24/7

$1. per
minute

0 minutes
minimum

$ . per
minute

120 minutes 
minimum

Translation 
Services

Document 
Translation

Spanish <> 
English

All other 
Languages

Words per day

Words per day

$0.13/word 
(net)

$0.15/word 
(net)

24 hours 
Cancellation/No 
show client Fee

Pre-Scheduled

- -

See Exhibit
, Section ,

Subsection
for cancellation
fees applied to 
pre-scheduled

services.

Travel Expenses & 
Mileage

* Inclusive of all
travel and mileage
expenses.

Travel Time 

(When travel time is less 
than 31 Minutes one-way) 

Reimbursable 
travel 
expenses 
include: 
Mileage at 
$.70 (seventy 
cents) per 
mile, travel 
time and 
parking fees.

.

 0

1.
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 Travel Time 

31 - 60 miles one-  

61-100 miles one-
 

101-
 

  

BRA E R A M A RE   

ATEG R ER AGE RATE   

– 
Transcribed print 
page 

 $12.50   

– 
Minimum Fee Per 
Task 

 $75.00   

GR 3- Braille 
Cost for 
Reproduction per 
page 

 $3.00   

H NG  Shipping is calculated at the time of invoicing. We only 

Service rates. 

  

2026-27 T TA NTRA T MA M M A E N T T E EE  $400,000 

 

 

 

interpreter residing further than 31 miles. Mileage is the round-trip mileage calculated from the 
City of Santa Barbara or City of Santa Maria to assignment  

leage via Google Maps. 
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E H B T

TAN AR
N EMN AT N

AN
N RAN E R N
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E H B T
N EMN AT N AN N RAN E RE REMENT

 

INDEMNIFICATION 

 

 

 

 

y the CONTRACTOR, its 
 

1. Minimum Scope of Insurance  

Coverage shall be at least as broad as: 

A. G G  
-

$2,000,000 in the aggregate.  

B. A
-

damage. 

. W
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$1,000,000 per accident for bodily injury or disease. (Not required if CONTRACTOR 
ro ide  ri e  eri o  t t it  o e o ee  

.  (Errors and Omissions) Insurance appropriates to the 

$2,000,000 aggregate. 

E. M  Insurance covering actual or alleged claims for sexual 

or maltreatment of a sexual nature. 

. 
$2,000,000 per occurrence or claim, $2,000,000 aggregate. Coverage shall be 

CONTRACTOR in this agreement and shall include, but not be limited to, claims 

limited to infringement of copyright, trademark, trade dress, invasion of privacy 

shall provide coverage for breach response costs, 
as credit monitoring expenses. 

If the CONTRACTOR maintains broader coverage and/or higher limits than the minimums 

the higher limits maintained by the CONTRACTOR. Any available insurance proceeds in 
ex

 

2. Other Insurance Provisions 

 

A. A  – 

including materials, par
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85 or both CG 20 10, CG 20 26, CG 20 33, or CG 20 38;  CG 20 37 forms if later 
revisions used). 

B.  – 
insurance coverage shall be primary insurance primary coverage at least as broad as 

volunteers. Any insurance or self-

 

. N  – Each insurance policy required above shall provide that 
 

. W R  – 

agrees to obtain any endorsement that may b

 

E. - R  – -

 

. A  – 

-  

G.  – 

 

coverage throughout the term 

 

H.  – In the event that any policy of insurance required under 
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the Agreement. Maintenance of required insurance coverage is a material element of 

 

.  – CONTRACTOR shall require and verify that all subcontractors 

subcontractors. 

. M  – If any of the required policies provide coverage on a claims-
made basis: 

1. 
 

2. Insurance must be maintained and evidence of insurance must be provided for at 
 

3. If coverage is canceled or non- -

 

. R   – 
requirements, including limits, based on the nature of the risk, prior experience, 
insurer, coverage, or other special circumstances. 

made by amendment to this Agreement. CONTRACTOR agrees to execute any such amendment 
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E H B T
H AA B NE A ATE

AGREEMENT BAA
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E H B T BAA -  
H AA B NE A ATE AGREEMENT

(version 9.25.24) 

 

This Business Associate Agreement supplements and is made a part of the Agreement for 

H   
 

The County of Santa Barbara is a Covered Entity as defined by, and subject to the 
requirements and prohibitions of, the Administrative Simplification provisions of the Health 

-191, as amended 

Notification, and Enforcement Rules at 45 Code of Federal Regulations (C.F.R.) Parts 160 and 
  

Pursuant to the Agreement for Services of Independent Contractor, Contractor performs or 
provides functions, activities or services to County that require Contractor to create, access, 
receive, maintain, and/or transmit information that includes or that may include Protected 

Associate, as defined by the HIPAA Rules, and is therefore subject to those provisions of the 
HIPAA Rules that are applicable to Business Associates. 

   
County and Contractor in order to mandate certain protections for the privacy and security of 
Protected Health Information, and these HIPAA Rules, prohibit the disclosure to or use of 
Protected Health Information by Contractor if such an agreement is not in place.  In addition, 

to include certain protections for the privacy and securit

 
This Business Associate Agreement and its provisions are intended to protect the privacy and 
provide for the security of Protected Health Information, PSCI, and PII disclosed to or used by 

 Rules and DHCS Requirements.   
 

 
1. E N T N .

1.1  164.402. 
1.2   has the same meaning as the term   at 

45 C.F.R. 

performs functions or activities on behalf of, or provides certain services to, a 
covered entity that involve access by the business associate to Protected Health 

maintains, or transmits Protected Health Information on behalf of another 
business associate. And, in reference to the party to this Business Associate 
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Homeland Language Services LLC. 
1.3 

California governing the confidentiality, privacy, or security of PHI or other PII, 
including, but not limited to, the California Confidentiality of Medical Information 
Act (Cal. C

§ 120975 et seq.), the Lanterman-Petris-
et seq.),  

1.4 
160.103, and in reference to the party to this Business Associate Agreement, 

 
1.5 

C.F.R. § 164.501. 
1.6 - -identification standard at 45 C.F.R. § 164.514. 
1.7  Record  has the same meaning as the term  record 

 at 45 C.F.R. § 164.501. 
1.8 

the release, transfer, provision of access to, or divulging in any other manner of 

to others th  160.103.) 
1.9 -related 

information on an individual that is created, gathered, managed, and consulted by 
 17921.) 

1.10 “Electronic  has the same meaning as the term “electronic  at 45 
C.F.R. §160.103. For the convenience of the parties, electronic media means (1) 

including, for example, devices in computers (hard drives) and any 
removable/transportable digital memory medium, such as magnetic tape or disk, 
optical disk, or digital memory card; (2) Transmission media used to exchange 
information already in electronic storage media. Transmission media includes, for 
example, the Internet, extranet or intranet, leased lines, dial-up lines, private 

storage media. Certain transmissions, including of paper, via facsimile, and of 
voice, via telephone, are not considered to be transmissions via electronic media if 
the information being exchanged did not exist in electronic form immediately 
before the transmission. 

1.11 

Protected Health Information created or received by Business Associate from or on 
behalf of Covered Entity. For the convenience of the parties, Electronic Protected 
Health Information means Protected Health Information that is (i) transmitted by 
electronic media; (ii) maintained in electronic media; or (iii) transmitted or 
maintained in any other form or medium. 

1.12 
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 45 C.F.R. § 164.501. 
1.13 

personal rep  
1.14 

 164.103. 
1.15 

164.502 (b), 164.514(d). 
1.16 

received by Business Associate from or on behalf of Covered Entity. For the 
convenience of the parties, Protected Health Information includes information 
that (i) relates to the past, present or future physical or mental health or condition 
of an Individual; the provision of health care to an Individual, or the past, present 
or future payment for the provision of health care to an Individual; (ii) identifies 

information can be used to identify the Individual); and (iii) is created, received, 
maintained, or transmitted by Business Associate from or on behalf of Covered 
Entity, and includes Protected Health Information that is made accessible to 

Electronic Protected Health Information. 
1.17 “Required by   has the same meaning as the term  by  at 45 

C.F.R. §164.103. 
1.18  160.103 
1.19 

C.F.R. § 164.304. 
1.20 

services in the applicable underlying Agreement, Contract, Master Agreement, 

payment, that gives rise  Associate. 
1.21  

160.103. 
1.22  Protected Health  has the same meaning as the term 

 
1.23 

employment, application, utilization, examination or analysis of such Information 
 164.103.) 

1.24 
the same meaning as those terms in the HIPAA Rules. 
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2. ERM TTE AN RE RE E AN RE R TE TE HEA TH
N RMAT N.

2.1 

of this Business Associate Agreement. 
2.2 -identify the 

–(c) if de-identification of the 
information is required to provide Services. 

2.3 
by  

2.4 

Necessary policies and procedures. 
2.5 

management and administration of its business or to carry out its legal 
 

2.6 
Associate may Disclose Protected Health Information as necessary for the proper 
management and administration of its business or to carry out its legal 
responsibilities, provided t

osed only as Required by  or for the 
purposes for  it  disclosed to the recipient 
agreement f rom  t he  rec ip ien t  re qu i r i n g  the recipient to notify Business 

confidentiality of the Protected Health Information has been breached in 
e 

Agreement. 
2.7 

Aggregation services are necessary in order to provide Services. 
3. R H B TE E AN RE R TE TE HEA TH N RMAT N.

3.1 
than as permitted or required by this Business Associate Agreement or as 
Required by  

3.2 

Disclosures set forth in Sections 2.5, 2.6, and 2.7. 
3.3 

de-identification of the information except as set forth in Section 2.2. 
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3.4 Business Associate shall not directly or indirectly receive remuneration in 

has obtained from the Individu

further exchanged for remuneration by Business Associate. The foregoing shall 
s Associate for Services 

delivered by Business Associate to Covered Entity. 
4. B GAT N T A EG AR R TE TE HEA TH N RMAT N.

4.1 Business Associate shall implement, use, and maintain appropriate safeguards 

provided for by this Business Associate Agreement. 
4.2 

Disclosure of such information other than as provided for by this Business 
Associate Agreement. 

5. RE RT NG N N- ERM TTE E R RE E R T N ENT AN
BREA HE N E RE R TE TE HEA TH N RMAT N.
5.1 

Protected Health Information not permitted by this Business Associate 

Health Information as further described in Sections 5.1.1, 5.1.2, and 5.1.3. 
5.1.1 

of Protected Health Information by Business Associate, its employees, 
representatives, agents or Subcontractors not provided for by this 

  
5.1.2 Business Associate shall report to Covered Entity any Security Incident 

  
5.1.3 Business Associate shall report to Covered Entity any Breach of 

 

officer, or other agent of Business Associate, including a Subcontractor, 
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5.2 Except as provided in Section 5.3, for any reporting required by Section 5.1, 
Business Associate shall provide, to the extent available, all information 

 5.2.2. 
5.2.1 Business Associate shall make an immediate telephonic report upon 

discovery of the non-

Information to 1-805-884-6855 that 
minimally includes: 
(a) 

non- 
and the date of discovery of the non-
Disclosure, Security Incident, or Breach, if  

(b) 
is involved; 

(c) A description of the specific type of Protected Health 
Information involved in the non-

security number, date of birth, home address, account number, 
diagnosis, dis  
involved); 

(d) The name and contact information for a person highly 
-

 Breach. 
5.2.2 Business Associate shall make a 

delay and in no event later than three (3) business days from the date of 
discovery by Business Associate of the non-
of Protected Health Information, Security Incident, or Breach of 

 Protected Health Information and to the Chief 
Privacy/Safety Officer at:      

Chief Privacy Officer:  Daniel Mendoza 

Department: Santa Barbara County Department of 
 Behavioral Wellness 

Address: 300 N. San Antonio Road 

  Santa Barbara, CA 93110 

Email: ; and  

   

that includes, to the extent possible: 

(a) 
non- 
and the date of discovery of the non-
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Disclosure, Security Incident, or Breach, if  

(b) 
is involved; 

(c) A description of the specific type of Protected Health 
Information involved in the non-

security number, date of birth, home address, account number, 
diagnosis, dis  
involved); 

(d) 
Health Information has been, or is reasonably believed by 
Business Associate to  
Disclosed; 

(e) Any other information necessary to conduct an assessment of 

164.404 is required and any additional information reasonably 
requested by Covered Entity for purposes of investigating the 
Breach; 

(f) Any steps Business Associate believes that the Individual(s) could 
take to protect him or herself from potential harm from the non-

 Breach; 
(g) 

investigate, to mitigate harm to the Individual(s), and to protect 
against any further similar occurrences; and 

(h) The name and contact information for a person highly 
-

 Breach. 
5.2.3 If Business Associate is not able to provide the information specified 

in Section 5.2.1 or 5.2.2 at the time of the required report, Business 
Associate shall provide such information promptly thereafter as such 
information becomes available. 

5.3 

impede a criminal investigation or cause damage to national security. 
5.3.1 

reporting and/or notification obligation(s) for the time period specified 
by the official. 

5.3.2 If the statement is made orally, Business Associate shall document the 
statement, including the identity of the official making the statement, 
and delay its reporting and/or notification obligation(s) temporarily and 
no longer than 30 days from the date of the oral statement, unless a 
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time. 
5.4 -

Protected Health Information under this Section 5 shall comply in all respects 
 Section 13400 of Subtitle D (Privacy) of 

and related guidance issued by the Secretary or the delegate of the Secretary 
from time to time. 

6. WR TTEN A RAN E B NTRA T R .
6.1 

applicable, Business Associate shall ensure that any Subcontractor that creates, 
receives, maintains, or  transmits Protected Health Information on behalf of 
Business Associate is m

same restrictions, conditions, and requirements that apply to Business 
 

6.2 Business Associate shall take reasonable steps to cure any material breach or 
violation by Subcontractor of the agreement required by Section 6.1. 

6.3 If the steps required by Section 6.2 do not cure the breach or end the violation, 

Information on behalf of Business Associate. 
6.4 If neither cure nor termination as set forth in Sections 6.2 and 6.3 is feasible, 

Business Associate shall immediately notify the Chief Privacy Officer as listed in 
Section 5.2.2 above. 

6.5 Without limiting the requirements of Section 6.1, the agreement required by 
Section 6.1 (Subcontractor Business Associate Agreement) shall require 
Subcontractor to contemporaneously notify Covered Entity in the event of a 

th Information. 
6.6 Without limiting the requirements of Section 6.1, agreement required by 

Section 6.1 (Subcontractor Business Associate Agreement) shall include a 
provision requiring Subcontractor to destroy, or, in the alternative, to return to 
Business Associate, any Protected Health Information created, received, 
maintained, or transmitted by Subcontractor on behalf of Business Associate so 

 20.4. 
6.7 

a copy of any and all Subcontractor Business Associate Agreements required by 
Section 6.1. 

6.8 

Subcontracting in the applicable underlying Agreement, Contract, Master 
Agreement, Work Order, Purchase Order, 

Associate.  
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7. A E T R TE TE HEA TH N RMAT N.
7.1 To the extent Covered Entity determines that Protected Health Information is 

maintained by Business Associate or its agents or Subcontractors in a 

after receipt of a request from Covered Entity, make the Protected Health 
Information specified by Covered Entity available to the Individual(s) identified 
by Covered Entity as being entitled to access and shall provide such 
Individuals(s) or other person(s) designated by Covered Entity 
specified Protected Health Information, in order for Covered Entity to meet the 
requirements of  

7.2 If any Individual requests access to Protected Health Information directly from 
Business Associate or its agents or Subcontractors, Business Associate shall 

request. Whether access shall be provided or denied shall be determined by 
Covered Entity, and Business Associate shall thereafter provide or deny access 
accordingly. 

7.3 To the extent that Business Associate maintains Protected Health Information 
that is subject to access, as set forth above in one or more Designated Record 
Sets electronically and if the Individual requests an electronic copy of such 
information, Business 
Protected Health Information in the electronic form and format requested by 
the Individual, if it is readily producible in such form and format; or, if not, in a 
readable electronic form and format as agreed to by Covered Entity and the 
Individual. 

7.4 

request, use, or disclosure shall be to the minimum extent necessary to 
accomplish the intended purpose of such request, use, or disclosure, as 
interpreted under related guidance issued by the Secretary from time to time. 

8. AMEN MENT R TE TE HEA TH N RMAT N.
8.1 To the extent Covered Entity determines that any Protected Health Information 

is maintained by Business Associate or its agents or Subcontractors in a 

 request from Covered Entity, make any amendments 
to such Protected Health Information that are requested by Covered Entity, in 
order for Covered Entity to meet the requirements of 45 C.F.R. § 164.526. 

8.2 If any Individual requests an amendment to Protected Health Information 
directly from Business Associate or its agents or Subcontractors, Business 

of the request. Whether an amendment shall be granted or denied shall be 
determined by Covered Entity, and Business Associate shall thereafter make 
any amendments accordingly. Business Associate agrees to take other 

der 45 C.F.R. § 
164.526. 
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9. A NT NG RE R TE TE HEA TH N RMAT N.
9.1 Business Associate shall maintain an accounting of each Disclosure of Protected 

Health Information made by Business Associate or its employees, agents, 
representatives, or Subcontractors, as is determined by Covered Entity to be 
necessary in order to permit Covered Entity to respond to a request by an 
Individual for an accounting of disclosures of Protected Health Information in 

 164.528. 
9.1.1 Any accounting of disclosures provided by Business Associate under 

Section 9.1 shall include: 
(a) The date of the Disclosure; 
(b) 

received the Protected Health Information; 
(c) A brief description of the Protected Health Information 

Disclosed; and 
(d) A brief statement of the purpose of the Disclosure. 

9.1.2 For each Disclosure that could require an accounting under Section 9.1, 
Business Associate shall document the information specified in Section 
9.1.1, and shall maintain the information for six (6) years from the date 
of the Disclosure. 

9.2 

by an Individual for an accounting of disclosures of Protected Health 
 

9.3 If any Individual requests an accounting of disclosures directly from Business 
Associate or its agents or Subcontractors, Business Associate shall notify 

shall provide the re
thirty (30) days. The information provided in the accounting shall be in 

 164.528. 
10. M AN E W TH A AB E E ERA AN TATE R A AN E R T R E .

10.1 
obligation(s) under Subpart E of 45 C.F.R. Part 164, Business Associate shall 

performance of such obligation(s). 
10.2 

 
Services. 

10.3 

Contacts as Part of Health 
Subtitle D (Privacy) of ARRA and related guidance issued by the Secretary from 
time to time. 
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11. A A AB T RE R .
11.1 Business Associate shall make its internal practices, books, and records relating

created or received by Business Associate on behalf of Covered Entity available 
to the Secretary f
the Privacy and Security Regulations. 

11.2 
Covered Entity of any requests made by the Secretary and provide Covered 

 request. 
12. M T GAT N HARM E E T .

12.1 Business Associate shall mitigate, to the extent practicable, any harmful effect

violation of the requirements of this Business Associate Agreement that is 
 

 
13. BREA H N T AT N T N A AN THER RE RE ART E .

13.1 Business Associate shall, to the extent Covered Entity determines that there has

Associate, its employees, representatives, agents or Subcontractors or a 
Security Incident in violation of this Business Associate Agreement, provide 
breach notification to the Individual, the media (as defined under the Health 
Information Technology for Economic and Clinical Health Act of 2009 (the 

s in a manner 

HITECH Act, ARRA, and the HIPAA Rules including 45 C.F.R. § 164.404. 

13.1.1 

Information has been, or is reasonably believed to have been, accessed, 
such Breach. 

13.1.2 The notification provided by Business Associate to each Individual shall 

Covered Entity, and shall include, to the extent possible: 

(a)
Breach and the date of the Discovery of the Breach, if 

(b)

full name, social security number, date of birth, home address,
account number, diagnosis, disability code, or other types of
information  involved);

(c) Any steps the Individual should take to protect him or herself
from potential harm resulting from the Breach;

(d)
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investigate the Breach, to mitigate harm to Individual(s), and to 
protect against any further Breaches; and 

(e) Contact procedures for Individual(s) to ask questions or learn
-free telephone

number, an e-mail address, Web site, or postal address.
13.1.3 The notification provided by Business Associate to the media, the 

and approved by Covered Entity. 
13.2 Covered Entity, in its sole discretion, may elect to provide the notification 

required by Section 13.1 and/or to establish the contact procedures described 
in Section 13.1.2. 

13.3 Business Associate shall reimburse Covered Entity any and all costs incurred by 

not limited to costs of notification, internet posting, or media publication, as a 
result of Bu
Information; Covered Entity shall not be responsible for any costs incurred by 
Business Associate in providing the notification required by 13.1 or in 
establishing the contact procedures required by Section 13.1.2. 

14. M AN E W TH E R T R E.
14.1 

the Standards for Security of Electronic Protected Health Information at 45 
C.F.R. Part 160 and Subparts A and C of Part 164, as amended by ARRA and the
HITECH Act.

14.2  
(a) Implement the administrative safeguards set forth at 45 C.F.R. §

164.308, the physical safeguards set forth at 45 C.F.R. § 164.310,
the technical safeguards set forth at 45 C.F.R. § 164.312, and the
policies and procedures set forth at 45 C.F.R. § 164.316, to
reasonably and appropriately protect the confidentiality,
integrity, and availability of the Electronic Protected Health
Information that it creates, receives, maintains, or transmits on
behalf of Covered Entity as required by the Security Rule.
Busine
policies, and procedures requirements shall apply to Business
Associate in the same manner that such requirements apply to
Covered Entity.

(b)
provides such Protected Health Information agrees to implement
reasonable and appropriate safeguards to protect the Protected
Health Information; and

(c)

15. H RE REMENT .
15.1 
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Requirements provided on Exhibit A and Exhibit B to this Business Associate 

the extent that any provisions of the DHCS Requirements in Exhibit A or Exhibit 
rovisions of this Business Associate Agreement, the more 

from Covered Entity. 
16. N EMN AT N.

16.1 Business Associate shall indemnify, defend, and hold harmless Covered Entity,
its Special Districts, elected and appointed officers, employees, and agents from 
and against any and all liability, including but not limited to demands, claims, 
actions, fees, 
penalties and/or fines (including regulatory penalties and/or fines), arising from 

and/or relating to this Business Associate Agreement, including, but not limited 

informal, by the Secretary or by the Attorney General of the State of California. 
16.2 

the applicable underlying Agreement, Contract, Master Agreement, Work 
Order, Purchase Order, or oth

 
16.3 

Covered Entity may have to additional remedies in the applicable underlying 
Agreement, Contract, Master Agreement, Work Order, Purchase Order, or 

or omissions of Business Associate or its agents or Subcontractors. 
17. B GAT N ERE ENT T .

17.1 Covered Entity shall notify Business Associate of any current or future

and Business Associate shall th
Disclosures accordingly. 

17.2 

done by Covered Entity, except t
or Disclose Protected Health Information as provided in Sections 2.3, 2.5, 2.6, 
and 2.7. 

18. TERM.
18.1

Associate Agreement shall be the same as the term of the applicable underlying 
Agreement, Contract, Participation Agreement, Master Agreement, Work 
Order, Purchase Order, or ot
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 Associate. Such term shall 

parties for the purpose of providing Services. 
18.2  Section 18.1 , Business  obligations under 

Sections 9, 11, 16, and 20 shall survive the termination or expiration of this 
Business Associate Agreement. 

19. TERM NAT N R A E.
19.1 

applicable underlying Agreement, Contract, Participation Agreement, Master 

ves rise to 
Associate, if Covered Entity determines that Business Associate has violated a 
material term of this Business Associate Agreement, and Business Associate has 

he time specified by 

and/or violation, Covered Entity may terminate this Business Associate 
Agreement. 

19.2 
applicable underlying Agreement, Contract, Participation Agreement, Master 

ves rise to 
Associate, if Covered Entity determines that Business Associate has violated a 
material term of this Business Associate Agreement, and cure is not feasible, 
Covered Entity may terminate this Business Associate Agreement immediately. 

20. T N R TE TE HEA TH N RMAT N N TERM NAT N R
E RAT N.
20.1 Except as provided in Section 20.3, upon termination for any reason or

expiration of this Business Associate Agreement, Business Associate shall return 
to Covered Entity, or, if agreed to by Covered entity, shall destroy as provided 
for in Section 20.2, all Protected Health Information received from Covered 
Entity, or created, maintained, or received by Business Associate on behalf of 
Covered Entity, that Business Associate, including any Subcontractor, still 
maintains in any form. The Protected Health Information shall be returned in a 
format that is reasonably expected to preserve its accessibility and usability. 
Business Associate shall retain no copies of the Protected Health Information. 

20.2 Destruction for purposes of Section 20.2  and Section 6.6 shall mean that media 

destroyed and/or electronic media have been cleared, purged, or destroyed in 
 a technology or methodology specified by the 

Secretary in guidance for rendering Protected Health Information unusable, 
unreadable, or indecipherable to unauthorized individuals. 

20.3 
Protected Health Information is not feasible or Business Associate determines 
that any such Protected Health Information is necessary for Business Associate 
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to continue its proper management and administration or to carry out its legal 
responsibilities, Business Associate may retain that Protected Health 

essary for Business Associate to continue its 
proper management and administration or to carry out its legal responsibilities 
and shall return or destroy all other Protected Health Information. 
20.3.1 Business Associate shall extend the protections of this Business 

Associate Agreement to such Protected Health Information, including 
continuing to use 

information other than as provided for in Sections 2.5 and 2.6 for so 
long as such Protected Health Information is retained, and Business 

Protected Health Information 

 
20.3.2 Business Associate shall return or, if agreed to by Covered entity, 

destroy the Protected Health Information retained by Business 

o carry out its 
legal responsibilities. 

20.4 Business Associate shall ensure that all Protected Health Information created, 
maintained, or received by Subcontractors is returned or, if agreed to by 
Covered entity, destroyed as provided for in Section 20.2. 

21. A T N E T N AN E AM NAT N.
21.1 Covered Entity reserves the right to conduct a reasonable inspection of the

facilities, systems, information systems, books, records, agreements, and 

Information for the purpose 
-

compliance may be a basis for termination of this Business Associate 
Agreement and the applicable underlying Agreement, Contract, Master 

Associate, as provided for in section 19 . 
21.2 Covered Entity and Business Associate shall mutually agree in advance upon the 

scope, timing, and location of any such inspection. 
21.3 

Entity shall execute a nondisclosure agreement, upon terms and conditions 
mutually agreed to by the parties. 

21.4 That Covered Entity inspects, fails to inspect, or has the right to inspect as 
provided for in Section 21.1, does not relieve Business Associate of its 
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HIPAA Rules or impose on Covered Entity any responsibility for Business 
 Rules. 

21.5 
Associate, or its detection but failure to require remediation by Business 
Associate of an unsatisfactory practice by Business Associate, shall not 
constitute acceptance of su
enforcement rights under this Business Associate Agreement or the applicable 
underlying Agreement, Contract, Master Agreement, Work Order, Purchase 

at gives rise 
 Associate. 

21.6 

Agreement, Master Agreement, Work Order, Purchase Order, or other services 

a Business Associate. 
21.7 

or complaint investigation by the Office for Civil Rights. 
22. M E ANE R N .

22.1 . 

business needs or legal obligations of Business Associate. Business Associate is 
solely responsible for all decisions made by Business Associate regarding the 
safeguarding of Protected Health Information. 

22.2 R . The parties agree that the provisions under 

be incorporated into this Business Associate Agreement are hereby 
incorporated into this Agreement. 

22.3 N T - B . Nothing in this Business Associate Agreement 
shall confer upon any person other than the parties and their respective 
successors or assigns, any rights, remedies, obligations, or liabilities 

 
22.4 . In the event that a provision of this Business Associate 

Agreement is contrary to a provision of the applicable underlying Agreement, 
Contract, Master Agreement, Work Order, Purchase Order, or other services 

a Business Associate, the provision of this Business Associate Agreement shall 

 underlying 
Agreement, Contract, Master Agreement, Work Order, Purchase Order or other 

status as a Business Associate.   
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22.5 R R . A reference in this Business Associate Agreement to a 
section or requirement in the HIPAA Rules or DHCS Requirements means the 
section or requirement as in effect or as amended. 

22.6 . Any ambiguity in this Business Associate Agreement shall be 

HIPAA 
Business Associate Agreement that differs from those required by the HIPAA 
Rules, but is nonetheless permitted by the HIPAA Rules, shall be adhered to as 
stated in this Business Associate Agreement. 

22.7 A . The parties agree to take such action as is necessary to amend 
this Business Associate Agreement from time to time as is necessary for 

Privacy Rule, the Security Rule, HIPAA, ARRA, the HITECH Act, the Consolidated 
Appropriations Act, 2021 (CAA-
governing Protected Health Information, including the California Confidentiality 

 
22.8 E A . This Business Associate Agreement constitutes the entire 

Associate Agreement, except to the extent that the applicable underlying 
Agreement, Contract, Master Agreement, Work Order, Purchase Order or other 

status as a Business Associate imposes more stringent requirements related to 
upon Business 

Associate. This Business Associate Agreement supersedes all prior negotiations, 

and signed by a duly authorized representative of both parties. If any provision 
of this Business Associate Agreement, or part thereof, is found to be invalid, the 
remaining provisions shall remain in effect. 

22.9 A N -A . This Business Associate 

transfer, or subcontract this Business Associate Agreement or any of its rights 

effect and shall constitute grounds for termination. 
22.10 

 
22.11 

 
22.12 B A

that it purchases commercial insurance to cover its exposure for any claims, 
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damages or losses arising as a result of a breach of the terms of this BAA. 
22.13 B E

the Covered Entity that constitutes a material breach or violation of the 
r 

arrangement, the Business Associate must take reasonable steps to cure the 
breach or end the violation. If the steps are unsuccessful, the Business 
Associate must terminate the Agreement or other arrangement if feasible, or if 
termination is not feasible, report the problem to the Secretary. Business 

activity or practice of the Covered Entity that Business Associate believes 
constitutes a 

the problem as one of the reasonable steps to cure the breach or end the 
violation. 

22.14 H AA W T . As set forth in section 164.530 of 
45 CFR Business Associate is expected to adhere to the Health Insurance 
Portability and Accountability Act (HIPAA) regulations to the extent necessary 

aintain 
comprehensive consumer confidentiality policies and procedures, provide 
annual training of all affected staff regarding those policies and procedures 
including Security and Privacy safeguards, and demonstrate reasonable effort 

training and agrees to make available to the Covered Entity upon request. The 

fu  
22.15 .

1. To the extent that Covered Entity determines that such examination is

relating to certification of its security practices, Covered Entity or its authorized
agents or contractors, 

the HIPAA Regulations or this BAA.
22.16 A A .

2. Business Associate shall make itself, and any subcontractors, employees
or agents assisting Business Associate in the performance of its obligations
under the Agreement or this BAA, available to Covered Entity, at no cost to

administrative proceedings being commenced against Covered Entity, its
directors, officers or employees based upon a claimed violation of HIPAA, the
HITECH Act, the Privacy Rule, the Security Rule, or o
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employee or agent is named adverse party. 

NTENT NA E T B AN
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E A

DHCS Information Confidentiality And Security Requirements 

1.
a. : Information that is not exempt from disclosure under the

provisions of the California Public Records Act (Government Code section

b. : Information that is exempt from disclosure under the
provisions of the California Public Records Act (Government Code section

c. : Information that requires special precautions to protect
from unauthorized use, access, disclosure, modification, loss, or deletion.
Sensitive Information may be either Public Information or Confidential
Information. It is information that requires a higher than normal assurance of
accuracy and completeness. Thus, the key factor for Sensitive Information is that
of integrity. Typically, Sensitive Information includes records of agency financial
transactions and regulatory actions.

d. : Information that identifies or describes an individual,
including, but not limited to, their name, social security number, physical
description, home address, home telephone number, education, financial
matters, and medical or employment history. It is D
information about individuals private unless such information is determined to
be a public record. This information must be protected from inappropriate
access, use, or disclosure and must be made accessible to data subjects upon

3. Notice-triggering Personal Information: Specific items of personal
information (name plus Social Security number, driver license/California
identification card number, or financial account number) that may trigger a
requirement to notify individuals if it is acquired by an unauthorized person. For
purposes of this provision, identity shall include, but not be limited to name,
identifying number, symbol, or other identifying particular assigned to the
individual, such as finger or voice print or a photograph. See Civil Code sections
1798.29 and 1798.82.

2. N . Business Associate and its employees, agents, or subcontractors shall
protect from unauthorized disclosure any Personal Information, Sensitive Information,

3. Business Associate and its employees, agents, or subcontractors shall not use any PSCI

underlying Agreement, Contract, Master Agreement, Work Order, or Purchase Order or

4. Business Associate and its employees, agents, or subcontractors shall promptly transmit
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5. 

Covered Entity Chief Privacy Officer, except if disclosure is required by State or Federal 
 

6.  
a. . Business Associate shall implement administrative, physical, and 

technical safeguards that reasonably and appropriately protect the confidentiality, 
integrity, and availability of the PSCI, including electronic PSCI that it creates, 
receives, maintains, uses, or transmits on behalf of Covered Entity. Business 

program that includes administrative, technical and physical safeguards appropriate 
to the size and complexit

 
. 

1. o ee Tr i i
of functions or activities on behalf of Covered Entity, or access or disclose 
Covered Entity PSCI, must complete information privacy and security 

of six (6) years  
2. o ee i i i e. Appropriate sanctions must be applied against 

procedures or any provisions of these requirements, including termination 
 

3. Co fide ti it  t te e t
or PI must sign a confidentiality statement that includes, at a minimum, 

e 

annually. 
confidentiality statement for Covered Entity or DHCS inspection for a 
period of six (6) years  

4. rou d C e

y of confidential data or 
a risk for theft or misuse of confidential data. Business Associate shall 
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. T
1. or t tio to  e r tio

and/or store DHCS PHI or PI must be encrypted using a FIPS 140-2 certified 

(AES). The encryption solution must be full disk unless approved by the 
DHCS Information Security Office. 

2. er er e urit . Servers containing unencrypted DHCS PHI or PI must have 
sufficient administrative, physical, and technical controls in place to protect 

 
3. i i u  Ne e r . Only the minimum necessary amount of DHCS PHI or 

PI required to perform necessary business functions may be copied, 
 

4. Re o e edi  de i e . All electronic files that contain DHCS PHI or PI 

tapes etc.). Encryption must be a FIPS 140- hich is 
128bit or higher, such as AES. 

5. A ti iru  oft re
process and/or store DHCS PHI or PI must install and actively use 
comprehensive anti-
scheduled at least daily. 

6. t  e e t
process and/or store DHCS PHI or PI must have critical security patches 

 based 
on risk assessment and vendor recommendations. At a maximum, all 

 
7. er  d ord Co tro . All users must be issued a unique user 

Pas
characters and must be a non-

every 90 days, preferably e

keyboard: 
 -Z) 
 -z) 
 Arabic numerals (0-9) 
 Non-alphanumeric characters (punctuation symbols) 
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8. t  e tru tio . When no longer needed, all DHCS PHI or PI must be 
cleared, purged, or destroyed consistent -
88, Guidelines for Media Sanitization such that the PHI or PI cannot be 
retrieved. 

9. te  Ti eout. The system providing access to DHCS PHI or PI must 
provide an automatic timeout, requiring re-authentication of the user 
session after no more than 20 minutes of inactivity. 

10. r i  er . All systems providing access to DHCS PHI or PI must 

logged, and system use is for business purposes only by authorized users. 

requirements. 
11. te  o i

time stamped, must log both successful and failed accesses, must be read 
only, and must be restricted to authorized users. If DHCS PHI or PI is stored 
in a database, database logging functionality must be enabled. Audit trail 
data must be archived for at least 3 years after occurrence. 

12. A . The system providing access to DHCS PHI or PI must use 
role based access controls for all user authentications, enforcing the 
principle of least privilege. 

13. Tr i io  e r tio . All data transmissions of DHCS PHI or PI outside 
-2 certified 

PHI can be encrypted. 
This requirement pertains to any type of PHI or PI in motion such as 

-Mail. 
14. tru io  ete tio . All systems involved in accessing, holding, 

transporting, and protecting DHCS PHI or PI that are accessible via the 
Internet must be protected by a comprehensive intrusion detection and 
prevention solution. 

. A
1. te  e urit  Re ie . All systems processing and/or storing DHCS PHI or 

controls are functioning effectively and providing adequate levels of 
 

2. o  Re ie . All systems processing and/or storing DHCS PHI or PI must 

access. 
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3. C e Co tro . All systems processing and/or storing DHCS PHI or PI must 
have a documented change control procedure that ensures separation of 
duties and protects the confidentiality, integrity and availability of data. 

. B R
1. er e  ode O er tio  . Business Associate must establish a 

documented plan to enable continuation of critical business processes and 
protection of the security of electronic DHCS PHI or PI in the event of an 
emergency. Emergency means any circumstance or situation that causes 
normal computer operations to become unavailable for use in performing 

 
2. t  u  . Business Associate must have established documented 

procedures to backup DHCS PHI to maintain retrievable exact copies of 
DHCS PHI or Pl. The plan must include a regular schedule for making 
backups, storing backups offsite, an inventory of backup media, and an 
estimate of the amount of time needed to restore DHCS PHI or PI, should it 

monthly offsite storage of DHCS data. 
. 

1. u er i io  of t . DHCS PSI or PI in paper form shall not be left 
unattended at any time, unless it is locked in a file cabinet, file room, 

observed by an employee authorized to access the information. DHCS 
PHI or PI in paper form shall not be left unattended at any time in 
vehicles or planes and shall not be checked in baggage on commercial 
airplanes. 

2. orti  i itor

visitors are in the area. 
3. Co fide ti  e tru tio . DHCS PHI or PI must be disposed of through 

confidential means, such as cross cut shredding and pulverizing. 
4. Re o  of t . DHCS PHI or PI must not be removed from the 

permission of DHCS. 
5. i . Faxes containing DHCS PHI or PI shall not be left unattended 

and fax machines shall be in secure areas. Faxes shall contain a 
confidentiality statement notifying persons receiving faxes in error to 

ended recipient 
before sending the fax. 
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6. i i . Mailings of DHCS PHI or PI shall be sealed and secured from 

DHCS PHI or PI in a single package shall be sent using a tracked mailing 

 
b. e urit  Offi er. Business Associate shall, to the extent it has not already done so, 

responsible for carrying out its privacy and security programs and for 
h Covered Entity and DHCS. 

4. i o er  d Notifi tio  of re  Noti e to Co ered tit : 
i. To notify Covered Entity and DHCS  upon the discovery of a 

suspected security incident that involves data provided to Covered Entity by 

 upon the discovery of the breach.  (2) To 
notify Covered Entity 24  of the discovery of 
unsecured PHI or PI in electronic media or in any other media if the PHI or PI 

unauthorized person, any suspected security incident, intrusion or 
unauthorized access, use or disclosure of PHI or PI in violation of the 
Agreement and this Exhibit, or potential loss of confidential data affecting the 
Agreement. A breach shall be treated as discovered by Business Associate as of 

Associate. 
ii. Notice shall be provided to the Covered Entity Chief Privacy Officer, the DHCS 

Privacy Officer and the DHCS Information Security Officer. If the incident 

provided to Covered Entity by DHCS from the Social Security Administration, 
notice shall be provided by calling the DHCS EITS Service Desk. Notice shall be 

 the most current version 

 
c. 

access, use or disclosure of PHI or PI, Business Associate shall take: 
i. 

breach and to protect the operating environment; and 
ii. Any action pertaining to such unauthorized disclosure required by applicable 
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d. e ti tio  of re . Business Associate shall immediately investigate such 
security incident, breach, or unauthorized use or disclosure of PSCI. If the initial 

-  of the discovery, Business Associate shall 

, to the Covered Entity Chief Privacy Officer, the 
DHCS Privacy Officer, and the DHCS Information Security Officer. 

e. ritte  Re ort
investigation to the Covered Entity Chief Privacy Officer, the DHCS Privacy Officer, 

not included in the DHCS Priva
the discovery of the breach or unauthorized use or disclosure. The report shall 

detailed corrective action 
to halt and/or contain the improper use or disclosure. 

f. Notifi tio  of di idu . Business Associate shall notify individuals of the breach 

ed Entity Chief Privacy Officer, the DHCS 
Privacy Officer, and the DHCS Information Security Officer shall approve the time, 
manner and content of any such notifications. 

7. E . The terms of this Exhibit shall apply to all contracts, 

services, goods, or commodities. Business Associate shall incorporate the contents of 
this Exhibit into each subcon
independent consultants. 

8. . To direct communications to the above referenced Covered Entity 
or DHCS staff, Business Associate shall initiate contact as indicated herein. Covered 

usiness Associate. Said changes shall not require an amendment to 
 

E
H

H

 
See Section 5.2.2 of this 
Business Associate 
Agreement for Covered 
Entity contact information. 

Privacy Officer 
c/o Office of Legal Services 
Department of Health Care Services 
P.O. Box 997413, MS 0011 
Sacramento, CA 95899-7413 
 
Email: privacyofficer@dhcs.ca.gov 
Telephone: (916) 445-4646 

Information Security Officer 
DHCS Information Security Office 
P.O. Box 997413, MS 6400 
Sacramento, CA 95889-7413 
 
Email: iso@dhcs.ca.gov 
Telephone: ITSD Help Desk 
(916) 440-7000 or (800) 579-0874 
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9. A . From time to time, DHCS may inspect the facilities, systems, 

required in the Information Confidentiality and Security Requirements (ICSR) exhibit. 
Business Associate shall promptly remedy any violation of any provision of this ICSR 
exhibit. The fact that DHCS inspects, or fails to inspect, or has the right to inspect, 
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E B  

This Exhibit B is intended to protect the privacy and security of specified DHCS information that 
Business Associate may access, receive, or transmit under the Agreement. The DHCS 
information covered under this Exhibit B consists of Personal Information (“
data provided to DHCS by the Social Security Administration. 

 
1. Exhibit B-1 provides for the privacy and security of PI under Civil Code Section 1798.3(a) 

and 1798.29. 
2. Exhibit B-2, Miscellaneous Provisions, sets forth additional terms and conditions that 

extend to the provisions of Exhibit B in its entirety. 
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E B-1

Privacy and Security of Personal Information and  

Personally Identifiable Information Not Subject to HIPAA 

1. R .
a. In addition to the Privacy and Security Rules under HIPAA, DHCS is subject to various 

 
i. The California Information Practices Act of 1977 (California Civil Code §§1798 

et seq.), 
ii. Title 42 Code of Federal Regulations, Chapter I, Subchapter A, Part 2. 

b. The purpose of this Exhibit B-

receive, maintain, use, or disclose for or on behalf of Covered Entity pursuant to the  
ed 

by HIPAA and therefore is not addressed in this Business Associate Agreement; 

Associate Agreement and this Exhibit B-1 shall apply. 
c. The terms used in this Exhibit B- the same 

meanings as those terms have in the above referenced statute and agreement. Any 
reference to statutory, regulatory, or contractual language shall be to such language 
as in effect or as amended. 

2. . -1.  

meaning ascribed to them under this Business Associate Agreement.
a. 

CMPPA. 
b. 

under the California Information Practices Act, Civil Code section 1798.29(f). 
c. 

 
d. 

database maintained by the DHCS, received by Business Associate from Covered 

the functions, activities and services specified in the  Agreement on behalf of the 
Covered Entity. 
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e. “Notice-

notification requirements under Civil Code section 1798.29. For purposes of this 
provision, identity shall include, but not be limited to, name, address, email address, 
identifying number, symbol, or other identifying particular assigned to the 
individual, such as a finger or voice print, a photograph or a biometric identifier. 
Notice-triggering Personal Information includes PI in electronic, paper, or any other 
medium. 

f. 
term in the CMPPA. 

g. 
Civil Code Section 1798.3(a). 

h. 

includes, but is not limited to, court orders and court-
or summons issued by a court, grand jury, a governmental or tribal inspector 
general, or an administrative body authorized to require the production of 
information, and a civil or an authorized investigative demand. It also includes 
Medicare conditions of participation 
participating in the program, and statutes or regulations that require the production 
of information, including statutes or regulations that require such information if 
payment is sought under a government program providing public benefits. 

i. 
disclosure, modification, or destruction of PI, or confidential data utilized in 

information system that processes, maintains or stores Pl. 
3. T A

. H B A
5. -1, Business Associate may 
use or disclose DHCS PI only to perform functions, activities, or services for or on 
behalf of the DHCS pursuant to the terms of the Agreement, provided that such 

ould not violate the California Information Practices Act 
 

. R B A
6. Business Associate agrees: 

i. N . Not to use or disclose DHCS PI or PII other than as permitted 
or required by the Agreement or as required by applicable state and federal 

 
ii. . To implement appropriate and reasonable administrative, 

technical, and physical safeguards to protect the security, confidentiality and 
integrity of DHCS PI and PII, to protect against anticipated threats or hazards 
to the security or integrity of DHCS PI and PII, and to prevent use or 
disclosure of DHCS PI or PII other than as provided for by the  Agreement. 
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and security program that include administrative, technical and physical 

requirements of section (c), Sec
 

c. . Business Associate shall take any and all steps necessary to ensure the 
continuous security of all computerized data systems containing PHI and/or PI, and 
to protect paper documents containing PHI and/or Pl. These steps shall include, at a 
minimum: 

i. 
Attachment A, Business Associate Data Security Requirements; 

ii. Providing a level and scope of security that is at least comparable to the level 
and scope of security established by the Office of Management and Budget 
in OMB Circular No. A130, Appendix III- Security of Federal Automated 

 forth guidelines for automated information 
systems in Federal agencies; and 

iii. If the data obtained by Business Associate from DHCS through Covered Entity 

security requirements in the CMPPA Agreement. Business Associate also 
agrees to ensure that any agents, 
provides DHCS PII, agree to the same requirements for privacy and security 
safeguards for confidential data that apply to Business Associate 
to such information. 

d. M H E . To mitigate, to the extent practicable, any harmful 

Business Associate or its subcontractors in violation of this Exhibit B-1. 
e. B A A . To impose the same restrictions 

and conditions set forth in this Exhibit B-1 on any subcontractors or other agents 

involve the disclosure of DHCS PI or PII to the subcontractor. 
f. A E H . To make DHCS PI and PII 

available to Covered Entity or DHCS for purposes of oversight, inspection, 
amendment, and response to requests for records, injunctions, judgments, and 
orders for production of DHCS PI and PII. If Business Associate receives DHCS PII, 
upon request by Covered Entity or DHCS, Business Associate shall provide Covered 

luding employees, contractors and agents of its 
subcontractors and agents. 

g. E H . With respect to DHCS PI, to cooperate 

limited to, accounting of disclosures of DHCS PI, correction of errors in DHCS PI, 
production of DHCS PI, disclosure of a security breach involving DHCS PI and notice 
of such breach to the affected individual(s). 
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h. A A R . Business Associate 

that criminal penalties may be imposed for a violation of these confidentiality 
requirements. 

i. B . During the term of this Agreement, Business 
Associate agrees to implement reasonable systems for the discovery and prompt 

 
i. Initial Notice to Covered Entity. (1) To notify Covered Entity and DHCS 

immediately by telephone call or email or fax upon the discovery of a breach 
of unsecured DHCS PI or PII in electronic media or in any other media if the PI 

y believed to have been, accessed or acquired by an 
unauthorized person, or upon discovery of a suspected security incident 

email or fax of the discovery of any suspected security incident, intrusion or 
unauthorized access, use or disclosure of DHCS PI or PII in violation of the 
Agreement or this Exhibit B-1 or potential loss of confidential data affecting 
the Agreement. A breach shall be treated as discovered by Business 
Associate 

Business Associate. 
ii. Notice shall be provided to the Covered Entity Chief Privacy Officer and DHCS 

electronic DHCS PI or PII, notice shall be provided to DHCS by calling the 
DHCS Information Security Officer. Notice to DHCS shall be made using the 

time. Business Associate shall use the most current version of this form, 

 
iii. 

unauthorized access, use or disclosure of DHCS PI or PII, Business Associate 
shall take: 

1. Prompt corrective action to mitigate any risks or damages involved 
 

2. Any action pertaining to such unauthorized disclosure required by 
 

iv. R . To immediately investigate such 
suspected security incident, security incident, breach, or unauthorized 
access, use or disclosure of PHI. Within 72 hours of the discovery, Business 

e 
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Information Security Officer. 
v. R . To provide a complete report of the investigation to 

disclosure. The report to DHCS shall be submitted on the “Privacy Incident 

full, detailed corrective action plan, including information on measures that 

requests information in addition to that listed on the “Privacy Incident 

Covered Entity or DHCS, as ap
the circumstances of the incident, Business Associate needs more than ten 

iness Associate 
shall submit periodic updates until the complete report is submitted. If 
necessary, a Supplemental Report may be used to submit revised or 
additional information after the completed report is submitted, by 
submitting the revised or additional information on an updated “Privacy 

corrective action plan are required. 
vi. R R B . If the cause of a breach of DHCS PI 

or PII is attributable to Business Associate or its agents, subcontractors or 
vendors, Business Associate is responsible for all required reporting of the 
breach as specified in CIPA, section 1798.29. Business Associate shall bear all 
costs of required 

content of any such notifications and their revi
obtained before the notifications are made. Covered Entity or DHCS, as 

unreasonable delay. 
vii. If Business Associate has reason to believe that duplicate reporting of the 

same breach or incident may occur because its subcontractors, agents, or 
vendors or Covered Entity may report the breach or incident to DHCS in 
addition to Business Associate, Business Associate shall notify DHCS, and 
DHCS, Covered Entity, and Business Associate may take appropriate action to 
prevent duplicate reporting. 

viii. H E . To direct communications to 
the above referenced Covered Entity and DHCS staff, Business Associate shall 
initiate contact as indicated herein. Covered Entity reserves the right to make 

the 
Business Associate . Said changes shall not require an amendment to this 
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E

H

H

See Section 5.2.2 
of this Business 
Associate 
Agreement for 
Covered Entity 
contact 
information. 

Privacy Officer 
c/o Office of Legal Services 
Department of Health Care 
Services 
P.O. Box 997413, MS 0011 
Sacramento, CA 95899-7413 

Email: 
privacyofficer@dhcs.ca.gov 

Telephone: (916) 445-4646 

Information Security Officer 
DHCS Information Security Office 
P.O. Box 997413, MS 6400 
Sacramento, CA 95889-7413 

Email: iso@dhcs.ca.gov 

Telephone: ITSD Help Desk 
(916) 440-7000 or 
(800) 579-0874 

j. R
Business Associate shall designate an individual, (e.g., Security Officer), to oversee its 

this Exhibit B- d 
DHCS. 
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E B-2 

Miscellaneous Terms and Conditions 

Applicable to Exhibit B 

1. .

Business Associ

solely responsible for all decisions made by Business Associate regarding the 
safeguarding of the DHCS PHI, PI and PII.

2. A . The
data security and privacy are rapidly evolving and that amendment of this Exhibit B may 

The parties specifically agree to take such action as is necessary to implement the 
standards and requirements of HIPAA, the HITECH Act, and the HIPAA regulations, and 

agrees to promptly enter into negotiations concerning an amendment to this Exhibit B 

may termin  
a. 

by Covered Entity; or 
b. Business Associate does not enter into an amendment providing assurances 

regarding the safeguarding of DHCS PHI that the DHCS deems is necessary to 
satisfy the standards and requirements of HIPAA and the HIPAA regulations 

3. A
and DHCS if it is named as a defendant in a criminal proceeding for a violation of HIPAA 

the Agreement if Business Associate is found guilty of a criminal violation of HIPAA. 
Covered Entity may at the request of DHCS terminate the Agreement if a finding or 
stipulation that Business Associate has violated any standard or requirement of HIPAA, 

Business Associate 

Covered Entity terminate the Agreement. 
4. A A . Business Associate shall make 

itself and any subcontractors, employees or agents assisting Business Associate in the 
performance of its obligations under the Agreement, available to DHCS at no cost to 

proceedings being commenced against DHCS, its directors, officers or employees based 
ns or 

actions by the Business Associate Business Associate or its subcontractor, 
employee or agent is a named adverse party. 
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5. N T - B . Nothing express or implied in the terms  
and conditions of this Exhibit B is intended to confer, nor shall anything herein confer, 
upon any person other than the Covered Entity or Business Associate and their 
respective successors or assignees, any rights, remedies, obligations or liabilities 

 
6. . The terms and conditions in this Exhibit B shall be interpreted as broadly 

regulations. The parties agree that any ambiguity in the terms and conditions of this 
Exhibit B shal
HIPAA, the HITECH Act and the HIPAA regulations, and, if applicable, any other relevant 

 
7. 

regulations or standards the most stringent shall apply. The most stringent means that 

unauthorized disclosure. Further, Business Associate 

Agreement. 
8. R R . A reference in the terms and conditions of this Exhibit B to a 

section in the HIPAA regulations means the section as in effect or as amended. 
9. . The respective rights and obligations of Business Associate under Item 3(b) of 

Exhibit B-1, Responsibilities of Business Associate, shall survive the termination or 
expiration of this Agreement. 

10. N W

any continuing or other obligation, or shall prohibit enforcement of any obligation, on 
any other occasion. 

11. A E . From time to time, and subject to all applicable 

conduct a reasonable inspection of the facilities, systems, books and records of to 
bit B. Business Associate shall promptly remedy any 

violation of any provision of this Exhibit B. The fact that Covered Entity or DHCS inspects, 
ties, systems and 

-compliant practice, or a 
failure to report a detected noncompliant practice to Business Associate does not 

rights under the Agreement or related documents, including this Exhibit B. 
12. . Business Associate shall exercise due diligence and shall take reasonable 

other appl
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13. T . The Term of this Exhibit B shall extend beyond the termination of the Agreement 

des  
14. E T

reason, Business Associate shall return or destroy all DHCS PHI, PI and PII that Business 
Associate still maintains in any form, and shall retain no copies of such PHI, PI or PII. If 
return or destruction is not feasible, Business Associate shall notify Covered Entity an 
DHCS of the conditions that make the return or destruction infeasible, and Covered 
Entity, DHCS, and Business Associate shall determine the terms and conditions under 

to extend the protections of this Exhibit B to such DHCS PHI, PI and PII, and shall limit 
further use of such data to those purposes that make the return or destruction of such 
data infeasible. This provision shall apply to DHCS PHI, PI and PII that is in the possession 
of subcontractors or agents of Business Associate. 
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A A  
Data Security Requirements 

1. 
a. E T

-
provided information, or access or disclose DHCS PHI or PI must complete 
information privacy and security training, at least annually, at Business 

ifications must be 
 

b. E

appropriate. 
c. 

e member prior to access to DHCS 

DHCS inspection for a period of six (6) years 
Agreement. 

d. B

are authorized to bypass significant technical and operational security controls. 

documentation for a period of three (3) years. 
2. T

a. W DHCS 
PHI or PI either directly or temporarily must be encrypted using a FIPS 140-2 

Standard (AES). The encryption solution must be full disk unless approved by the 
DHCS Information Security Office. 

b. . Servers containing unencrypted DHCS PHI or PI must have 
sufficient administrative, physical, and technical controls in place to protect that 

 
c. M N . Only the minimum necessary amount of DHCS PHI or PI 

or exported. 
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d. R . All electronic files that contain DHCS PHI or PI data 

must be a FIPS 140- ich is 128bit or higher, such as AES. 
e. A

and/or store DHCS PHI or PI must install and actively use comprehensive anti-
 

f. M

system reboot if necessary. There must be a documented patch management 
 based on risk assessment and 

vendor recommendations. At a maximum, all applicable patches must be 

onal reasons must 
have compensatory controls implemented to minimize risk until the patches can 
be installed. Applications and systems that cannot be patched must have 

 
g. . All users must be issued a unique user name 

 
at least eight characters and must be a non-

ords must be changed if 

 
i. -Z) 

ii. -z) 
iii. Arabic numerals (0-9) 
iv. Non-alphanumeric characters (punctuation symbols) 

h. 
-M (7 Pass) standard, 

NIST Special Publication 800-88. Other methods 
of the DHCS Information Security Office. 

i. T . The system providing access to DHCS PHI or PI must provide an 
automatic timeout, requiring re-authentication of the user session after no more 
than 20 minutes of inactivity. 

j. W B . All systems providing access to DHCS PHI or PI must display a 

log off the system if they do n  
k. 
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must log both successful and failed accesses, must be read only, and must be 
restricted to authorized users. If DHCS PHI or PI is stored in a database, database 
logging functionality must be enabled. Audit trail data must be archived for at 
least 3 years after occurrence. 

l. A . The system providing access to DHCS PHI or PI must use role 
based access controls for all user authentications, enforcing the principle of least 
privilege. 

m. T . All data transmissions of DHCS PHI or PI outside the 
-2 certified algorithm 

DHCS PHI can be encrypted. This 

access, file transfer, and E-Mail. 
n. . All systems involved in accessing, holding, transporting, and 

protecting DHCS PHI or PI that are accessible via the Internet must be protected 
by a comprehensive intrusion detection and prevention solution. 

3. A
a. R . Business Associate must ensure audit control 

mechanisms that record and examine system activity are in place. All systems 
processing and/or storing DHCS PHI or PI must have at least an annual system 

e that administrative, 
physical, and technical controls are functioning effectively and providing 

tools. 
b. R . All systems processing and/or storing DHCS PHI or PI must have a 

 
c. . All systems processing and/or storing DHCS PHI or PI must have 

a documented change control procedure that ensures separation of duties and 
protects the confidentiality, integrity and availability of data. 

4. B R
a. E M . Business Associate must establish a 

documented plan to enable continuation of critical business processes and 
protection of the security of DHCS PHI or PI held in an electronic format in the 
event of an emergency. Emergency means any circumstance or situation that 
causes normal computer operations to become unavailable for use in performing 

 

b. B . Business Associate must have established documented 
procedures to backup DHCS PHI to maintain retrievable exact copies of DHCS PHI 
or Pl. The plan must include a regular schedule for making backups, storing 
backups offsite, an inventory of backup media, and an estimate of the amount of 
time needed to restore DHCS PHI or PI should it be lost. At a minimum, the 
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5. 
a. . DHCS PHI or PI in paper form shall not be left unattended at 

any time, unless it is locked in a file cabinet, file room, desk or office. 

authorized to access the information. DHCS PHI or PI in paper form shall not be 
left unattended at any time in vehicles or planes and shall not be checked in 
baggage on commercial airplanes. 

b. E

area. 
c. . DHCS PHI or PI must be disposed of through 

confidential means, such as cross cut shredding and pulverizing. 
d. R . Only the minimum necessary DHCS PHI or PI may be removed 

it is only being transported from one o
of Business Associates locations. 

e. . Faxes containing DHCS PHI or PI shall not be left unattended and fax 
machines shall be in secure areas. Faxes shall contain a confidentiality statement 
notifying persons receiving faxes in error to destroy them. Fax numbers shall be 

ended recipient before sending the fax. 
f. M . Mailings containing DHCS PHI or PI shall be sealed and secured from 

or PI in a single package shall 

of DHCS to use another method is obtained. 
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