COUNTY OF SANTA BARBARA

Exhibit E

HIPAA Business Associate Agreement

1. Use and Disclosure of Protected Health Information
Except as otherwise provided in this Exhibit, the Contractor may use or disclose Protected Health Information

(“PHI”)1 to perform functions, activities or services for or on behalf of the County, as specified in the underlying
agreement, provided that such use or disclosure does not violate HIPAA, CMIA or other state or federal laws.
The uses and disclosures of PHI may not exceed the limitations applicable to the County under the regulations
except as authorized for management, administrative or legal respoznsibilities of the Contractor. PHI includes

without limitation “Electronic Protected Health Information” (“EPHI") .

2. Business Associates Held to the Same Standards as Covered Entities

The Business Associate/Contractor understands that HIPAA and CMIA hold the Business Associate to the same
standards of responsibility and liability for the protection of confidential medical.information as those required of
the Covered Entity.

3. Applicable Laws

Laws which will apply to the Business Associate, include, but are not limited to: the Health Insurance Portability
and Accountability Act (HIPAA), a federal law; the California Confidential Medical Information Act (CMIA), a state
law; other federal and state laws pertaining to the protection of patient/client privacy and the security of
confidential medical information.

4. Requirement to Train Own Employees

The Contractor has a responsibility to provide effective training for all members of its workforce (including its own
employees, management, staff, volunteers and independent contractors) who will or who are likely to have any
access to or exposure to PHI or EPHI. Members of the Contractor's workforce, who use, disclose, handle, view,
process, distribute, access, audit, create, receive or have any exposure to PHI or EPHI must receive training on
both the HIPAA Privacy Rule and the HIPAA Security Rule. Privacy Rule Training shall meet the requirements of
45 Code of Federal Regulations Section 164.530 (b). Security Rule Training shall meet the requirements of 45
Code of Federal Regulations Section 164.308 (a)(5).

5. Further Disclosure of PHI
The Contractor shall not use or further disclose PHI other than as permitted or required by the underlying
Agreement, or as required by law.

1 “Protected Health Information™ means individually identifiable health information including, without limitation, all information, data, documentation and materials,
including without limitation, demographic, medical and financial information, that relates to the past, present, or future physical or mental health or condition of an
individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual; and that identifies the
individual or with respect to which there is a reasonable basis to believe the information can be used to identify the individual.

2 “Electronic Protected Health Information” means Protected Health Information, which is transmitted by Electronic Media (as defined in the HIPAA Security and
Privacy Rule) or maintained in Electronic Media.



6. Safeguarding PHI

The Contractor shall use appropriate safeguards to prevent use or disclosure of PHI other than as provided
for by the underlying Agreement. Contractor shall implement administrative, physical and technical
safeguards that reasonably and appropriately protect the confidentiality, integrity and availability of EPHI that
Contractor creates, receives, maintains or transmits on behalf of County. The actions taken by the
Contractor to safeguard EPHI shall include, but may not be limited to:

a. Encrypting EPHI that it stores and transmits;

b. Implementing strong access controls, including physical locks, firewalls, and strong passwords;

c. Using antivirus/antispyware software that is upgraded regularly;

d. Adopting contingency planning policies and procedures, including data backup and disaster recovery plans;
and

e. Conducting periodic privacy and security training.

7. Unauthorized Use or Disclosure of PHI

The Contractor shall report to the County any use or disclosure of the PHI not provided for by the underlying
Agreement or otherwise in violation of the HIPAA Privacy Rule, the HIPAA Security Rule, or CMIA. Contractor
shall report to County any privacy or security incidents within 2 days of becoming aware of such incidents. For
purposes of this paragraph, “security incident” shall mean the attempted or successful unauthorized access, use,
disclosure, modification, or destruction of information or interference with systems operations in an information
system. The Business Associate shall also be compliant with all HIPAA and CMIA reporting requirements (to
federal or state authorities) pertaining to any privacy or security breaches of confidential medical information.

8. Agents and Subcontractors of the Business Associate

The Contractor shall ensure that any agent, including a subcontractor, to which the Contractor provides PHI
received from, or created or received by the Contractor on behalf of the County, shall comply with the same
restrictions and conditions that apply through the underlying Agreement to the Contractor with respect to such
information. The Contractor shall ensure that any agent to whom it provides PHI, including a subcontractor,
agrees to implement reasonable and appropriate safeguards to protect such PHI. Contractor shall not use
subcontractors or agents, unless it receives prior written consent from County.

9. Access to PHI

At the request of the County, and in the time and manner designated by the County, the Contractor shall provide
access to PHI in a Designated Record Set to an Individual or the County to meet the requirements of 45 Code of
Federal Regulations Section 164.524.

10. Amendments to Designated Record Sets

The Contractor shall make any amendment(s) to PHI in a Designated Record Set that the County directs or at
the request of the Individual, and in the time and manner designated by the County in accordance with 45
Code of Federal Regulations Section 164.526.

11. Documentation of Uses and Disclosures

The Contractor shall document such disclosures of PHI and information related to such disclosures as would be
required for the County to respond to a request by an Individual for an accounting of disclosures of PHI in
accordance with 45 Code of Federal Regulations Section 164.528. Contractor agrees to implement a process
that allows for an accounting to be collected and maintained by Contractor and its agents or subcontractors for at
least six years prior to the request, but not before the compliance date of the Privacy Rule.

12. Accounting of Disclosures

The Contractor shall provide to the County or an Individual, in the time and manner designated by the County,
information collected in accordance with 45 Code of Federal Regulations Section 164.528, to permit the County
to respond to a request by the Individual for an accounting of disclosures of PHI in accordance with 45 Code of
Federal Regulations Section 164.528.



13. Records Available to Covered Entity and Secretary

The Contractor shall make available records related to the use, disclosure, security and privacy protection of PHI
received from the County, or created or received by the Contractor on behalf of the County, to the County or to
the Secretary of the United State Department of Health and Human Services for purposes of investigating or
auditing the County’'s compliance with the HIPAA privacy and security regulations, in the time and manner
designated by the County or the Secretary.

14. Destruction of PHI

a. Upon termination of the underlying Agreement for any reason, the Contractor shall:

(1) Return all PHI received from the County, or created or received by the Contractor on behalf of the County
required to be retained by the Privacy Rule; or

(2) Return or destroy all other PHI received from the County, or created or received by the Contractor on behalf
of the County.

This provision also shall apply to PHI in possession of subcontractors or agents of the Contractor. The
Contractor, its agents or subcontractors shall retain no copies of the PHI. However, Contractor, its agents or
subcontractors shall retain all protected information throughout the term of the underlying Agreement and shall
continue to maintain the information required under Section 9 of this Exhibit for a period of six years after
termination of the underlying Agreement.

b. In the event the Contractor determines that returning or destroying the PHI is not feasible, the Contractor
shall provide the County notification of the conditions that make return or destruction not feasible. If the County
agrees that the return of the PHI is not feasible, the Contractor shall extend the protections of this Exhibit to
such PHI and limit further use and disclosures of such PHI for so long as the Contractor, or any of its agents or
subcontractors, maintains such PHI.

15. Amendments
The Parties agree to take such action as is necessary to amend the underlying Agreement as necessary for the
County to comply with the requirements of the Privacy Rule and its implementing regulations.

16. Mitigation of Disallowed Uses and Disclosures

The Contractor shall mitigate, to the extent practical, any harmful effect that is known to the Contractor of a use,
disclosure or exposure of PHI by the Contractor in violation of the requirements of the underlying Agreement or
of the HIPAA Privacy and Security Rules or CMIA.

17. Termination of Agreement
The County shall terminate the underlying Agreement upon knowledge of a material breach by the
Contractor of which the Contractor fails to cure.

18. Definitions
Terms used, but not otherwise defined, in this Exhibit shall have the same meaning as those in the HIPAA
Privacy Rule, the HIPAA Security Rule and CMIA.

19. Interpretation
Any ambiguity in this Exhibit shall be resolved to permit County to comply with the HIPAA Privacy Rule,
the HIPAA Security Rule and CMIA.



