
Attachment A 
 
 
 
 

Agreement for Services of 
Independent Contractor 

(Carahsoft Technology Corp.) 
 



 Page 1 

AGREEMENT FOR SERVICES OF INDEPENDENT CONTRACTOR 
 
 
THIS AGREEMENT (hereafter Agreement) is made by and between the County of Santa Barbara, a political 

subdivision of the State of California (hereafter COUNTY) and Carahsoft Technology Corp. with an address at 11493 
Sunset Hills Road, Suite 100, CA, 20190 (hereafter CONTRACTOR) wherein CONTRACTOR agrees to provide and 
COUNTY agrees to accept the services specified herein. 

 

WHEREAS, CONTRACTOR represents that it is specially trained, skilled, experienced, and competent to 
perform the special services required by COUNTY and COUNTY desires to retain the services of CONTRACTOR pursuant 
to the terms, covenants, and conditions herein set forth; 

 
NOW, THEREFORE, in consideration of the mutual covenants and conditions contained herein, the parties 

agree as follows:  
 
1. DESIGNATED REPRESENTATIVE 

Andre Monostori at phone number 805-568-2606 is the representative of COUNTY and will administer this 
Agreement for and on behalf of COUNTY.  Sam Simpson at phone number 571-662-3410 is the authorized 
representative for CONTRACTOR. Changes in designated representatives shall be made only after advance written 
notice to the other party. 

 
2. NOTICES 

Any notice or consent required or permitted to be given under this Agreement shall be given to the respective 
parties in writing, by personal delivery or facsimile, or with postage prepaid by first class mail, registered or certified 
mail, or express courier service, as follows: 

 
To COUNTY: Jason Womack, ICT County of Santa Barbara, 105 E Anapamu St., Room 304, Santa Barbara 

CA, 93101 
To CONTRACTOR: Sam Simpson, Carahsoft Technology Corp., 11493 Sunset Hills Road, Suite 100, CA, 

20190 
 

or at such other address or to such other person that the parties may from time to time designate in accordance with 
this Notices section.  If sent by first class mail, notices and consents under this section shall be deemed to be received 
five (5) days following their deposit in the U.S. mail.  This Notices section shall not be construed as meaning that either 
party agrees to service of process except as required by applicable law. 

 
3. SCOPE OF SERVICES 

CONTRACTOR agrees to provide services to COUNTY in accordance with EXHIBIT A attached hereto and 
incorporated herein by reference (hereafter services). 

 
4. TERM 

CONTRACTOR shall commence performance of the services on September 30, 2022, and end performance 
upon completion, but no later than September 29, 2025, unless otherwise directed by COUNTY or unless earlier 
terminated in accordance with the provisions of this Agreement. 

 
5. COMPENSATION OF CONTRACTOR 

In full consideration for CONTRACTOR’s services, CONTRACTOR shall be paid for performance under this 
Agreement in accordance with the terms of EXHIBIT B attached hereto and incorporated herein by reference. Billing 
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shall be made by invoice, which shall include the contract number assigned by COUNTY and which is delivered to the 
address given in Section 2 NOTICES above following completion of the increments identified on EXHIBIT B. Unless 
otherwise specified on EXHIBIT B, payment shall be net thirty (30) days from presentation of invoice. 

 
6. INDEPENDENT CONTRACTOR 

It is mutually understood and agreed that CONTRACTOR (including any and all of its officers, agents, and 
employees), shall perform all of its services under this Agreement as an independent contractor as to COUNTY and 
not as an officer, agent, servant, employee, joint venturer, partner, or associate of COUNTY. Furthermore, COUNTY 
shall have no right to control, supervise, or direct the manner or method by which CONTRACTOR shall perform its 
work and function.  However, COUNTY shall retain the right to administer this Agreement so as to verify that 
CONTRACTOR is performing its obligations in accordance with the terms and conditions hereof. CONTRACTOR 
understands and acknowledges that it shall not be entitled to any of the benefits of a COUNTY employee, including 
but not limited to vacation, sick leave, administrative leave, health insurance, disability insurance, retirement, 
unemployment insurance, workers' compensation and protection of tenure. CONTRACTOR shall be solely liable and 
responsible for providing to, or on behalf of, its employees all legally-required employee benefits.  In addition, 
CONTRACTOR shall be solely responsible and save COUNTY harmless from all matters relating to payment of 
CONTRACTOR’s employees, including compliance with Social Security withholding and all other regulations governing 
such matters. It is acknowledged that during the term of this Agreement, CONTRACTOR may be providing services to 
others unrelated to the COUNTY or to this Agreement. 

 
7. STANDARD OF PERFORMANCE 

CONTRACTOR represents that it has the skills, expertise, and licenses/permits necessary to perform the 
services required under this Agreement. Accordingly, CONTRACTOR shall perform all such services in the manner and 
according to the standards observed by a competent practitioner of the same profession in which CONTRACTOR is 
engaged.  All products of whatsoever nature, which CONTRACTOR delivers to COUNTY pursuant to this Agreement, 
shall be prepared in a first class and workmanlike manner and shall conform to the standards of quality normally 
observed by a person practicing in CONTRACTOR's profession.  CONTRACTOR shall correct or revise any errors or 
omissions, at COUNTY'S request without additional compensation. Permits and/or licenses shall be obtained and 
maintained by CONTRACTOR without additional compensation.   

 
8. DEBARMENT AND SUSPENSION 

CONTRACTOR certifies to COUNTY that it and its employees and principals are not debarred, suspended, or 
otherwise excluded from or ineligible for, participation in federal, state, or county government contracts.  
CONTRACTOR certifies that it shall not contract with a subcontractor that is so debarred or suspended. 

 
9. TAXES 

CONTRACTOR shall pay all taxes, levies, duties, and assessments of every nature due in connection with any 
work under this Agreement and shall make any and all payroll deductions required by law. COUNTY shall not be 
responsible for paying any taxes on CONTRACTOR's behalf, and should COUNTY be required to do so by state, federal, 
or local taxing agencies, CONTRACTOR agrees to promptly reimburse COUNTY for the full value of such paid taxes plus 
interest and penalty, if any. These taxes shall include, but not be limited to, the following: FICA (Social Security), 
unemployment insurance contributions, income tax, disability insurance, and workers' compensation insurance.   

 
10. CONFLICT OF INTEREST 

CONTRACTOR covenants that CONTRACTOR presently has no employment or interest and shall not acquire 
any employment or interest, direct or indirect, including any interest in any business, property, or source of income, 
which would conflict in any manner or degree with the performance of services required to be performed under this 
Agreement. CONTRACTOR further covenants that in the performance of this Agreement, no person having any such 
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interest shall be employed by CONTRACTOR. CONTRACTOR must promptly disclose to COUNTY, in writing, any 
potential conflict of interest. COUNTY retains the right to waive a conflict of interest disclosed by CONTRACTOR if 
COUNTY determines it to be immaterial, and such waiver is only effective if provided by COUNTY to CONTRACTOR in 
writing. 

 
11. OWNERSHIP OF DOCUMENTS AND INTELLECTUAL PROPERTY 

COUNTY shall be the owner of the following items incidental to this Agreement upon production, whether or 
not completed:  all data collected, all documents of any type whatsoever, all photos, designs, sound or audiovisual 
recordings, software code, inventions, technologies, and other materials, and any material necessary for the practical 
use of such items, from the time of collection and/or production whether or not performance under this Agreement 
is completed or terminated prior to completion.  CONTRACTOR shall not release any of such items to other parties 
except after prior written approval of COUNTY.  

 
Unless otherwise specified in Exhibit A, CONTRACTOR hereby assigns to COUNTY all copyright, patent, and 

other intellectual property and proprietary rights to all data, documents, reports, photos, designs, sound or audiovisual 
recordings, software code, inventions, technologies, and other materials prepared or provided by CONTRACTOR 
pursuant to this Agreement (collectively referred to as “Copyrightable Works and Inventions”).  COUNTY shall have 
the unrestricted authority to copy, adapt, perform, display, publish, disclose, distribute, create derivative works from, 
and otherwise use in whole or in part, any Copyrightable Works and Inventions.  CONTRACTOR agrees to take such 
actions and execute and deliver such documents as may be needed to validate, protect and confirm the rights and 
assignments provided hereunder.  CONTRACTOR warrants that any Copyrightable Works and Inventions and other 
items provided under this Agreement will not infringe upon any intellectual property or proprietary rights of any third 
party.  CONTRACTOR at its own expense shall defend, indemnify, and hold harmless COUNTY against any claim that 
any Copyrightable Works or Inventions or other items provided by CONTRACTOR hereunder infringe upon intellectual 
or other proprietary rights of a third party, and CONTRACTOR shall pay any damages, costs, settlement amounts, and 
fees (including attorneys’ fees) that may be incurred by COUNTY in connection with any such claims.  This Ownership 
of Documents and Intellectual Property provision shall survive expiration or termination of this Agreement. 

 
12. NO PUBLICITY OR ENDORSEMENT 

CONTRACTOR shall not use COUNTY’s name or logo or any variation of such name or logo in any publicity, 
advertising or promotional materials.  CONTRACTOR shall not use COUNTY’s name or logo in any manner that would 
give the appearance that the COUNTY is endorsing CONTRACTOR.  CONTRACTOR shall not in any way contract on 
behalf of or in the name of COUNTY.  CONTRACTOR shall not release any informational pamphlets, notices, press 
releases, research reports, or similar public notices concerning the COUNTY or its projects, without obtaining the prior 
written approval of COUNTY. 

 
13. COUNTY PROPERTY AND INFORMATION 

All of COUNTY’s property, documents, and information provided for CONTRACTOR’s use in connection with 
the services shall remain COUNTY’s property, and CONTRACTOR shall return any such items whenever requested by 
COUNTY and whenever required according to the Termination section of this Agreement.  CONTRACTOR may use such 
items only in connection with providing the services.  CONTRACTOR shall not disseminate any COUNTY property, 
documents, or information without COUNTY’s prior written consent. 

 
14. RECORDS, AUDIT, AND REVIEW 

CONTRACTOR shall keep such business records pursuant to this Agreement as would be kept by a reasonably 
prudent practitioner of CONTRACTOR's profession and shall maintain such records for at least four (4) years following 
the termination of this Agreement. All accounting records shall be kept in accordance with generally accepted 
accounting principles. COUNTY shall have the right to audit and review all such documents and records at any time 
during CONTRACTOR's regular business hours or upon reasonable notice.  In addition, if this Agreement exceeds ten 
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thousand dollars ($10,000.00), CONTRACTOR shall be subject to the examination and audit of the California State 
Auditor, at the request of the COUNTY or as part of any audit of the COUNTY, for a period of three (3) years after final 
payment under the Agreement (Cal. Govt. Code Section 8546.7).  CONTRACTOR shall participate in any audits and 
reviews, whether by COUNTY or the State, at no charge to COUNTY.  

 
If federal, state or COUNTY audit exceptions are made relating to this Agreement, CONTRACTOR shall 

reimburse all costs incurred by federal, state, and/or COUNTY governments associated with defending against the 
audit exceptions or performing any audits or follow-up audits, including but not limited to:  audit fees, court costs, 
attorneys’ fees based upon a reasonable hourly amount for attorneys in the community, travel costs, penalty 
assessments and all other costs of whatever nature.  Immediately upon notification from COUNTY, CONTRACTOR shall 
reimburse the amount of the audit exceptions and any other related costs directly to COUNTY as specified by COUNTY 
in the notification.  

 
15. INDEMNIFICATION AND INSURANCE 

CONTRACTOR agrees to the indemnification and insurance provisions as set forth in EXHIBIT C attached hereto 
and incorporated herein by reference. 

 
16. NONDISCRIMINATION 

COUNTY hereby notifies CONTRACTOR that COUNTY's Unlawful Discrimination Ordinance (Article XIII of 
Chapter 2 of the Santa Barbara County Code) applies to this Agreement and is incorporated herein by this reference 
with the same force and effect as if the ordinance were specifically set out herein and CONTRACTOR agrees to comply 
with said ordinance. 

 
17. NONEXCLUSIVE AGREEMENT 

CONTRACTOR understands that this is not an exclusive Agreement and that COUNTY shall have the right to 
negotiate with and enter into contracts with others providing the same or similar services as those provided by 
CONTRACTOR as the COUNTY desires.  

 
18. NON-ASSIGNMENT 

CONTRACTOR shall not assign, transfer or subcontract this Agreement or any of its rights or obligations under 
this Agreement without the prior written consent of COUNTY and any attempt to so assign, subcontract or transfer 
without such consent shall be void and without legal effect and shall constitute grounds for termination.  

 
19. TERMINATION 

A. By COUNTY.  COUNTY may, by written notice to CONTRACTOR, terminate this Agreement in whole or in 
part at any time, whether for COUNTY's convenience, for nonappropriation of funds, or because of the 
failure of CONTRACTOR to fulfill the obligations herein. 

 
1. For Convenience.  COUNTY may terminate this Agreement in whole or in part upon thirty (30) days 

written notice.  During the thirty (30) day period, CONTRACTOR shall, as directed by COUNTY, wind 
down and cease its services as quickly and efficiently as reasonably possible, without performing 
unnecessary services or activities and by minimizing negative effects on COUNTY from such winding 
down and cessation of services.   

 
2. For Nonappropriation of Funds.  Notwithstanding any other provision of this Agreement, in the event 

that no funds or insufficient funds are appropriated or budgeted by federal, state or COUNTY 
governments, or funds are not otherwise available for payments in the fiscal year(s) covered by the 
term of this Agreement, then COUNTY will notify CONTRACTOR of such occurrence and COUNTY may 
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terminate or suspend this Agreement in whole or in part, with or without a prior notice period.  
Subsequent to termination of this Agreement under this provision, COUNTY shall have no obligation 
to make payments with regard to the remainder of the term. 

 
3. For Cause. Should CONTRACTOR default in the performance of this Agreement or materially breach 

any of its provisions, COUNTY may, at COUNTY's sole option, terminate or suspend this Agreement in 
whole or in part by written notice.  Upon receipt of notice, CONTRACTOR shall immediately 
discontinue all services affected (unless the notice directs otherwise) and notify COUNTY as to the 
status of its performance.  The date of termination shall be the date the notice is received by 
CONTRACTOR, unless the notice directs otherwise. 

 
B. By CONTRACTOR.  Should COUNTY fail to pay CONTRACTOR all or any part of the payment set forth in 

EXHIBIT B, CONTRACTOR may, at CONTRACTOR's option terminate this Agreement if such failure is not 
remedied by COUNTY within thirty (30) days of written notice to COUNTY of such late payment. 

 
C. Upon termination, CONTRACTOR shall deliver to COUNTY all data, estimates, graphs, summaries, reports, 

and all other property, records, documents or papers as may have been accumulated or produced by 
CONTRACTOR in performing this Agreement, whether completed or in process, except such items as 
COUNTY may, by written permission, permit CONTRACTOR to retain.  Notwithstanding any other payment 
provision of this Agreement, COUNTY shall pay CONTRACTOR for satisfactory services performed to the 
date of termination to include a prorated amount of compensation due hereunder less payments, if any, 
previously made.  In no event shall CONTRACTOR be paid an amount in excess of the full price under this 
Agreement nor for profit on unperformed portions of service.  CONTRACTOR shall furnish to COUNTY such 
financial information as in the judgment of COUNTY is necessary to determine the reasonable value of the 
services rendered by CONTRACTOR. In the event of a dispute as to the reasonable value of the services 
rendered by CONTRACTOR, the decision of COUNTY shall be final.  The foregoing is cumulative and shall 
not affect any right or remedy which COUNTY may have in law or equity.  

 
20. SECTION HEADINGS 

The headings of the several sections, and any Table of Contents appended hereto, shall be solely for 
convenience of reference and shall not affect the meaning, construction or effect hereof.  

 
21. SEVERABILITY 

If any one or more of the provisions contained herein shall for any reason be held to be invalid, illegal or 
unenforceable in any respect, then such provision or provisions shall be deemed severable from the remaining 
provisions hereof, and such invalidity, illegality or unenforceability shall not affect any other provision hereof, and this 
Agreement shall be construed as if such invalid, illegal or unenforceable provision had never been contained herein.    

 
22. REMEDIES NOT EXCLUSIVE 

No remedy herein conferred upon or reserved to COUNTY is intended to be exclusive of any other remedy or 
remedies, and each and every such remedy, to the extent permitted by law, shall be cumulative and in addition to any 
other remedy given hereunder or now or hereafter existing at law or in equity or otherwise.  

 
23. TIME IS OF THE ESSENCE 

Time is of the essence in this Agreement and each covenant and term is a condition herein. 
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24. NO WAIVER OF DEFAULT 

No delay or omission of COUNTY to exercise any right or power arising upon the occurrence of any event of 
default shall impair any such right or power or shall be construed to be a waiver of any such default or an acquiescence 
therein; and every power and remedy given by this Agreement to COUNTY shall be exercised from time to time and 
as often as may be deemed expedient in the sole discretion of COUNTY. 

 
25. ENTIRE AGREEMENT AND AMENDMENT 

In conjunction with the matters considered herein, this Agreement, including all Exhibits attached hereto and 
the Purchase Order submitted by COUNTY to CONTRACTOR for the services, contains the entire understanding and 
agreement of the parties and there have been no promises, representations, agreements, warranties or undertakings 
by any of the parties, either oral or written, of any character or nature hereafter binding except as set forth herein.  
This Agreement may be altered, amended or modified only by an instrument in writing, executed by the parties to this 
Agreement and by no other means.  Each party waives their future right to claim, contest or assert that this Agreement 
was modified, canceled, superseded, or changed by any oral agreements, course of conduct, waiver or estoppel.  

 
26. SUCCESSORS AND ASSIGNS 

All representations, covenants and warranties set forth in this Agreement, by or on behalf of, or for the benefit 
of any or all of the parties hereto, shall be binding upon and inure to the benefit of such party, its successors and 
assigns. 

 
27. COMPLIANCE WITH LAW 

CONTRACTOR shall, at its sole cost and expense, comply with all County, State and Federal ordinances and 
statutes now in force or which may hereafter be in force with regard to this Agreement. The judgment of any court of 
competent jurisdiction, or the admission of CONTRACTOR in any action or proceeding against CONTRACTOR, whether 
COUNTY is a party thereto or not, that CONTRACTOR has violated any such ordinance or statute, shall be conclusive 
of that fact as between CONTRACTOR and COUNTY. 

 
28. CALIFORNIA LAW AND JURISDICTION 

This Agreement shall be governed by the laws of the State of California.  Any litigation regarding this 
Agreement or its contents shall be filed in the County of Santa Barbara, if in state court, or in the federal district court 
nearest to Santa Barbara County, if in federal court.    

 
29. EXECUTION OF COUNTERPARTS 

This Agreement may be executed in any number of counterparts and each of such counterparts shall for all 
purposes be deemed to be an original; and all such counterparts, or as many of them as the parties shall preserve 
undestroyed, shall together constitute one and the same instrument. 

 
30. AUTHORITY 

All signatories and parties to this Agreement warrant and represent that they have the power and authority 
to enter into this Agreement in the names, titles and capacities herein stated and on behalf of any entities, persons, 
or firms represented or purported to be represented by such entity(ies), person(s), or firm(s) and that all formal 
requirements necessary or required by any state and/or federal law in order to enter into this Agreement have been 
fully complied with.  Furthermore, by entering into this Agreement, CONTRACTOR hereby warrants that it shall not 
have breached the terms or conditions of any other contract or agreement to which CONTRACTOR is obligated, which 
breach would have a material effect hereon.  
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31. SURVIVAL 

All provisions of this Agreement which by their nature are intended to survive the termination or expiration 
of this Agreement shall survive such termination or expiration.  

 
32. PRECEDENCE 

In the event of conflict between the provisions contained in the numbered sections of this Agreement and the 
provisions contained in the Exhibits, the provisions of the Exhibits shall prevail over those in the numbered sections.  
 

33. BUSINESS ASSOCIATE 

The parties agree to the terms and conditions set forth in Exhibit D - HIPAA Business Associate Agreement 
(BAA), attached hereto and incorporated herein by reference. 

 

THIS AGREEMENT INCLUDES THE FOLLOWING EXHIBITS: 

EXHIBIT A – STATEMENT OF WORK  

EXHIBIT B – FINANCIAL PROVISIONS 

EXHIBIT B Financial Provisions 

EXHIBIT B-1 Schedule of Rates 

EXHIBIT B-2 Schedule of Rates 

EXHIBIT C – STANDARD INDEMNIFICATION AND INSURANCE PROVISIONS 

EXHIBIT D – HIPAA BUSINESS ASSOCIATE AGREEMENT (BAA) 
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// 
Agreement for Services of Independent Contractor between the County of Santa Barbara and Carahsoft 

Technology Corp. 
 
IN WITNESS WHEREOF, the parties have executed this Agreement to be effective on the date executed by 

COUNTY.  
 

ATTEST:  COUNTY OF SANTA BARBARA: 

Mona Miyasato 
County Executive Officer 
Clerk of the Board 

 

By:   By:  

 Deputy Clerk   Chair, Board of Supervisors 

   Date:  

 
 

 
 

 

RECOMMENDED FOR APPROVAL:  CONTRACTOR: 

General Services 
Janette Pell 

 Carahsoft Technology Corp. 

By:   By:  

 Department Head   Authorized Representative 

   Name:  

   Title:  

APPROVED AS TO FORM:  APPROVED AS TO ACCOUNTING FORM: 

Rachel Van Mullem 
County Counsel 

 Betsy M. Schaffer, CPA 
Auditor-Controller 

By:   By:  

 Deputy County Counsel   Deputy 

APPROVED AS TO FORM:   

Risk Management   

By:     

 Risk Management    
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EXHIBIT A 

STATEMENT OF WORK 

1. SUMMARY. Box, Inc. (“Box”) provides a cloud-based content management platform, applications, 

and services (“Box Services”). Carahsoft Technology Corp. (“Carahsoft” or “Contractor”) is an 

authorized reseller of Box Services pursuant to a Manufacturer’s Commercial Supplier Agreement by 

and between Carahsoft and Box (“Reseller Agreement”). 

2. ACCESS AND USE.  

A. Contractor shall cause Box, pursuant to its Reseller Agreement with Box, to provide to County 

the Box Services described in Exhibits B-1 and B-2 to this Agreement (Schedule of Rates), in 

accordance with the following documents (such documents listed immediately below, 

collectively, the “Box Service Terms”): 

 

1.  Carahsoft Rider to Manufacturer Commercial Supplier Agreements (for U.S. 

Government End Users) Version 20160504 

2.  Box Service Agreement 

3.  Feature Matrix 

4.  Platform Addendum to the Box Service Agreement 

5.  Box Consulting KeySafe Services Statement of Work 

6.  SmartStart Statement of Work 

7.  Box Governance Setup Statement of Work 

8.  Box Consulting Project Statement of Work 

9. Consulting Services datasheets 

10. Box KeySafe Addendum to the Box Service Agreement 

11. Priority Services datasheet 

True and correct copies of each of the documents comprising the Box Service Terms are 

attached hereto as Attachment 1 and incorporated herein by reference. 

B. All capitalized terms used but not defined herein shall have the meanings ascribed to such 

terms in the Box Service Terms.  

C. County access and use of the Box Services are pursuant to the Box Service Terms. 

D. Notwithstanding anything in this Agreement, the Box Service Terms, or the quotes provided 

by Carahsoft to County with respect to the Box Services (“Carahsoft Quotes”) to the contrary, 

in the event of conflict between (i) the provisions of this Agreement other than the Box Service 

Terms, and (ii) the provisions of any of the Box Service Terms or the Carahsoft Quotes, then 

the provisions of this Agreement other than the Box Service Terms shall prevail. 

SERVICE LEVELS AND SUPPORT. The Box Services shall be made available to County in 

accordance with the service levels specified Exhibits B-1 and B-2, as described in greater detail in the 

Box Service Terms.
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Box Service Agreement (v06102020) 

Frequently Asked Questions (FAQ) 

 

Thank you for reviewing the Box Service Agreement (“BSA”). We understand and appreciate that sometimes contract 
reviewers are asked to redline agreements without being given a complete understanding of what is being purchased. We hope 
that the following will be useful as you review the BSA as it relates to Box’s enterprise cloud service offering (the “Box Service”).  
Please note, this FAQ does not constitute legal advice. This FAQ is provided for informational purposes only and does 
not form part of the BSA and will be deleted in the next version of the BSA that you receive from us.  

What is your company purchasing? 

The Box Service is a cloud content management subscription service that enables customers to manage their universe 
of content.  The Box Service is provided by way of a multi-tenancy SaaS model that is delivered through the web and allows you 
to access your content across various devices of your choice (e.g. desktop, laptop, tablets, smartphones).   

How is the Box Service different than installed software? 

The Box Service is a cloud-based subscription service in which Box provides an access grant. There is no “delivery” or 
“installation” required separate and apart from being providing access to a Box Service account. While an on-premise software 
provider typically offers a customizable model, Box follows the one-to-many business model ensuring that all customers are on 
the same release at all times for the specific level of service that a customer has purchased. As Box rolls out new versions for 
the various plans, customers receive the benefit of these code pushes for their specific level. This cloud-based business model 
allows a customer to purchase a more cost-effective and a highly configurable cloud platform. 

Is there a “delivery” or “acceptance period” for the Box Service? 

The Box Service is a subscription service which relies on a cloud-based “delivery” model that is different from other 
delivery models.  As a user of the Box Service only needs access to an account which is granted through the provisioning of an 
account, the concept of “delivery” or an “acceptance test” is made obsolete and therefore does not exist in a cloud-based 
subscription model.   

What are the Third-Party Products that Section 3 of the BSA is referring to? 

A customer can choose to use third-party applications, services or products in conjunction with its use of the Box Service. 
These are not necessary to use the Box Service and are completely at the discretion of the customer. Any such third parties 
require the customer to have a separate agreement with them directly and a customer’s use of these third-party products are 
subject to that separate agreement. Box has no liability for any such third-party products as they are not necessary to utilize the 
full benefit of the Box Service. Note, however, that the customer’s Box account administrator can set controls on the utilization of 
third-party applications, including a full restriction on selected applications.  

What are Box’s data security commitments? 

Under Section 4.1 and Exhibit B of the BSA, Box contractually commits to implement commercially reasonable 
administrative, physical, and technical measures. In practice, these include among others 256-bit AES data encryption, and 
compliance with ISO 27001, SSAE16/SOC1 Type II (SAS70) and AT-101/SOC2 Type II (collectively “Reports”) or their 
recognised substantially equivalent standards. In light of the single back-end support model, Box does not agree to individual 
customer security policies. All controls set forth in the Reports are conducted by independent third-party auditors or aligned with 
certifications and a customer can request copies by providing Box with a written request on an annual basis.  

Is it possible to attach our security exhibit or addendum?  

Box strives to be transparent with its controls and procedures provided in our Security Exhibit (Exhibit B of the BSA) and 
through its SOC1 and SOC2 reports as well as its contractual commitments such as those stated in Section 4 of the BSA. Box’s 
ability to continue to provide this high level of protection relies on the standardization of our security and privacy controls and 
processes and therefore we cannot include security exhibits or addenda in addition to commitments already provided in the BSA.  

Does Box offer an SLA? 

Yes, Box has a service level agreement included in Exhibit A of the BSA so customers always know Box’s commitments 
regarding service levels. Box offers both standard support and enhanced support services. Since Box is offering the Box Service 
on a multi-tenancy model and has the same operational business model for our entire customer base, the SLA cannot be modified 
on a customer by customer basis.  For customers that purchase one of the enhanced support services, Box provides service 
credits in the event of certain SLA failures as outlined in Exhibit A of the BSA. 

How do we get our data back when the subscription ends? 
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Customers own their content at all times (see Section 8.1 of the BSA). Customers can retrieve their content stored in the 
Box Service at any time during their subscription period. Section 11.5 of the BSA outlines Box’s standard process for a final 
content removal upon a termination of the relationship. 

Is the customer responsible for content the customer placed on the Box Service? 

Yes.  The Box Service allows the customer to configure its instance of Box through the Administrative Console.  In 
addition, the Customer controls who it invites to use the Box Service, the permissions allowed for such use and all the content 
uploaded and collaborated on through the Box Service. Box does not monitor the content.  Since the customer controls all such 
aspects, customer is required to abide by certain acceptable uses of the Box Service as set forth in Section 2.2 of the BSA. 
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BOX SERVICE AGREEMENT 

(v06102020US) 

This Box Service Agreement is entered into by and between Box, Inc. (“Box”) and the customer identified in the 
corresponding Order referencing this Agreement (“Customer”).  Box and Customer are sometimes referred to herein 
individually as a “Party” and together as the “Parties.”   

This Agreement is effective and Customer agrees to be bound by its terms upon execution by Customer of the 
initial Order for the Box Service (“Agreement Effective Date”).     

For good and valuable consideration, the receipt and sufficiency of which are hereby acknowledged, the Parties 
agree as follows: 

Section 1. Definitions 

Capitalized terms not otherwise defined elsewhere in this Agreement shall have the following meaning: 

“Account(s)” means the User account(s) created by a User for itself or on behalf of Customer (including all 
accounts created by or for Customer’s Administrators, Managed Users, or External Users) to use the Box Service.   

“Administrator(s)” means a person designated by Customer to have an Account with the authority to utilize 
the Administrative Console(s) to create and manage Accounts associated with Customer. 

“Administrative Console” means the functionality within the Box Service that allows Customer to manage User 
access, security and other administrative functionality for Accounts. 

“Agreement” means this Box Service Agreement (including its Exhibits) together with all Orders and addenda 
which are entered into between Box and Customer.    

“API” means the application-programming interfaces used by Customer to access certain functionality as 
provided by Box. 

“Box Personnel” means Box’s employees, agents, consultants, contractors and Subprocessors. 

“Box Reseller” means an entity that has entered into an agreement with Box that, among other things, 
authorizes the entity to resell the Box Service and, if applicable, provide certain services. 

“Box Service” means the cloud-based content collaboration software-as-a-service application provided by Box 
(including any Box Software) and subscribed to under an Order. 

“Box Software” means optional software provided by Box for installation on a User’s device or accessed by 
Users from the Customer’s or User’s software, hardware or other device(s) that allows a User to use certain functionality 
in connection with features of the Box Service.     

“Content” means the electronic files uploaded by Users into Customer’s Box Service account.  

“Customer Domain” means any and all internet domains registered, owned or controlled by Customer and 
which are associated with an email address used by one or more Users to register an Account. 

“Data Protection Legislation” means the laws and regulations of the State of California, the United States, 
European Union, the European Economic Area and/or their member states, Switzerland and/or United Kingdom 
applicable to the Processing of Customer Personal Data under this Agreement, including the General Data Protection 
Regulation 2016/679.  

“External User(s)” means a person who is permitted to access, store, retrieve or manage Content with a 
Managed User, and whose account was registered using an email address that is not associated with a Customer 
Domain. 

“Malware” means viruses, worms, time bombs, Trojan horses and other malicious code, files, scripts, agents 
or programs. 

“Managed User(s)” means a person who is permitted to access, store, retrieve or manage Content, and is 
associated with a Customer Domain.  

“Order” means the separate executed document(s) under which Customer subscribes to the Box Service, 
products or services pursuant to this Agreement and which has been agreed to in writing by the Parties or has been 
agreed to between Customer and Box Reseller.    

“Personal Data” means any information relating to an identified or identifiable individual. 

DocuSign Envelope ID: 3089C953-CBA4-40AC-9A29-E97F4771CA22DocuSign Envelope ID: 239CC660-7769-42FF-AE96-8DF9C23202AA



 Exhibit A Page 21 

“Process(ing)” means any operation or set of operations which is performed upon Customer’s information, 
including Content and Customer Personal Data, whether or not by automatic means, such as collection, recording, 
organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure, transmission, 
dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction. 

“Service Level Commitments” means the service level commitments set forth in Exhibit A.    

“Subprocessor” means any third party engaged by Box and/or its affiliates to Process Customer information, 
including Content, for the purposes of providing the Box Service.  

“Subscription Period” means the duration of Customer’s subscription to the Box Service commencing on the 
service start date of the Order and continuing for the period up to the service renewal date or end date as specified in 
the applicable Order. 

“Support Services” has the meaning set forth in Exhibit A.  

“Term” has the meaning set forth in Section 11.1.   

“User(s)” means, collectively, any Administrator, Managed User or External User.  

“User Guide” means Box’s then-current published document specifying the functionality of the Box Service that 
is made generally available by Box to its customers or its users.   

Section 2. Access and Use of the Box Service  

2.1 Access Grants.  

2.1(a)  Box Service Subscriptions. Subject to the terms and conditions of this Agreement Box shall: (i) make 
the Box Service available to Customer during the applicable Subscription Period; (ii) allow Administrator(s) to access and 
use the Administrative Console to create and administer Accounts registered to Customer; and (iii) allow Users to store, 
retrieve, collaborate and share Content through the Box Service in accordance with the subscription plan and quantities 
purchased under the applicable Order. Customer’s ability to use the Box Service and deploy Accounts is subject to the 
limits of the applicable Order and product feature matrix (“Order Limit”). For the avoidance of doubt, Accounts for (x) 
Managed Users and (y) External Users which are deployed, created or directly managed by a Customer Administrator 
each count towards Customer’s Order Limit. Box may restrict or limit Customer’s ability to deploy additional Accounts 
above the Order Limit.  

2.1(b)       API Access. Subject to the terms and conditions of this Agreement, Customer shall have a non-
exclusive right during the applicable Subscription Period to incorporate the API into any application used by or on behalf 
of Customer for the sole purpose of accessing the Box Service or accessing certain functionality of the Box Service, 
provided that such access is limited to the amount of API calls purchased by Customer in the applicable Order. 

2.1(c)  Overages.  During the Subscription Period, Box may provide Customer with a report identifying the 
number of Accounts (or other usage) that, at any time, exceeds the Order Limit, and Box (or Box Reseller, if applicable) 
may provide Customer with an Order for the additional required purchases (“Expansion Service Order”). Customer 
shall promptly (but in any event within fourteen (14) days of receiving such report) either: (i) execute the Expansion 
Service Order; (ii) increase the Order Limit through an alternate purchase method provided by Box (e.g. the “Add Seats” 
function in the Administrative Console, if available to Customer); or (iii) permanently delete the excess Accounts or other 
applicable activity.  

2.2 Acceptable Use of the Box Service.  Customer’s use of the Box Service shall conform with the 
allocations and amounts and the features and functionality of the Box Service plan subscribed to in the applicable Order 
(and as set forth in the product feature matrix and fair use policy). Customer agrees that it shall not transfer, rent, resell, 
charge or otherwise commercialize any use of the Box Service. Customer agrees that it is solely responsible for Users 
and Content.  Customer agrees not to knowingly use or permit the use of the Box Service: (a) to communicate any 
message or material that is defamatory, harassing, libelous, threatening, or obscene; (b) in a way that violates or infringes 
upon the intellectual property rights or the privacy or publicity rights of any person or entity; (c) in any manner that may 
be unlawful or give rise to civil or criminal liability; (d) in any manner that is knowingly likely to damage, disable, 
overburden, or impair the Box Service, or interfere in any way with the use or enjoyment of the Box Service by others; 
(e) to introduce any Malware or other malicious activity in User Account(s); or (f) in violation of any  applicable export law 
or regulation. 

2.3 Suspension of User Access to Service.   Box may suspend a User’s Account or remove or disable 
any Content which Box reasonably and in good faith believes is in violation of this Agreement or any applicable laws or 
regulations.  For the avoidance of doubt, Box’s right to suspend a User’s Account or remove or disable access to Content 
is on a User-basis and does not extend to Customer’s entire User base.  Box agrees to provide Customer with reasonable 
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notice of any such removal, suspension, or disablement before its implementation unless immediate removal, 
suspension, or disablement is necessary to comply with legal process, regulation, order or prevent imminent harm to the 
Box Service or any third party, in which case Box will notify Customer to the extent allowed by applicable law of such 
removal, suspension, or disablement, as soon as reasonably practicable thereafter. 

Section 3.  Non-Box Applications and Services. Customer or Users may choose to use optional third-
party applications, services or products, which are licensed by their provider to Customer or Users, (“Third-Party 
Products”) in connection with the Box Service.  Customer acknowledges that if Customer chooses to use any Third-
Party Products that Box makes available in connection with the Box Service, Box will give effect to Customer’s instruction 
as needed and as it relates to Customer use of such Third-Party Products. Customer’s use of any Third-Party Products 
and any exchange of any information between Customer and a third-party provider of a Third-Party Product is solely 
between Customer and the applicable third-party provider. Box makes no warranties of any kind and assumes no liability 
whatsoever for Customer’s or User’s use of any Third-Party Products.  

Section 4. Content Security; Data Privacy 

4.1 Security. During the Term of this Agreement, Box will implement and maintain commercially reasonable 
administrative, physical and technical safeguards and measures to protect against unauthorized access to Content.  
Such security program will conform to the Box Security Exhibit attached hereto as Exhibit B. Box’s Service Organization 
Control 1 (“SOC1”) and Service Organization Control 2 (“SOC2”) Type II audit reports (or substantially similar industry-
standard reports) (collectively referred to as “Audit Reports”) further describe Box’s safeguards and measures. Box will 
maintain the Audit Reports during the Term and will provide a copy to Customer once per year upon Customer’s written 
request. During the Term, Box will not materially diminish the overall protection provided by the controls set forth in Exhibit 
B and the recent Audit Reports in effect as of the Agreement Effective Date. 

4.2 Content Storage Location.  The Box Service is provided from the United States and Content is stored 
in the United States.  Notwithstanding the foregoing, Customer understands that nothing herein prohibits: (a) Users from 
accessing the Box Service, including Content, outside of the United States (subject to applicable law); and (b) Processing 
information outside of the United States by Box. Box has certain products and features that enable storage and/or 
Processing of Content outside of the United States and those products or features shall be subject to separate terms and 
conditions as may be agreed to between the Parties. 

4.3 Data Protection and Onward Transfer of Data.  In the course of providing the Box Service, Box may 
Process Personal Data that is in Content (“Customer Personal Data”) on behalf of Customer and, in such event, 
Customer instructs Box to Process Customer Personal Data: (a) to provide the Box Service (in accordance with the 
features and functionality of the Box Service); (b) to enable User initiated actions on the Box Service; (c) as set forth in 
the Agreement or applicable Order; and (d) as further documented by a mutually agreed upon written instruction given 
by Customer and accepted by Box. The Parties agree to comply with the applicable Data Protection Legislation (as 
defined above) for onward transfer of Customer Personal Data.  Box will maintain, during the Subscription Period, a 
legally recognized method for onward transfer of Customer Personal Data such as Binding Corporate Rules for 
Processors, (each as defined under Data Protection Legislation) or other substantially similar mechanism as may be 
required by applicable law.  

Section 5. Customer Responsibilities  

5.1 Establishment of Accounts.  Customer will promptly appoint an Administrator for the Administrative 
Console and such Administrator shall be responsible for: (a) configuring the settings of the Box Service, (b) managing 
any Customer devices and systems, (c) assigning and managing of User Accounts, (d)  reviewing service notifications 
that Box provides through the Administrative Console, and (e) enforcing and managing User access controls and 
permissions in accordance with Customer’s own policies and applicable law and regulations. Customer will ensure that 
Managed Users do not share their password with any other person or permit any other person to log on as such 
Managed User. If an External User directly managed by Customer belongs to a third party which controls that External 
User’s email address, and such third party establishes a direct relationship with Box, then Box may require the transfer 
of such External User into that third party’s Box Service account. 

5.2 Content.  Customer will: (a) be solely responsible for the nature, quality and accuracy of the Content; 
(b) ensure that the Content complies with the terms of this Agreement and all applicable laws and regulations; 
(c) promptly handle and resolve any notices and claims relating to the Content (e.g. take-down notices pursuant to the 
Digital Millennium Copyright Act); and (d) ensure that it has the rights to the Content in order to grant Box the rights 
contemplated by this Agreement. Notwithstanding anything to the contrary, Box has no liability to Customer or any third 
party for any reason as a result of: (i) any unauthorized disclosure or access to a User’s Account or Content as a result 
of Customer’s or a User’s misuse of the Box Service or loss or theft of any User password or username, except to the 
extent resulting from Box’s negligence or willful misconduct; (ii) any deletion, destruction, damage or loss of Content 
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caused by or at the direction of Customer or a User; or (iii) any failure of Customer to maintain adequate security or 
virus controls in any devices used to access the Box Service.    

5.3 Notification of Unauthorized Use.  Customer will promptly notify Box in writing of any unauthorized 
use of any Account, Content or the Box Service that comes to Customer’s attention.  In the event of any such 
unauthorized use by a third party that obtains access to the Box Service directly or indirectly through Customer or any 
User, Customer will take all steps within Customer’s control as reasonably necessary to terminate such unauthorized 
use and will provide Box with such cooperation and assistance related to any such unauthorized use as Box may 
reasonably request. 

Section 6. Support and Service Level Commitments.  Exhibit A to this Agreement sets forth the 
Support Services and the Service Level Commitments for the Box Service during the Subscription Period.  

Section 7. Warranty and Disclaimer  

7.1  Box Service Warranty.  Box warrants that, during the Subscription Period, the Box Service purchased 
under the applicable Order will perform substantially in accordance with the functions specified in the User Guide when 
used in a manner that conforms to the terms and conditions of this Agreement and the User Guide. Subject to the notice 
and cure provisions of Section 11.3 (Termination for Cause), Customer’s sole and exclusive remedy and Box’s entire 
liability for a breach of this warranty shall be for Box to use commercially reasonable efforts to modify the Box Service to 
substantially perform the functions specified in the User Guide. If Box is unable to restore such material functionality, 
subject to the notice and cure provisions of Section 11.3 (Termination for Cause), Customer shall be entitled to terminate 
the applicable Order and receive a pro-rated refund of the fees pre-paid by Customer for the corresponding unused 
portion of the Subscription Period. The warranties set forth herein are made to and for the benefit of Customer only.   

7.2 Mutual Warranties.  Each Party represents and warrants to the other that: (a) this Agreement has been 
duly authorized, executed and delivered and constitutes a valid and binding agreement enforceable against such Party 
in accordance with its terms; (b) no authorization or approval from any third party is required in connection with such 
Party’s execution, delivery or performance of this Agreement; and (c) the execution, delivery and performance of this 
Agreement does not violate the terms or conditions of any other agreement to which it is a party or by which it is otherwise 
bound. 

7.3 Disclaimer of Warranties.  EXCEPT AS PROVIDED IN THIS SECTION 7 AND SECTION 9.3 
(CONSULTING SERVICES WARRANTY), AND TO THE EXTENT NOT PROHIBITED BY APPLICABLE LAW, 
NEITHER PARTY MAKES ANY (AND EACH PARTY SPECIFICALLY DISCLAIMS ALL) REPRESENTATIONS, 
WARRANTIES OR CONDITIONS OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, 
INCLUDING, WITHOUT LIMITATION, REPRESENTATIONS, WARRANTIES OR CONDITIONS: (A) ARISING OUT OF 
ANY COURSE OF PERFORMANCE, COURSE OF DEALING OR USAGE OF TRADE; (B) OF: (I) SATISFACTORY 
QUALITY; (II) FITNESS FOR A PARTICULAR PURPOSE; (III) NON-INFRINGEMENT; OR (IV) INTEROPERABILITY 
WITH THIRD-PARTY PRODUCTS OR SERVICES; (C) THAT THE BOX SERVICE WILL BE UNINTERRUPTED, 
ERROR-FREE OR FREE OF HARMFUL COMPONENTS; AND (D) THAT THE CONTENT WILL BE SECURE OR NOT 
OTHERWISE LOST OR DAMAGED. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF IMPLIED 
WARRANTIES. IN SUCH AN EVENT, THE ABOVE EXCLUSION WILL NOT APPLY SOLELY TO THE EXTENT 
PROHIBITED BY LAW.   

Section 8. Proprietary Rights  

8.1 Content Ownership by Customer.  As between Customer and Box, Customer or its licensors own all 
right, title and interest in and to the Content. Customer hereby grants Box the right to Process Content solely to provide 
the Box Service to Customer or any User or pursuant to this Agreement.   

8.2 Ownership of Box Service by Box.  As between Box and Customer, Box or its licensors own and 
reserve all right, title and interest in and to, including any improvements or derivatives, the Box Service, the Box marks 
and other items used to provide the Box Service, other than the access rights expressly granted to Customer in Section 
2.1 (Access Grant). No title to or ownership of any proprietary rights related to the Box Service is transferred to Customer 
or any User pursuant to this Agreement.  All rights not expressly granted to Customer are reserved by Box.  Box reserves 
the right, in its reasonable discretion and with notice to Customer, to change or require Customer to change its Box 
Service user ID and any custom or vanity URLs, custom links, or vanity domains Customer may obtain through the Box 
Service. In the event that Customer makes suggestions regarding any features, functionality or performance that Box 
adopts for any of its products including the Box Service (expressly excluding Customer Confidential Information), such 
features, functionality and performance shall be deemed to be automatically assigned under this Agreement to Box, and 
shall become the sole and exclusive property of Box.    
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Section 9.  Training or Consulting Services 

9.1 General Terms.  Customer may wish to receive certain services of a professional, educational, 
operational or technical nature (collectively, “Consulting Services), as further described in a mutually agreed upon 
Statement of Work (“SOW”) or as otherwise outlined in the applicable Order. Each SOW will include, at a minimum: (a) 
a description of the Consulting Services and any Box Materials (as defined below) to be provided to Customer; and (b) 
the scope of the Consulting Services.   

9.2 Box Materials.  Box shall own all rights, title and interest in and to the documentation, templates, training 
materials, recordings and other items (collectively the “Box Materials”) Box may provide to Customer as part of the 
Consulting Services (including any intellectual property rights therein, but excluding any Customer Confidential 
Information and Customer logos and trademarks that may be included in the Box Materials, collectively, “Customer 
Property”). Box shall have the right to use any such Customer Property solely for the purpose of providing the Consulting 
Services to Customer as set forth in the SOW.  During the Term of the Agreement, Box hereby provides Customer with 
a royalty free, limited, non-exclusive, non-sublicensable, non-transferable and terminable license to use such Box 
Materials solely for Customer’s internal operations in connection with its authorized use of the Box Service. For the 
avoidance of doubt, Box shall own all intellectual property rights in the proprietary tools, libraries, know-how, techniques 
and expertise (“Box Tools”) used by Box to develop the Box Materials.  Nothing herein shall be construed to assign or 
transfer any intellectual property rights in the Box Tools used by Box to develop the Box Materials, and to the extent such 
Box Tools are delivered with or as part of the Box Materials, they are licensed, not assigned, to Customer, on the same 
terms as the Box Materials. 

9.3 Consulting Services Warranty.  In regard to Consulting Services only, Box warrants that: (a) Box and 
any Box Personnel, that provides and performs Consulting Services hereunder has the necessary knowledge, skills, 
experience, qualifications, and resources to provide and perform the Consulting Services; and (b) the Consulting Services 
will be performed for and delivered to Customer in a professional and workmanlike manner. If through no fault or delay 
of Customer the Consulting Services do not conform to the foregoing warranty, and Customer notifies Box in writing 
within seven (7) days of Box’s delivery of the Consulting Services, Box will re-perform the non-conforming portions of the 
Consulting Services at no cost to Customer.   

Section 10. Fees and Payment 

10.1 Fees.  Customer agrees to pay all fees set forth on all Orders and as otherwise required under this 
Agreement.  Any additional Order(s) for User subscriptions or products will be coterminous with the existing Subscription 
Period.  Unless otherwise specified in an Order, all fees and other amounts are payable in United States Dollars.    

10.2 Non-refundable and No Cancellation.  Except as specifically set forth in this Agreement, all payment 
obligations under all Orders are non-cancelable and all payments made are non-refundable. 

10.3 Invoicing and Payment Terms.  Unless otherwise specified in the applicable Order, Customer will pay 
all fees within thirty (30) days of the date the applicable invoice is issued by Box.  In the event Customer disputes any 
invoiced fees, Customer will provide written notice of the disputed amount within fifteen (15) days after the date of such 
invoice and timely pay any undisputed portion of such invoice. The Parties will cooperate in good faith to resolve any 
disputed invoice or portion thereof within fifteen (15) days of notice of dispute. All amounts payable by Customer under 
this Agreement will be made without setoff and without any deduction or withholding. Customer will promptly reimburse 
Box for any cost or expense incurred in connection with any collection efforts undertaken by Box in connection with any 
undisputed past due amount owed under this Agreement. At Box’s discretion, undisputed past due amounts may accrue 
a late fee equal to the lesser of 1.5% per month or the maximum amount allowed by applicable law. 

10.4 Taxes.  All Orders pursuant to this Agreement do not include any transaction taxes, which may include 
local, state, provincial, federal or foreign taxes, levies, duties or similar governmental assessments of any nature, 
including, but not limited to, value-added taxes (“VAT”), excise, use, goods and services taxes, consumption taxes or 
similar taxes (collectively defined as “General Taxes”).  All fees invoiced pursuant to this Agreement are payable in full 
and without reduction for General Taxes or foreign withholding taxes (collectively defined as “Taxes”). Customer is 
responsible for paying all Taxes associated with fees due pursuant to this Agreement and Orders, excluding income 
taxes imposed on Box.  If Box has a legal obligation to pay or collect Taxes (expressly excluding Box income tax) for 
which Customer is responsible under this Agreement, the appropriate amount shall be computed based on Customer’s 
address listed in the applicable Order and Customer confirms that Box can rely on the sold-to name and address set 
forth in the Order(s) as being the place of supply for sales tax purposes.  Such Taxes will be invoiced to and paid by 
Customer.  If Customer is legally entitled to an exemption from the payment of any Taxes, Customer will promptly provide 
Box with legally sufficient tax exemption certificates for each taxing jurisdiction for which it claims exemption.  Unless 
otherwise prohibited by law, Box will apply the benefits of any requested tax exemption to charges occurring under 
Customer’s Box Service account after the date Box receives and reasonably processes such tax exemption certificates. 
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10.5 Non-Payment Suspension.  If any invoices are more than sixty (60) days past due (except with respect 
to charges subject to a reasonable and good faith dispute as set forth in Section 10.3 (Invoicing and Payment Terms)), 
in addition to any other rights or remedies it may have under this Agreement or by applicable law, Box reserves the right 
to suspend Customer’s access to the Box Service upon written notice, without liability to Customer, until such past due 
amounts are paid in full.    

10.6 Purchases Through Box Resellers.  If Customer places an Order for the Box Service from a Box 
Reseller, any terms herein related to ordering, invoicing, refunds, or credits do not apply. Customer must establish such 
terms with Box Reseller. For the avoidance of doubt, nothing herein affects suspension rights or deactivation rights for 
Box or a Box Reseller provided for in this Agreement.    

Section 11. Term and Termination  

11.1 Term of Agreement.  This Agreement will commence on the Agreement Effective Date and will remain 
in effect for as long as there is an Order in effect (“Term”), unless otherwise terminated as provided for in Section 11.3 
(Termination for Cause) and Section 11.4 (Termination for Insolvency) below.  

11.2 Term of Order and Renewal.  Each Order placed under this Agreement will be in effect for a period of 
one (1) year from the service start date of the Order unless otherwise agreed in the Order.  Thereafter, unless the 
Agreement is terminated as provided herein, the Order(s) will automatically renew for the same period of time as the 
Subscription Period of the prior Order, unless either Party notifies the other Party in writing of its intent not to renew the 
applicable Order(s) at least thirty (30) days’ prior to the end of the then-current Subscription Period of such Order(s).  

11.3 Termination for Cause.  Either Party may terminate this Agreement for cause: upon thirty (30) days’ 
written notice to the other Party of a material breach of this Agreement if such breach remains uncured after the expiration 
of such period. 

11.4 Termination for Insolvency.   Either Party may terminate this Agreement for cause if the other Party 
becomes insolvent, admits in writing its inability to pay its debts as they mature, makes an assignment for the benefit of 
creditors, becomes subject to control of a trustee, receiver or similar authority, or becomes subject to any bankruptcy or 
insolvency proceeding (“Insolvency Proceeding”). Customer acknowledges that the Box Service is a service, not a 
good, provided pro rata over the Term on a daily basis. Any use of the Box Service by Customer after the commencement 
of an Insolvency Proceeding is an actual, necessary cost and expense of preserving Customer’s estate. Customer agrees 
that nothing herein shall limit Box’s rights of offset or recoupment and that Box is entitled to offset or recoup the value of 
Box Service provided after Customer becomes subject to an Insolvency Proceeding against any claim brought by or on 
behalf of Customer, including any state or federal preference, fraudulent transfer or other avoidance action. 

11.5 Post-Termination Obligations.  Upon the termination or expiration of this Agreement for any reason, 
Customer will have no further rights to access the Box Service hereunder except as set forth in this Section 11.5. For 
thirty (30) days following the expiration or the termination of the Agreement or applicable Order, and subject to Customer’s 
prior written request, Box will allow Customer limited access to retrieve any Content remaining on the Box Service. After 
such thirty (30) day period, Customer will have no further rights to access the Box Service.    

11.6 Surviving Provisions.  Upon any expiration or termination of this Agreement, the following sections will 
survive: Sections 1 (Definitions), 5.2 (Content), 7.3 (Disclaimer of Warranties), 8 (Proprietary Rights), 10 (Fees and 
Payments), 11.5 (Post Termination Obligations), 11.6 (Surviving Provisions), 12 (Indemnification), 13 (Limitation of 
Liability), 14 (Confidentiality) and 15 (Miscellaneous).    

Section 12. Indemnification 

12.1 Indemnification by Box. Box will defend Customer against any third-party claim that the Box Service 
infringes a registered patent, registered trademark, or copyright of a third party, or misappropriates a trade secret (“Claim 
Against Customer”), and will indemnify Customer for the resulting costs and damages finally awarded against Customer 
to such third party by a court of competent jurisdiction or agreed to in settlement.  Box will have no liability to Customer 
under this Section 12.1 for any Claim Against Customer that arises out of: (a) any unauthorized use, reproduction, or 
distribution of the Box Service by Customer; (b) use of the Box Service in combination with any other products, 
technology, process, software or equipment not supplied by Box nor explicitly supported in the User Guide if such Claim 
Against Customer would have been avoided without such combination; or (c) any modification or alteration of the Box 
Service by anyone other than Box or Box’s agents without the written approval of Box.  In the event of a Claim Against 
Customer pursuant to this Section 12.1, Box will (at Box’s option and expense): (i) obtain for Customer the right to 
continue using the Box Service; (ii) modify the Box Service to make it non-infringing; or (iii) if subsections (i) and (ii) are 
not commercially viable (as determined by Box in its sole discretion), terminate this Agreement, in which case Customer 
will be entitled to a pro-rated refund of  any fees pre-paid by Customer for the corresponding unused period of the 
applicable Subscription Period.   
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12.2 Indemnification by Customer. Customer will defend Box against any third-party claim: (a) that any 
Content, or Customer’s use of the Box Service in breach of this Agreement, infringes a registered patent, registered 
trademark, or copyright, or misappropriates a trade secret (to the extent that such infringement or misappropriation is not 
the result of Box’s actions); or (b) relating to any Content or to Customer’s use of the Box Service in violation of Section 
2.2 (Acceptable Use of the Box Service).  Customer will, with respect to any claim against Box that is subject to this 
Section 12.2, indemnify Box for the resulting costs and damages finally awarded against Box to such third party by a 
court of competent jurisdiction or agreed to in settlement.  

12.3 Indemnification Process.  As a condition of receiving an indemnification under this Agreement, the 
Party seeking indemnification hereunder (the “Indemnified Party”) will provide the other Party (the “Indemnifying 
Party”) with: (a) prompt written notice of the claim, provided, however, that the failure to give such notice shall not relieve 
the Indemnifying Party’s obligations hereunder except to the extent that the Indemnifying Party is prejudiced by such 
failure; (b) complete control over the defense and settlement of the claim (provided, that the Indemnifying Party will not 
settle any claim without the Indemnified Party’s prior written permission if the settlement fails to unconditionally release 
the Indemnified Party from all liability pertaining to such claim, such permission not to be unreasonably withheld, delayed 
or conditioned); and (c) such assistance in connection with the defense and settlement of the claim, at the Indemnifying 
Party’s expense, as the Indemnifying Party may reasonably request.  

12.4 Exclusive Remedy. This Section 12 states the Indemnified Party’s sole and exclusive remedy against, 
and the Indemnifying Party’s sole liability to, the other Party for any type of claim under this Section 12.  Notwithstanding 
the foregoing, each Party will have the right to terminate this Agreement pursuant to Section 11.3 (Termination for Cause), 
to the extent the event giving rise to indemnification constitutes a material breach of this Agreement.  

Section 13. Limitation of Liability  

13.1 Limitation of Liability.  TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT WILL BOX’S AND ITS AFFILIATES’ TOTAL 
AND CUMULATIVE LIABILITY, FOR ALL CLAIMS OF ANY NATURE ARISING OUT OF OR RELATED TO THIS AGREEMENT EXCEED THE 
TOTAL FEES PAID BY CUSTOMER TO BOX (OR TO A BOX DISTRIBUTOR OR BOX RESELLER, IF APPLICABLE) FOR THE BOX SERVICE IN 
THE TWELVE (12) MONTHS PRECEDING THE DATE OF THE FIRST EVENT WHICH GIVES RISE TO LIABILITY UNDER THIS AGREEMENT. 
THE FOREGOING LIMITATION DOES NOT LIMIT OR EXCLUDE ANY LIABILITY FOR DEATH OR PERSONAL INJURY CAUSED BY 
NEGLIGENCE.   

13.2 Disclaimer of Consequential and Related Damages.  IN NO EVENT WILL EITHER PARTY BE LIABLE FOR ANY INDIRECT, 
INCIDENTAL, SPECIAL, PUNITIVE, COVER, LOSS OF PROFITS OR REVENUE, OR CONSEQUENTIAL DAMAGES (INCLUDING, WITHOUT 
LIMITATION, LOSS OF GOODWILL OR LOSS OR USE OF DATA) HOWEVER CAUSED, WHETHER BASED IN CONTRACT, TORT, 
WARRANTY, NEGLIGENCE OR ANY OTHER THEORY OF LIABILITY, EVEN IF SUCH PARTY HAS BEEN ADVISED AS TO THE POSSIBILITY 
OF SUCH DAMAGES.  SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF INCIDENTAL, CONSEQUENTIAL OR OTHER 
DAMAGES. IN SUCH AN EVENT THIS EXCLUSION WILL NOT APPLY TO THE EXTENT THE EXCLUSION IS PROHIBITED BY LAW.  

Section 14. Confidentiality 

14.1 Definition.  Either Party may disclose Confidential Information to the other Party during the Term of this 
Agreement. “Confidential Information” means all information disclosed by one Party (“Disclosing Party”) to the other 
Party (“Receiving Party”) which is in tangible form and labeled “confidential” or the like, or that reasonably should be 
understood to be confidential given the nature of the information and the circumstances of the disclosure. The following 
information will be considered Confidential Information whether or not marked or identified as such: (a) Content; (b) 
Personal Data; and (c) the Disclosing Party’s strategic roadmaps, product plans, product designs and architecture, 
technology and technical information, security processes, security audit reviews, business and marketing plans, and 
business processes.  Confidential Information will not include information that as shown by the Receiving Party’s records 
was: (i) already known to Receiving Party at the time of disclosure by the Disclosing Party; (ii) was disclosed to the 
Receiving Party by a third party who had the right to make such disclosure without any confidentiality restrictions; (iii) is, 
or through no fault of the Receiving Party has become, generally available to the public; or (iv) was independently 
developed by Receiving Party without use of the Disclosing Party’s Confidential Information.   

14.2 Protection.  The Receiving Party will use no less than a reasonable standard of care to safeguard the 
Confidential Information received from the Disclosing Party. The Receiving Party will only use the Confidential Information 
of the Disclosing Party: (a) to exercise its rights and perform its obligations under this Agreement; or (b) as otherwise 
required by law. Box Personnel with access to Customer Confidential Information shall at all times be subject to 
confidentiality obligations no less restrictive than those in this Agreement.    

14.3 Permitted Disclosure.  Neither Party will disclose Confidential Information in violation of the terms and 
conditions of this Agreement to any third party without the prior written consent of the other Party.  Notwithstanding the 
foregoing, each Party may disclose Confidential Information without the prior written consent of the other Party:  (a) as 
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compelled by law provided that, to the extent legally permissible, the Receiving Party gives the Disclosing Party prior 
notice of such compelled disclosure and reasonable assistance, at the Disclosing Party’s expense, if the Disclosing Party 
seeks to contest such disclosure; (b) in confidence to its legal counsel; (c) in connection with the enforcement of rights 
or performance of obligations under this Agreement; or (d) to respond to an emergency which Box believes in the good 
faith requires Box to disclose information to assist in preventing the death or serious bodily injury of any person. 
Notwithstanding the foregoing, the Receiving Party may disclose Confidential Information expressly excluding Content 
(x) in confidence to its accountants, banks and financing sources, partners, providers and their advisors; and (y) in 
confidence, in connection with an actual or proposed merger, acquisition, or similar transaction. Customer may disclose 
Box’s then-current SOC2 Type II reports in confidence to Customer’s customers, provided that (i) Customer provides the 
Box SOC2 Type II report to its customers for the sole purpose of evaluating the security of the Box Service for such 
customer’s use of the Box Service; (ii) Customer has  a written agreement in place with its customers with which it is 
sharing Box’s SOC2 Type II report sufficient to require such customers to protect Box’s SOC2 Type II report as 
confidential terms that are no less restrictive than those in this Agreement; and (iii) Customer remains liable for any 
breaches of confidentiality of Box’s SOC2 Type II reports by Customer’s customers.  

Section 15. Miscellaneous 

15.1 Contractual Relationship.  The Parties are entering into this Agreement as independent contracting 
parties.  Neither Party will have, or hold itself out as having, any right or authority to incur any obligation on behalf of the 
other Party.  This Agreement will not be construed to create an association, joint venture or partnership between the 
Parties or to impose any partnership liability upon any Party.  

15.2 Anti-Bribery.  Customer agrees that it has not received or been offered any illegal or improper bribe, 
kickback, payment, gift, or thing of value from any of Box Personnel in connection with this Agreement. Customer will 
use reasonable efforts to promptly notify Box at legalops@box.com should Customer learn of any violation of this 
restriction.    

15. 3 References. During the Term of the Agreement, Box may reference Customer as a Box customer in 
sales and marketing materials and public statements, subject to Customer’s trademark and logo usage guidelines as 
provided to Box. Customer may send Box an email to stories@box.com if it does not wish to be used as a reference.  

15.4 Ambiguities.  Each Party has participated in the review of this Agreement.  Any rule of construction to 
the effect that ambiguities are to be resolved against the drafting party shall not apply in interpreting this Agreement.  The 
language in this Agreement shall be interpreted as to its fair meaning and not strictly for or against any party.  

15.5 Notices.  Any notice or other communication under this Agreement given by any Party to any other 
Party will be in writing and will be effective upon delivery as follows: (a) if to Customer, when sent via email to the email 
address specified in an Order or otherwise on record for Customer; and (b) if to Box, when sent via email to 
legalops@box.com.   Any such notice, in either case, must specifically reference that it is a notice given under this 
Agreement.   

15.6 Nonwaiver.  The failure of either Party to insist upon or enforce strict performance of any of the 
provisions of this Agreement or to exercise any rights or remedies under this Agreement will not be construed as a waiver 
or relinquishment to any extent of such Party’s right to assert or rely upon any such provision, right or remedy in that or 
any other instance; rather, the same will remain in full force and effect. 

15.7 Assignment.  Customer will not, directly, indirectly, by operation of law or otherwise, assign or transfer 
all or any part of this Agreement or its rights hereunder without the prior written consent of Box. Any attempted assignment 
or transfer by Customer without such consent shall be void and of no effect. Box may assign this Agreement (or Order) 
without obtaining Customer’s consent: (a) to an affiliate of Box; or (b) in connection with a successor in interest in a 
merger, reorganization or a sale of all or substantially all of the assets of Box. Subject to the foregoing restrictions, this 
Agreement will be fully binding upon, inure to the benefit of and be enforceable by the Parties and their respective 
permitted successors and assigns.   

15.8 Integration; Order of Precedence.  This Agreement constitutes the entire agreement between the 
Parties and supersedes any and all prior agreements or communications between the Parties with regard to the subject 
matter hereof. This Agreement may not be amended or modified except by a writing signed by both Parties hereto.  The 
terms of this Agreement shall supersede and control over any conflicting or additional terms and conditions of any 
purchase order, acknowledgement, confirmation or other document issued by Customer. Notwithstanding the foregoing, 
in the event of a conflict between terms of this Agreement and an Order, the terms of the Order shall prevail. This 
Agreement or any exhibits or addenda, may be executed and delivered, either physically or by electronic means and in 
counterparts, each of which shall constitute an original and all of which together shall constitute one and the same 
instrument. 
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15.9 Severability.  In the event that any provision of this Agreement, or the application thereof, becomes or 
is declared by a court of competent jurisdiction to be illegal, void or unenforceable, the remainder of this Agreement will 
continue in full force and effect and the application of such provision will be interpreted so as reasonably to effect the 
intent of the Parties. The Parties will promptly replace such void or unenforceable provision with a valid and enforceable 
provision that will achieve, to the extent possible, the economic, business and other purposes of such void or 
unenforceable provision. 

15.10 Applicable Law; Dispute Resolution.  This Agreement will be construed and enforced in all respects 
in accordance with the laws of the State of California, U.S.A., without reference to its choice of law rules.  Any dispute, 
controversy or claim arising under, out of or relating to this Agreement, will be finally determined by arbitration conducted 
by JAMS (or, if unavailable, then such other similar group that can provide former judges as arbiters) in accordance with 
the Rules of Arbitration of the International Chamber of Commerce applicable to commercial disputes by a single arbiter 
who is (a) fluent in written and spoken English, the language governing this Agreement, and (b) skilled and experienced 
with cloud or internet services. The place of such arbitration will be in Santa Clara County, California, U.S.A.  The 
judgment of the arbitrator will be final, non-appealable (to the extent not inconsistent with applicable law) and binding 
upon the Parties and may be entered in any court of competent jurisdiction.  The foregoing does not limit or restrict either 
Party from seeking injunctive or other equitable relief from a court of competent jurisdiction.     

15.11 Third-Party Beneficiaries.  Nothing in this Agreement shall confer, or is intended to confer, on any third 
party any benefit or the right to enforce any term of this Agreement. 

15.12 Force Majeure.  In the event that a Party is prevented or restricted from performing, is unable to perform, 
or is delayed in performing any of its obligations under this Agreement due to any cause beyond the reasonable control 
of such Party (including, without limitation, war, terrorism, fire, earthquake, flood, hurricane, riots, acts of God, 
epidemics/pandemics, extraordinary governmental action, labor union strikes, internet service provider failures or delays, 
denial of service attacks, or other similar causes) (“Force Majeure Event”) the affected Party’s performance will be 
excused and the time for performance will be extended for the period of delay or inability to perform due to such Force 
Majeure Event.  A Force Majeure Event does not relieve a Party from its payment obligations under the Agreement. The 
affected Party agrees to use commercially reasonable efforts to address and mitigate the impact of such Force Majeure 
Event and continue performance to the extent reasonably possible under the circumstances. For the avoidance of doubt, 
Customer understands that the Box Service may not be provided in countries listed on the Office of Foreign Assets 
Control sanction list and that Customer’s access to the Box Service may be restricted in such countries and such 
prohibitions shall not constitute a Force Majeure Event.  

15.13 Government Users.  If Customer is a U.S. government entity or if this Agreement otherwise becomes 
subject to the Federal Acquisition Regulations (FAR), Customer acknowledges that elements of the Box Service 
constitute software and documentation and are provided as “Commercial Items” as defined at 48 C.F.R. 2.101, and are 
being licensed to U.S. government User as commercial computer software subject to the restricted rights described in 
48 C.F.R. 2.101 and 12.212.  
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EXHIBIT A 

Support Services and Service Level Commitments 

Section 1. Definitions.  

Capitalized terms not otherwise defined elsewhere in this Agreement shall have the following meaning: 

“Business Response Credit” means the credit that may be available to a Customer that has subscribed to 
the Business Services under the applicable Order and as specified Response Times below. 

“Downtime" means any period during which the Customer is unable to access the Box Service, as measured 
at the Box network by industry standard tools, due to an Issue which prevents the majority of Customer Users from 
accessing Content, expressly excluding Scheduled Downtime. 

“Issue” means a single, reproducible issue or problem affecting the functionality of the Box Service for 
Customer. 

“Enhanced Response Credit” means the credit that may be available to a Customer that has subscribed to 
one of the Enhanced Support Services under the applicable Order and as specified under Response Times below. 

“Enhanced SLC Credit” means the credit that may be available to a Customer that has subscribed to one of 
the Enhanced Support Services under the applicable Order and as specified under Service Level Commitments below. 

“Support Services” means telephone, email or web-based assistance in the resolution of Issues reported by 
Customer to Box.  Available Support Services are:  

“Standard Support Services” which is included the Customer’s purchase of the Box Service;  

“Business Services” which is purchased by the Customer and identified under the applicable Order; or 

 “Premier Services” or “Platinum Services” (together, “Enhanced Support Services”) which are 
purchased by the Customer and identified under the applicable Order. 

“Scheduled Downtime” means a scheduled time period in which the Box Service is unavailable for use, and 
upon notice to Customer where practical.  

“Uptime Percentage" means the total number of minutes in a calendar month minus the number of minutes of 
Downtime experienced in such calendar month, divided by the total number of minutes in such calendar month. 

 
Section 2. Support Services.  
 
2.1  Support Services. During the Subscription Period, Box will provide to Customer the applicable Support 

Services. If Customer has not purchased Business Services or one of the Enhanced Support Services, then Standard 
Support Services will be provided. Support Services do not include: (a) physical installation or removal of the Box 
Software and any User Guides; (b) visits to Customer’s site; (c) any professional services associated with the Box 
Service, including, without limitation, any custom development, data modeling, code review and application 
architecture/infrastructure design; (d) training; or (e) the set-up, configuration and use of the Box Service.  

 
Box's obligations do not extend to any ongoing test or training instances of the Box Service provided to 

Customer or Downtime, Issues or errors that are caused by: 

(i) Third-party hardware or software;  
(ii) Use of the Box Service in violation of the terms of the Agreement;  
(iii) Use of the Box Service other than in accordance with any User Guide or the express instructions of Box; 

or 
(iv) A Force Majeure Event as defined in the Agreement. 

 
2.2 Case Prioritization. When contacting Box for support, Customer will assign a priority to the Issue in 

accordance with the table below.  Box will provide an acknowledgement of a reported Issue to Customer and a support 
agent will provide a response within the target timeframes specified for the applicable support level (“Response”).  
Upon review of the Issue, and following Box’s initial response to the Customer, Box may change the case prioritizations 
in accordance with the following descriptions: 
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Level 1 – Urgent: An Issue that renders the Box Service completely inoperative for all Users and no 
workaround is available. 

 
Level 2 – High:  An Issue that materially impairs substantial features of the Box Service for many Users 

and no reasonable workaround is available. 
 
Level 3 – Normal:  An Issue that impairs a feature of the Box Service for a few Users and a reasonable 

workaround is available.   
 
Level 4 –  Low: An Issue that involves an inquiry regarding a routine technical issue; information 

requested on application capabilities, navigation, installation or configuration; or a bug 
affecting a small number of Users. 

 
2.3 Standard Services Response Times. If Customer has Standard Support Services, Box will use 

commercially reasonable efforts to meet the following target Response Times during the hours/days, as outlined below. 

Support Hours: 6AM – 6 PM Customer local time, Monday – Friday 
Support Language: English 
Support Access Method: Web/Email 
Support Response Method: Web/Email 
Number of Support Requests: Unlimited 
Response Times: 

Level 1 – Urgent: Within 4 business hours 
Level 2 – High: Within 8 business hours 
Level 3 – Normal: Within 1 business day 

 
2.4 Business Services Response Times. If Customer has purchased Business Services, Box will 

respond in accordance with the Response Times below.  If Box fails to meet the response times, Customer may be 
entitled to a response time credit as outlined below (“Business Response Time Credit”): 

 
Support Response Hours: 24 hours/day, 365 days/year 
Support Language: English 
Support Access Method: Web/Phone/Email 
Support Response Method: Web/Phone/Email 
Number of Support Requests: Unlimited 
Response Times: 

Level 1 – Urgent: Within 2 hours 
Level 2 – High: Within 4 hours 
Level 3 – Normal: Within 4 hours 
Level 4 – Low: Greater than 4 hours 

 
2.5  Enhanced Support Services Response Times. If Customer has purchased one of the Enhanced 

Support Services, Box will respond in accordance with the Response Times below (for cases submitted in English).  If 
Box fails to meet the response times, Customer may be entitled to a response time credit as outlined below (“Enhanced 
Response Time Credit”). The below response times apply to cases submitted in English.  

 
Support Response Hours: 24 hours/day, 365 days/year 
Support Language: English or local language (based on availability) 
Support Access Method: Web/Phone/Email 
Support Response Method: Web/Phone/Email 
Number of Support Requests: Unlimited 
Response Times: 

Level 1 – Urgent: Within 1 hour 
Level 2 – High: Within 2 hours 
Level 3 – Normal: Within 2 hours 
Level 4 – Low: Greater than 2 hours 

 
2.6  Business Services and Enhanced Support Services Response Time Credits. If Customer has 

purchased Business Services or one of the Enhanced Support Services and Box fails to meet the applicable Response 
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Times associated with Business Services or Enhanced Support Services, Customer may be entitled to a response time 
credit as outlined below (“Response Time Credit”). 

 
Response Time Credits:  Customer will be eligible to receive a Response Time Credit, provided that: 

(a)  Customer has purchased Business Services or one of the Enhanced Support Services;  

(b)  Customer has opened a support ticket for an Issue; and  

(c)  Box fails to meet the response times for Level 1 and Level 2 support tickets three (3) times during 
the given calendar month;  

Collectively, a “Response Credit Event”. 

In the event that Customer incurs a Response Credit Event, Customer will receive a Response Time Credit of 
fifteen (15%) percent of the fees paid by Customer for the applicable Business Support Service or Enhanced Support 
Service for the month the Response Credit Event occurred. The Response Time Credit will be calculated on a straight-
line, pro-rated basis with respect to any fees paid in advance. Notwithstanding anything to the contrary, in no event will 
the total amount of Response Time Credits exceed the applicable Business Services or Enhanced Support Services 
fees paid by Customer for the corresponding month.  For clarity, for the purpose of calculating Response Time Credits, 
calendar months are calculated based on US Pacific Time Zone.   

The Response Time Credit is Customer's sole and exclusive remedy for any failure by Box to meet any 
response time performance obligations pertaining to the Box Service as set out in this Exhibit A.  

Customer is not eligible to receive Response Time Credits during any period of time when payments owed are 
past due.    

For Customer Orders placed through Box, Response Time Credits will be issued by Box, as determined in its 
sole discretion, either by applying to future billing cycle(s) or as a refund against annual fees earlier paid.  For Customer 
orders placed through a Box Reseller, Response Time Credits, if any, will be issued as provided in the applicable 
agreement between Customer and Box Reseller. 

 
Section 3.  Service Level Commitments 
 
3.1.  Standard Support Services. If Customer has Standard Support Services, Box will use commercially 

reasonable efforts to meet an Uptime Percentage of at least 99.9%. 

3.2.  Business Services. If Customer has purchased Business Services, Box will use commercially reasonable 
efforts to meet an Uptime Percentage of at least 99.9%. 

3.3 Enhanced Support Services. If Customer has purchased one of the Enhanced Support Services, Box will 
use commercially reasonable efforts to meet an Uptime Percentage of at least 99.9%.  If Box fails to the meet the Uptime 
Percentage Customer will receive Enhanced SLC Credits as follows: 
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Uptime Percentage Enhanced SLC 
Credit 
Percentage 

Less than 99.9% but equal to or more 
than 99.8% 

5%   

Less than 99.8% but equal to or more 
than 99.7% 

10% 

Less than 99.7% but equal to or more 
than 99.6% 

15% 

Less than 99.6% but equal to or more 
than 99.5% 

20% 

Less than 99.5% but equal to or more 
than 99.4% 

25% 

Less than 99.4% but equal to or more 
than 99.3% 

30% 

Less than 99.3% but equal to or more 
than 99.2% 

35% 

Less than 99.2% but equal to or more 
than 99.1% 

40% 

Less than 99.1% but equal to or more 
than 99.0% 

45% 

Less than 99.0% 50% 
 

Customers who have purchased one of the Enhanced Support Services will be eligible to receive SLC Credits 
provided that: 

(a) Customer has reported an Issue related to a Downtime event by filing a ticket with Box support 

within fifteen (15) days of the Downtime event; and 

(b) once Customer receives the Uptime Percentage report provided by Box and confirms Uptime 
Percentage as below 99.9% in the month the issue was experienced, Customer has provided Box a written 
claim request for Enhanced SLC Credits within fifteen (15) days of the date of uptime percentage report.  

The Enhanced SLC Credits will be equal to the SLC Credit percentage multiplied by the fees paid by Customer 
for the Box Service that are attributable to the corresponding calendar month (calculated on a straight line, pro-rated 
basis with respect to any fees paid in advance) and then pro-rated for based on affected Users.  Notwithstanding 
anything to the contrary, in no event will the total amount of Enhanced SLC Credits, if any, exceed the fees paid by 
Customer for the Box Service in the corresponding month.  For clarity, for the purpose of calculating Enhanced SLC 
Credits, calendar months are calculated based on US Pacific Time Zone.  The Enhanced SLC Credit is Customer's sole 
and exclusive remedy for any failure by Box to meet any service level obligations pertaining to the Box Service as set 
out in this Exhibit A. Customer is not eligible to receive Enhanced SLC Credits during any period of time when payments 
owed are past due.  

For Customer Orders placed through Box, Enhanced SLC Credits will be issued by Box, as determined in Box’s 
sole discretion, either by applying to future billing cycle(s) or as a refund against annual fees earlier paid.  For Customer 
orders placed through a Box Reseller, Enhanced SLC Credits, if any, will be issued as provided in the applicable 
agreement between Customer and the Box Reseller. 
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EXHIBIT B 

Box Security Exhibit  

Section 1. Purpose. This Security Exhibit sets forth the information security program and operation 
policies that Box will maintain in order to protect Customer’s Content from unauthorized use, access or disclosure, while 
Box is in possession of Customer’s Content. 

Section 2. Information Security Management System. Box will maintain throughout the Term of the 
Agreement a comprehensive information security management system (the “ISMS”) which includes administrative, 
technical and physical safeguards designed to: (a) protect and secure Content from unauthorized access, use or 
disclosure; and (b) protect against anticipated threats or hazards to the security or integrity of Customer’s Content. The 
ISMS will be documented and kept current by Box based on changes to industry standard information security practices 
and legal and regulatory requirements applicable to Box.   

Section 3.  Standards. Box’s ISMS will, at a minimum, adhere to applicable information security practices 
as identified in International Organization for Standardization 27001 (ISO/IEC 27001) (or a substantially equivalent or 
replacement standard) or other authoritative sources (e.g. SSAE 18, SOC1, SOC2).  

Section 4. Independent Assessments.  On an annual basis, Box has an independent, suitably qualified 
third-party organization conduct an independent assessment consisting of a Report on Controls at a Service Organization 
Relevant to Security, Availability, Processing, Integrity, Confidentiality and/or Privacy (SOC2 Type II) or such other 
comparable assessment at its sole discretion (e.g. ISO 27001 Certification,) and Box will provide a copy of such 
assessment to Customer upon Customer’s written request to Box. Box also undergoes at least an annual penetration 
test from independent, suitably qualified third parties, and Box will provide Customer with an executive summary of the 
most recent penetration test results upon Customer’s written request to Box.  

Section 5. Information Security Policies. As part of the ISMS, Box will implement, maintain, and adhere 
to its internal information security and privacy policies that address the roles and responsibilities of Box Personnel, 
including both technical and non-technical Box Personnel, who have direct or indirect access to Content in connection 
with providing the Box Service. Box’s information security policies provide for continual assessment and re-assessment 
of the risks to the security of the Box Service, including: (a) identification of internal and external threats that could result 
in a Security Breach (as defined below); (b) assessment of the likelihood and potential damage of such threats, taking 
into account the sensitivity of Content; and (c) assessment of the sufficiency of the policies, procedures and information 
systems of Box, and other arrangements in place, to control risks. Additionally, Box’s information security policies address 
appropriate protection against such risks.  Box’s information security policies shall, at a minimum, include:  

(i) organization of information security 

(ii) asset management 

(iii) human resources security 

(iv) physical and environment security 

(v) communications and operations management 

(vi) access control  

(vii) information systems acquisition 

(viii) development and maintenance 

(xi) information security incident management 

(xii) business continuity management 

Section 6.  Information Security Operations. 

6.1   Access Controls. In accordance with the ISMS, Box shall maintain appropriate access controls (physical, 
technical, and administrative), which shall include the following as applicable:  
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6.1(a) Box Service Access Controls. 

6.1(a)(i) Physical Access Controls. Box will implement the following suitable measures in order to 
prevent unauthorized persons from gaining access to the data processing equipment used to process Content: 

(a) Access authorizations for Box Personnel and third parties; 

(b) Keycards and passes; 

(c) Restrictions on keys; 

(d) Appropriate requirements for third parties; 

(e) Identifying of the persons having authorized access; 

(f) Protection and restriction of entrances and exits; 

(g) Establishing security areas especially for deliveries and handover; 

(h) Securing the building (security alarm system, supervision by guards). 

6.1(a)(ii) Technical Access Controls. Box will implement the following suitable measures to prevent 
unauthorized reading, copying alteration or removal of the data media, unauthorized input into memory and 
reading/alteration/deletion of Content: 

(a) Access authorization requirements; 

(b) Identification of workstation and / or the users accessing Box systems; 

(c) Automatic disablement of user IDs after multiple erroneous passwords entered; 

(d) Logging of events and activities (including monitoring of break-in attempts); 

(e) Issuing and safeguarding of identification codes; 

(f) Dedicated workstations for users; 

(g) Authenticating authorized persons; 

(h) Use of encryption where deemed appropriate by Box; 

(i) Separating production and non-prod environments; 

(j) Automatic session log-off of users that have been inactive for a period in excess of thirty (30) 
minutes; 

(k) Designating areas in which data media may / must be located; 

(l) Designating persons in such areas for authorized handling and removal of data media; 

(m) Controlling the removal of data media; 

(n) Securing the areas in which data media is located; 

(o) Controlled and documented destruction of data media. 

6.1(a)(iii) Data Access Controls. Box commits that Box Personnel entitled to use Box’s data 
processing systems will only access data within the scope and to the extent covered by the respective access 
permission (authorization). This will be accomplished by: 

(a) Securing workstations; 

(b) Requirements for user authorization driven by need basis; 

(c) Appropriate confidentiality obligations; 

(d) Differentiated access policies based on function and scope (e.g. partial blocking); 

(e) Controlling destruction of data media; 

(f) Deleting remaining data before changing data media; 
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(g) Policies controlling the production of backup copies. 

6.1(a)(iv) Transmission Controls. Box will implement the following suitable measures to secure 
Content processed through the use of the Box Service: 

(a) Authenticating authorized persons; 

(b) Securing confidential data media; 

(c) Documentation of transfer, retrieval and transmission;  

(d) Encrypting external online transmission.  

6.1(a)(v) Input Control.  Box will provide for the retrospective ability to review and determine the time 
and the point Content is entered into the Box Service by utilizing electronic recording of data processing. 

6.1(a)(vi) Organizational Controls.  Box will implement the following suitable measures to maintain 
its internal organization in a manner that meets the requirements of ISMS:  

(a) Maintaining Internal data processing policies and procedures, guidelines, instructions, and/or 
process descriptions for development, testing and release; 

(b) Implementing an emergency/backup contingency plan; 

(c) Implementing a formal Business Continuity and Disaster recovery plan. 

6.1(a)(vii) Control of separation of Content. Box will implement suitable measures to allow the 
separate processing of Content which have been collected for different purposes. This will be accomplished by 
the logical separation of Customer Content from another customer’s content. 

6.2  Encryption. Box will encrypt Content at rest within the Box Service using an AES algorithm or 
another industry-recognized cipher that is at least as secure for encryption of Content at rest with a default value of at 
least 256-bit strength. For Content in transit to and from the Box Service, Box provides encryption that is at least as 
secure as TLS unless Customer uses a method of transmission or feature which does not support encryption (such as 
unencrypted FTP, email, etc.).  

6.3  Network and Host Security. Box has network intrusion detection in place. In accordance with 
its ISMS, Box uses commercially reasonable efforts to ensure that Box Service operating systems and applications that 
are associated with Content are patched or secured to mitigate the impact of security vulnerabilities in accordance with 
Box’s patch management processes and industry standard practices. 

6.4  Data Management. In accordance with its ISMS, Box has information security infrastructure 
controls in place for Content obtained, transported, and retained by Box for the provision of the Box Service. Box will, in 
accordance with its security policies and processes, destroy, delete, or otherwise make irrecoverable Content: (a) 
following the termination or expiration of the Agreement; and (b) upon the disposal or repurposing of storage media 
containing Content. 

6.5  Audit Logging and Monitoring.   Box shall implement the following controls for audit logging 
and monitoring: 

6.5(a) Audit Logging. Audit logging shall be enabled on systems that contain Customer Content to capture at 
a minimum the security-related events defined below: 

(i) Account logon (both successful and unsuccessful) and logoff; 

(ii) Failed access attempts; 

(iii) Account lockouts; 

(iv) Elevation of privileges (both successful and unsuccessful), and every use of elevated 
privileges or actions taken while privilege is elevated; 

(v) Creation, modification and deletion (both successful and unsuccessful) of: 

(a) Accounts or logon identifiers; 

(b) Group memberships; 

(c) Access privileges/attributes for accounts and groups; 
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(d) User rights and permissions. 

(vi) Changes in account or logon identifier status (both successful and unsuccessful); 

(vii) Modifications to, or unauthorized attempts to modify, the security configuration, security 
function or authorization policy. 

6.5(b) Audit Logs.  Audit logs shall capture, at a minimum, the information for each security-related 
event defined below: 

(i) User, system or process identifier that triggered the event; 

(ii) Description of the event; 

(iii) Date and time the event occurred (the date and time must be periodically synchronized to ensure 
it is accurate); 

(iv) Identifier of the system generating the event (e.g. IP address); 

(v) Authorization information associated with the event. 

6.5(C) Audit Log Retention.  Audit logs shall be retained for not less than ninety (90) days. Audit logs shall be 
protected from accidental or intentional modification or destruction.  

6.6  Physical and Environmental Security. Box shall: 

(a) Implement physical access control mechanisms (e.g. electronic access control, locks) to ensure 
only authorized persons can obtain physical access to facilities from which the Box Service is provided; 

(b) Lock and/or have strong access controls in place to control access to all of its data centers, 
equipment rooms, telecommunication closets and utilities; 

(c) Conduct at least annual inspections of the perimeter and all access control mechanisms to provide 
assurance that its hardware cannot be easily manipulated or bypassed to gain unauthorized access; 

(d) Establish protocols to protect against damage from fire, flood, earthquake, explosion, civil unrest 
and other forms of natural or man-made disaster at Box facilities and data centers; 

(e) Require any individuals within the facilities are able to be immediately identified (e.g. using 
identification badges, visual recognition or other means); 

(f) Monitor access/egress points by security staff and/or recorded with security cameras twenty-four 
(24) hours a day, seven (7) days a week at a facility that contains Customer Content. Security camera 
recordings shall be stored for no less than sixty (60) days; 

(g) Require unique registry for all visitors and maintain access control logs at data centers. 

6.7 Equipment Security. Box shall: 

(a) Protect its systems and other equipment to reduce the risk from environmental threats and 
hazards and opportunities for unauthorized access; 

(b) Protect equipment that is power-dependent from power failures, surges and other electrical 
anomalies; 

(c) Protect all power, telecommunication and network cabling from unauthorized access and 
damage; 

(d) Maintain its systems and other equipment to ensure its continued availability and integrity; 

(e) Implement exit procedures to control unauthorized removal of systems and other equipment. 

6.8  Training. Box shall provide regular training (or require regular training to be provided) to Box 
Personnel on security and privacy requirements to the extent applicable to their roles. Such training shall occur at least 
annually and upon initial employment. 

6.9  User Controls. Notwithstanding the foregoing, Customer understands and agrees that it is responsible 
for provisioning its Users in appropriate roles within the Box Service with the appropriate levels of access to Content. 
The Box Service shall enable Customer to configure Customer’s Box Service instance. Notwithstanding anything to the 
contrary in this Security Exhibit, Customer understands and acknowledges that Customer will be solely responsible for 
implementing and maintaining access and security controls on its own devices and systems. 
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Section 7.  Security Breach Management. 

7.1  Notice.  For the purposes of this Agreement, a “Security Breach” means the unauthorized use, 
access or disclosure of Content. Box will promptly notify Customer of any confirmed Security Breach. Box will cooperate 
with Customer’s reasonable requests for information regarding any such Security Breach, and Box will provide regular 
updates on the Security Breach and the investigative action and corrective action taken.  Notification will be delivered to 
the Administrator(s) of Customer’s Box Service account (“Notification Email Address”). Customer is solely responsible 
for ensuring that the Notification Email Address associated with Customer’s account is current and valid. 

7.2  Remediation. In the event Box knows or has reason to know of a Security Breach, Box will, at 
its own expense: (a) investigate the actual or suspected Security Breach; (b) provide Customer with a remediation plan 
to address the Security Breach and to mitigate the incident and reasonably prevent any further incidents, upon 
Customer’s written request; (c) remediate the effects of the Security Breach in accordance with such remediation plan; 
and (d) reasonably cooperate with Customer and any law enforcement or regulatory official investigating such Security 
Breach. 

Section 8. Business Continuity and Disaster Recovery.  Box implements and maintains business 
continuity and disaster recovery capabilities designed to minimize disruption of providing the Box Service to Customer in 
the event of a disaster or similar event. Box shall review its business continuity and disaster recovery plans on at least 
an annual basis and update such plans, as needed in accordance with generally accepted industry standards. Further, 
Box will perform (or have a qualified third party perform) at least annual testing of its business continuity and disaster 
recovery capabilities and provide to Customer, upon written request, a summary of Box’s business continuity and disaster 
recovery capabilities, including related testing performed during the last year. 

Section 9.  Subprocessors. Box requires that, prior to engaging in any Processing, a Subprocessor must 
enter into a written Agreement with Box agreeing to meet Box’s security and privacy standards. Subprocessors 
authorized to perform services on behalf of Box shall commit to an appropriate obligation of confidentiality, in no event 
less protective than the Agreement. Box, at its sole discretion and in accordance with its vendor management program, 
will perform periodic vendor assessments for security and privacy. Box will only permit Subprocessors to access what is 
necessary to provide the Box Service and any associated services. Box will remain liable for all responsibilities and 
obligations of Box under the terms and conditions of the Agreement, even if such responsibilities and obligations are 
performed by Box’s Subprocessors. Information regarding current Subprocessors that may Process Content, including 
Customer Personal Data, can be found on the Box Subprocessor website found here: 
https://www.box.com/legal/subprocessors. This Subprocessor list may be updated from time to time by Box. Customer 
and its Users may subscribe to updates to this list on the Subprocessor website. 

Section 10. Background Checks.  Where legally permitted and in accordance with local law and custom, 
Box shall perform the following background checks:  

(a) For US-based employees, on hire, Box's background checks include: SSN Trace, Criminal County 
Search (7-Year Address History), Multi-State Instant Criminal Check, Nationwide Sex Offender Registry Check, 
OFAC Check, OIG/GSA Combined Search. Box also uses E-Verify and confirms employment eligibility via the 
Form I-9 for all employees. 

(b) For Canada-based employees, on hire, Box’s background check consists of Canada Criminal Search 
(CPIC). 

(c) For UK-based employees, on hire, Box performs ID verification, criminal record checks in the UK, 
credit and address check verification (6 years for address), and employment history and reference check 
(maximum of 5 years of employment history or two prior employers). 

(d) For Japan-based employees, Box cannot agree to perform any types of background checks as 
background checks are not permitted by law in Japan. 

(e) For EU-based employees (but not based in the UK), on hire, Box performs ID verification, international 
criminal checks, credit and address check (up to 7 years for address), and employment history and reference 
check (maximum of 5 years of employment history or two prior employers, where legally permitted and in 
accordance with local law and custom. 

(f) For Australia-based employees, on hire, Box performs ID verification, international criminal checks, 
credit and address check (up to 7 years for address), and employment history and reference check (maximum of 
5 years of employment history or two prior employers).  
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(g) For Subprocessors, Box will require that material Subprocessors perform background checks for their 
personnel performing services for Box in accordance with applicable local laws and customs, to the extent related 
directly to the Box Service.  
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Consulting Services Enable Box Shield 
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Priority Enhanced Services 
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EXHIBIT B Financial Provisions 

EXHIBIT B 
 

PAYMENT ARRANGEMENTS 

Periodic Compensation 
 

A. For CONTRACTOR services to be rendered under this Agreement, CONTRACTOR shall be paid a 
total contract amount, including cost reimbursements, not to exceed $486,556.87. 
 

B. Payment for services and /or reimbursement of costs shall be made upon CONTRACTOR’s 
satisfactory performance, based upon the scope and methodology contained in EXHIBIT A as 
determined by COUNTY. 
 

C. Annually CONTRACTOR shall submit to the COUNTY DESIGNATED REPRESENTATIVE an 
invoice or certified claim on the County Treasury for the service performed over the period 
specified.  These invoices or certified claims must cite the assigned Board Contract 
Number.  COUNTY REPRESENTATIVE shall evaluate the quality of the service performed and if 
found to be satisfactory shall initiate payment processing.  COUNTY shall pay invoices or claims for 
satisfactory work within 30 days of receipt of correct and complete invoices or claims from 
CONTRACTOR. 
 

D. COUNTY’s failure to discover or object to any unsatisfactory work or billings prior to payment will not 
constitute a waiver of COUNTY’s right to require CONTRACTOR to correct such work or billings or 
seek any other legal remedy. 
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EXHIBIT B-1 Schedule of Rates 
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EXHIBIT B-2 Schedule of Rates 
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EXHIBIT C 
 

Indemnification and Insurance Requirements 
(For Information Technology Contracts) 

 
INDEMNIFICATION 
 
CONTRACTOR agrees to indemnify, defend (with counsel reasonably approved by COUNTY) and 

hold harmless COUNTY and its officers, officials, employees, agents and volunteers from and against any 
and all claims, actions, losses, damages, judgments and/or liabilities arising out of this Agreement from any 
cause whatsoever, including the acts, errors or omissions of any person or entity and for any costs or 
expenses (including but not limited to attorneys’ fees) incurred by COUNTY on account of any claim except 
where such indemnification is prohibited by law.  CONTRACTOR’S indemnification obligation applies to 
COUNTY’S active as well as passive negligence but does not apply to COUNTY’S sole negligence or willful 
misconduct.  

 
NOTIFICATION OF ACCIDENTS AND SURVIVAL OF INDEMNIFICATION PROVISIONS 
 
CONTRACTOR shall notify COUNTY immediately in the event of any accident or injury arising out 

of or in connection with this Agreement.  The indemnification provisions in this Agreement shall survive any 
expiration or termination of this Agreement. 

 
INSURANCE 
 
CONTRACTOR shall procure and maintain for the duration of this Agreement insurance against 

claims for injuries to persons or damages to property which may arise from or in connection with the 
performance of the work hereunder and the results of that work by the CONTRACTOR, its agents, 
representatives, employees or subcontractors. 

 
A. Minimum Scope of Insurance  

Coverage shall be at least as broad as: 
 

1. Commercial General Liability (CGL): Insurance Services Office (ISO) Form CG 00 01 
covering CGL on an “occurrence” basis, including products-completed operations, personal & 
advertising injury, with limits no less than $1,000,000 per occurrence and $2,000,000 in the 
aggregate.  

2. Automobile Liability: Insurance Services Office Form Number CA 0001 covering, Code 1 
(any auto), or if CONTRACTOR has no owned autos, Code 8 (hired) and 9 (non-owned), with 
limit no less than $1,000,000 per accident for bodily injury and property damage. 

3. Workers’ Compensation: Insurance as required by the State of California, with Statutory 
Limits, and Employer’s Liability Insurance with limit of no less than $1,000,000 per accident for 
bodily injury or disease. (Not required if CONTRACTOR provides written verification that 
it has no employees) 

4. Professional Liability (Errors and Omissions) Insurance appropriate to the CONTRACTOR’S 
profession, with limit of no less than $1,000,000 per occurrence or claim, $2,000,000 
aggregate.   

5. Cyber Liability Insurance: Cyber Liability Insurance, with limits not less than $2,000,000 per 
occurrence or claim, $2,000,000 aggregate. Coverage shall be sufficiently broad to respond 
to the duties and obligations as is undertaken by the CONTRACTOR in this agreement and 
shall include, but not be limited to, claims involving security breach, system failure, data 
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recovery, business interruption, cyber extortion, social engineering, infringement of intellectual 
property, including but not limited to infringement of copyright, trademark, trade dress, invasion 
of privacy violations, information theft, damage to or destruction of electronic information, 
release of private information, and alteration of electronic information. The policy shall provide 
coverage for breach response costs, regulatory fines and penalties as well as credit monitoring 
expenses. 

If the CONTRACTOR maintains higher limits than the minimums shown above, the 
COUNTY requires and shall be entitled to coverage for the higher limits maintained by the 
CONTRACTOR. Any available insurance proceeds in excess of the specified minimum limits of 
insurance and coverage shall be available to the COUNTY. 

B. Other Insurance Provisions 
The insurance policies are to contain, or be endorsed to contain, the following provisions: 

 
1. Additional Insured – COUNTY, its officers, officials, employees, agents and volunteers are 

to be covered as additional insureds on the CGL policy with respect to liability arising out of 
work or operations performed by or on behalf of the CONTRACTOR including materials, parts, 
or equipment furnished in connection with such work or operations. General liability coverage 
can be provided in the form of an endorsement to the CONTRACTOR’S insurance at least as 
broad as ISO Form CG 20 10 11 85 or if not available, through the addition of both CG 20 10 
and CG 20 37 if a later edition is used). 

2. Primary Coverage – For any claims related to this Agreement, the CONTRACTOR’s 
insurance coverage shall be primary insurance as respects the COUNTY, its officers, officials, 
employees, agents and volunteers. Any insurance or self-insurance maintained by the 
COUNTY, its officers, officials, employees, agents or volunteers shall be excess of the 
CONTRACTOR’S insurance and shall not contribute with it. 

3. Notice of Cancellation – Each insurance policy required above shall provide that coverage 
shall not be canceled, except with notice to the COUNTY. 

4. Waiver of Subrogation Rights – CONTRACTOR hereby grants to COUNTY a waiver of any 
right to subrogation which any insurer of said CONTRACTOR may acquire against the 
COUNTY by virtue of the payment of any loss under such insurance. CONTRACTOR agrees 
to obtain any endorsement that may be necessary to effect this waiver of subrogation, but this 
provision applies regardless of whether or not the COUNTY has received a waiver of 
subrogation endorsement from the insurer. 

5. Deductibles and Self-Insured Retention – Any deductibles or self-insured retentions must 
be declared to and approved by the COUNTY. The COUNTY may require the CONTRACTOR 
to purchase coverage with a lower deductible or retention or provide proof of ability to pay 
losses and related investigations, claim administration, and defense expenses within the 
retention. 

6. Acceptability of Insurers – Unless otherwise approved by Risk Management, insurance shall 
be written by insurers authorized to do business in the State of California and with a minimum 
A.M. Best’s Insurance Guide rating of “A- VII”. 

7. Verification of Coverage – CONTRACTOR shall furnish the COUNTY with proof of 
insurance, original certificates and amendatory endorsements as required by this Agreement. 
The proof of insurance, certificates and endorsements are to be received and approved by the 
COUNTY before work commences. However, failure to obtain the required documents prior to 
the work beginning shall not waive the CONTRACTOR’S obligation to provide them. The 
CONTRACTOR shall furnish evidence of renewal of coverage throughout the term of the 
Agreement. The COUNTY reserves the right to require complete, certified copies of all 
required insurance policies, including endorsements required by these specifications, at any 
time. 
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8. Failure to Procure Coverage – In the event that any policy of insurance required under this 
Agreement does not comply with the requirements, is not procured, or is canceled and not 
replaced, COUNTY has the right but not the obligation or duty to terminate the Agreement.  
Maintenance of required insurance coverage is a material element of the Agreement and 
failure to maintain or renew such coverage or to provide evidence of renewal may be treated 
by COUNTY as a material breach of contract. 

9. Subcontractors – CONTRACTOR shall require and verify that all subcontractors maintain 
insurance meeting all the requirements stated herein, and CONTRACTOR shall ensure that 
COUNTY is an additional insured on insurance required from subcontractors. 

10. Claims Made Policies – If any of the required policies provide coverage on a claims-made 
basis: 

i. The Retroactive Date must be shown and must be before the date of the contract or 

the beginning of contract work. 

ii. Insurance must be maintained and evidence of insurance must be provided for at 

least five (5) years after completion of contract work. 

iii. If coverage is canceled or non-renewed, and not replaced with another claims-made 

policy form with a Retroactive Date prior to the contract effective date, the 

CONTRACTOR must purchase “extended reporting” coverage for a minimum of five 

(5) years after completion of contract work.   

11. Special Risks or Circumstances – COUNTY reserves the right to modify these 
requirements, including limits, based on the nature of the risk, prior experience, insurer, 
coverage, or other special circumstances. 

 

Any change requiring additional types of insurance coverage or higher coverage limits must be made 
by amendment to this Agreement. CONTRACTOR agrees to execute any such amendment within thirty (30) 
days of receipt. 

 
Any failure, actual or alleged, on the part of COUNTY to monitor or enforce compliance with any of 

the insurance and indemnification requirements will not be deemed as a waiver of any rights on the part of 
COUNTY. 

 

 

 

 

 

 

 

 

 

 

DocuSign Envelope ID: 3089C953-CBA4-40AC-9A29-E97F4771CA22DocuSign Envelope ID: 239CC660-7769-42FF-AE96-8DF9C23202AA



 Exhibit C Page 4 

 

 

DocuSign Envelope ID: 3089C953-CBA4-40AC-9A29-E97F4771CA22DocuSign Envelope ID: 239CC660-7769-42FF-AE96-8DF9C23202AA



 Exhibit C Page 5 

 

DocuSign Envelope ID: 3089C953-CBA4-40AC-9A29-E97F4771CA22DocuSign Envelope ID: 239CC660-7769-42FF-AE96-8DF9C23202AA



 Exhibit D BAA – Agreement Page 1 

Exhibit D – BAA Agreement
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