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AGREEMENT FOR SERVICES OF INDEPENDENT CONTRACTOR

THIS AGREEMENT (hereafter Agreement) is made by and between the County of Santa
Barbara, a political subdivision of the State of California (hereafter COUNTY) and CDW Government
LLC, and lilinois limited liability company with an address at 230 N. Milwaukee Ave., Vernon Hills, IL,
60061 (hereafter CONTRACTOR) wherein CONTRACTOR agrees to provide and COUNTY agrees to
accept the services specified herein.

WHEREAS, CONTRACTOR represents that it is specially trained, skilled, experienced, and
competent to perform the special services required by COUNTY and COUNTY desires to retain the
services of CONTRACTOR pursuant to the terms, covenants, and conditions herein set forth;

NOW, THEREFORE, in consideration of the mutual covenants and conditions contained
herein, the parties agree as follows:

1. DESIGNATED REPRESENTATIVE

Jason Womack at phone number {805) 568-2651 is the representative of COUNTY and will
administer this Agreement for and on behalf of COUNTY. Christopher Anderson at phone
number (847) 371-7149 is the authorized representative for CONTRACTOR. Changes in designated
representatives shall be made only after advance written notice to the other party.

2. NOTICES

Any notice or consent required or permitted to be given under this Agreement shall be given
to the respective parties in writing, by personal delivery or facsimile, or with postage prepaid by first
class mail, registered or certified mail, or express courier service, asfollows:

To COUNTY: Andre Monostori, County of Santa Barbara, CA 93101
To CONTRACTOR: CDW Government, ATTN: Director Program Sales, 230 N. Milwaukee Ave.,
Vernon Hills, IL 60061 with courtesy copy to ATTN: General Counsel

or at such other address or to such other person that the parties may from time to time designate in
accordance with this Notices section. If sent by first class mail, notices and consents under this section
shall be deemed to be received five (5) days following their deposit in the U.S. mail. This Notices
section shall not be construed as meaning that either party agrees to service of process except as
required by applicable law.

3. SCOPE OFSERVICES
CONTRACTOR agrees to provide services to COUNTY in accordance with EXHIBIT A attached
hereto and incorporated herein by reference.

4. TERM

CONTRACTOR shall commence performance on Jjune 6, 2023 and end performance upon
completion, but no later than June 30, 2029 uniess otherwise directed by COUNTY or unless earlier
terminated.
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5. COMPENSATION OF CONTRACTOR

In full consideration for CONTRACTOR's services, CONTRACTOR shall be paid for performance
under this Agreement in accordance with the terms of EXHIBIT B attached hereto and incorporated
herein by reference. Billing shall be made by invoice, which shall include the contract number assigned
by COUNTY and which is delivered to the address given in Section 2 NOTICES above following
completion of the increments identified on EXHIBIT B. Unless otherwise specified on EXHIBIT B,
payment shall be net thirty (30) days from presentation of invoice.

6. INDEPENDENT CONTRACTOR

it is mutually understood and agreed that CONTRACTOR (including any and all of its officers,
agents, and employees), shall perform all of its services under this Agreement as an independent
contractor as to COUNTY and not as an officer, agent, servant, employee, joint venturer, partner, or
associate of COUNTY. Furthermore, COUNTY shall have no right to control, supervise, or direct the
manner or method by which CONTRACTOR shall perform its work and function. However, COUNTY
shall retain the right to administer this Agreement so as to verify that CONTRACTOR is performing its
obligations in accordance with the terms and conditions hereof. CONTRACTOR understands and
acknowledges that it shall not be entitled to any of the benefits of a COUNTY employee, including but
not limited to vacation, sick leave, administrative leave, health insurance, disability insurance,
retirement, unemployment insurance, workers' compensation and protection of tenure.
CONTRACTOR shall be solely liable and responsible for providing to, or on behalf of, its employees all
legally-required employee benefits. In addition, CONTRACTOR shall be solely responsible and save
COUNTY harmless from all matters relating to payment of CONTRACTOR’s employees, including
compliance with Social Security withholding and all other regulations governing such matters. It is
acknowledged that during the term of this Agreement, CONTRACTOR may be providing services to
others unrelated to the COUNTY or to this Agreement.

7. STANDARD OF PERFORMANCE

CONTRACTOR represents that it has the skills, expertise, and licenses/permits necessary to
perform the services required under this Agreement. Accordingly, CONTRACTOR shall perform all such
services in the manner and according to the standards observed by a competent practitioner of the
same profession in which CONTRACTOR is engaged. All products of whatsoever nature, which
CONTRACTOR delivers to COUNTY pursuant to this Agreement, shall be prepared in a first class and
workmanlike manner and shall conform to the standards of quality normally observed by a person
practicing in CONTRACTOR's profession. CONTRACTOR shall use its reasonable commercial efforts to
correct or revise any errors or omissions related to the services not in substantial compliance with the
standards described herein, at COUNTY'S request without additional compensation, and, failing that,
shall refund amounts paid by COUNTY related to the portion of services not in substantial
compliance. COUNTY shall give CONTRACTOR notice of any errors or omissions within thirty (30) days of
delivery of services.

8. Permits and Licenses

Permits and/or licenses shall be obtained and maintained by CONTRACTOR without additional
compensation.

9. DEBARMENT AND SUSPENSION

CONTRACTOR certifies to COUNTY that it and its employees and principals are not debarred,
suspended, or otherwise excluded from or ineligible for, participation in federal, state, or county
government contracts. CONTRACTOR certifies that it shall not contract with a subcontractor that is so
debarred or suspended.
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10. TAXES

CONTRACTOR shall pay all taxes, levies, duties, and assessments of every nature due in
connection with any work under this Agreement and shall make any and all payroli deductions
required by law. COUNTY shall not be responsible for paying any taxes on CONTRACTOR's behalf, and
should COUNTY be required to do so by state, federal, or local taxing agencies, CONTRACTOR agrees
to promptly reimburse COUNTY for the full value of such paid taxes plus interest and penalty, if any.
These taxes shall include, but not be limited to, the following: FICA (Social Security), unemployment
insurance contributions, income tax, disability insurance, and workers' compensation insurance.

11. CONFLICT OFINTEREST

CONTRACTOR covenants that CONTRACTOR presently has no employment or interest and shall
not acquire any employment or interest, direct or indirect, including any interest in any business,
property, or source of income, which would conflict in any manner or degree with the performance
of services required to be performed under this Agreement. CONTRACTOR further covenants that in
the performance of this Agreement, no person having any such interest shall be employed by
CONTRACTOR. CONTRACTOR must promptly disclose to COUNTY, in writing, any potential conflict of
interest. COUNTY retains the right to waive a conflict of interest disclosed by CONTRACTOR if COUNTY
determines it to be immaterial, and such waiver is only effective if provided by COUNTY to
CONTRACTOR in writing.

12. OWNERSHIP OF DOCUMENTS AND INTELLECTUAL PROPERTY

COUNTY shall be the owner of the following items uniquely developed and first produced
exclusively for COUNTY under this Agreement upon production, whether or not completed: all data
collected, all documents of any type whatsoever, all photos, designs, sound or audiovisual recordings,
software code, inventions, technologies, and other materials, and any material necessary for the
practical use of such items, from the time of collection and/or production whether or not
performance under this Agreement is completed or terminated prior to completion. CONTRACTOR
shall not release any of such items to other parties except after prior written approval of COUNTY.

Unless otherwise specified in Exhibit A, CONTRACTOR hereby assigns to COUNTY all copyright,
patent, and other intellectual property and proprietary rights to all data, documents, reports, photos,
designs, sound or audiovisual recordings, software code, inventions, technologies, and other materials
uniquely prepared and first produced exclusively for COUNTY by CONTRACTOR pursuant to this
Agreement (collectively referred to as “Copyrightable Works and Inventions”). COUNTY shall have the
unrestricted authority to copy, adapt, perform, display, publish, disclose, distribute, create derivative
works from, and otherwise use in whole or in part, any Copyrightable Works and Inventions.
CONTRACTOR agrees to take such actions and execute and deliver such documents as may be needed
to validate, protect and confirm the rights and assignments provided hereunder. CONTRACTOR
warrants that any Copyrightable Works and Inventions and other items provided under this
Agreement will not infringe upon any intellectual property or proprietary rights of any third party.
CONTRACTOR at its own expense shall defend, indemnify, and hold harmless COUNTY against any
claim that any Copyrightable Works or Inventions or other items provided by CONTRACTOR hereunder
infringe upon intellectual or other proprietary rights of a third party, and CONTRACTOR shall pay any
damages, costs, settlement amounts, and fees (including attorneys’ fees) that may be incurred by
COUNTY in connection with any such claims. This Ownership of Documents and Intellectual Property
provision shall survive expiration or termination of this Agreement.

13. NO PUBLICITY OR ENDORSEMENT

CONTRACTOR shall not use COUNTY’s name or logo or any variation of such name or logo in
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any publicity, advertising or promotional materials. CONTRACTOR shall not use COUNTY’s name or
logo in any manner that would give the appearance that the COUNTY is endorsing CONTRACTOR.
CONTRACTOR shall not in any way contract on behalf of or in the name of COUNTY. CONTRACTOR
shall not release any informational pamphlets, notices, press releases, research reports, or similar
public notices concerning the COUNTY or its projects, without obtaining the prior written approval of
COUNTY.

14. COUNTY PROPERTY ANDINFORMATION

All of COUNTY’s property, documents, and information provided for CONTRACTOR’s use in
connection with the services shall remain COUNTY’s property, and CONTRACTOR shall return any such
items whenever requested by COUNTY and whenever required according to the Termination section
of this Agreement. CONTRACTOR may use such items only in connection with providing the services.
CONTRACTOR shall not disseminate any COUNTY property, documents, or information without
COUNTY’s prior written consent.

15. RECORDS, AUDIT, AND REVIEW

CONTRACTOR shall keep such business records pursuant to this Agreement as would be kept
by a reasonably prudent practitioner of CONTRACTOR's profession and shall maintain such records for
at least four (4} years following the termination of this Agreement. All accounting records shall be kept
in accordance with generally accepted accounting principles. COUNTY shall have the right to audit and
review all such documents and records one {1) time each twelve {12) month period during the term of
this Agreement during CONTRACTOR's regular business hours at a time mutually agreed upon by the
parties, to verify the accuracy of the amounts paid hereunder. Any audit shall be at COUNTY’s sold
expense. In addition, as this Agreement exceeds ten thousand dollars {$10,000.00), CONTRACTOR
shall be subject to the examination and audit of the California State Auditor, at the request of the
COUNTY or as part of any audit of the COUNTY, for a period of three (3) years after final payment
under the Agreement {Cal. Govt. Code Section 8546.7). CONTRACTOR shall participate in any audits
and reviews, whether by COUNTY or the State, at no charge to COUNTY.

If federal, state or COUNTY audit exceptions are made relating to this Agreement,
CONTRACTOR shall reimburse all costs incurred by federal, state, and/or COUNTY governments
associated with defending against the audit exceptions or performing any audits or follow-up audits,
including but not limited to: audit fees, court costs, attorneys’ fees based upon a reasonable hourly
amount for attorneys in the community, travel costs, penalty assessments and all other costs of
whatever nature. Immediately upon notification from COUNTY, CONTRACTOR shall reimburse the
amount of the audit exceptions andany other related costs directly to COUNTY as specified by COUNTY
in the notification.

16. INDEMNIFICATION AND INSURANCE

CONTRACTOR agrees to the indemnification and insurance provisions as set forth in EXHIBIT C
attached hereto and incorporated herein by reference.

17. NONDISCRIMINATION

COUNTY hereby notifies CONTRACTOR that COUNTY's Unlawful Discrimination Ordinance
{Article Xl of Chapter 2 of the Santa Barbara County Code) applies to this Agreement and is
incorporated herein by this reference with the same force and effect as if the ordinance were
specifically set out herein and CONTRACTOR agrees to comply with said ordinance.
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18. NONEXCLUSIVE AGREEMENT

CONTRACTOR understands that this is not an exclusive Agreement and that COUNTY shall
have the right to negotiate with and enter into contracts with others providing the same or similar
services as those provided by CONTRACTOR as the COUNTY desires.

19. NON-ASSIGNMENT

CONTRACTOR shall not assign, transfer or subcontract this Agreement or any of its rights or
obligations under this Agreement without the prior written consent of COUNTY and any attempt to
so assign, subcontract or transfer without such consent shall be void and without legal effect and shall
constitute grounds for termination.

20. TERMINATION

A

By COUNTY. COUNTY may, by written notice to CONTRACTOR, terminate this
Agreement in whole or in part at any time, whether for COUNTY's convenience, for
nonappropriation of funds, or because of the failure of CONTRACTOR to fulfill the
obligations herein.

For Convenience. COUNTY may terminate this Agreement in whole or in part upon
thirty (30) days written notice. During the thirty (30) day period, CONTRACTOR
shall, as directed by COUNTY, wind down and cease its services as quickly and
efficiently as reasonably possible, without performing unnecessary services or
activities and by minimizing negative effects on COUNTY from such winding down
and cessation of services.

For Nonappropriation of Funds. Notwithstanding any other provision of this
Agreement, in the event that no funds or insufficient funds are appropriated or
budgeted by federal, state or COUNTY governments, or funds are not otherwise
available for payments in the fiscal year(s) covered by the term of thisAgreement,
then COUNTY will notify CONTRACTOR of such occurrence and COUNTY may
terminate or suspend this Agreement in whole or in part, with or without a prior
notice period. Subsequent to termination of this Agreement under this provision,
COUNTY shall have no obligation to make payments with regard to the remainder
of theterm.

For Cause. Should CONTRACTOR materially default in the performance of this
Agreement or materially breach any of its provisions, COUNTY may, at COUNTY's
sole option, terminate or suspend this Agreement in whole or in part by written
notice. Upon receipt of notice, CONTRACTOR shall immediately discontinue all
services affected {unless the notice directs otherwise) and notify COUNTY as to
the status of its performance. The date of termination shall be the date the
notice is received by CONTRACTOR, unless the notice directs otherwise.

By CONTRACTOR. Should COUNTY fail to pay CONTRACTOR all or any part of the

payment set forth in EXHIBIT B, CONTRACTOR may, at CONTRACTOR's option terminate

this Agreement if such failure is not remedied by COUNTY within thirty (30) days of
written notice to COUNTY of such late payment.

Upon termination, CONTRACTOR shall, upon written notice, deliver to COUNTY all data,
estimates, graphs, summaries, reports, and all other property, records, documents or
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papers as may have been accumulated or produced by CONTRACTOR in performing this
Agreement, whether completed or in process, except such items as COUNTY may, by
written permission, permit CONTRACTOR to retain. Notwithstanding any other payment
provision of this Agreement, COUNTY shall pay CONTRACTOR for satisfactory services
performed to the date of termination to include a prorated amount of compensation
due hereunder less payments, if any, previously made. In no event shall CONTRACTOR
be paid an amount in excess of the full price under this Agreement nor for profit on
unperformed portions of service. CONTRACTOR shall furnish to COUNTY such financial
information as in the judgment of COUNTY is necessary to determine the reasonable
value of the services rendered by CONTRACTOR. In the event of a dispute as to the
reasonable value of the services rendered by CONTRACTOR, the decision of COUNTY
shall be final. The foregoing is cumulative and shall not affect any right or remedy which
COUNTY may have in law or equity.

21. SECTION HEADINGS

The headings of the several sections, and any Table of Contents appended hereto, shall be
solely for convenience of reference and shall not affect the meaning, construction or effect hereof.

22. SEVERABILITY

If any one or more of the provisions contained herein shali for any reason be held to be
invalid, illegal or unenforceable in any respect, then such provision or provisions shall be deemed
severable from the remaining provisions hereof, and such invalidity, illegality or unenforceability shall
not affect any other provision hereof, and this Agreement shall be construed as if such invalid, illegal
or unenforceable provision had never been contained herein.

23. REMEDIES NOTEXCLUSIVE

No remedy herein conferred upon or reserved to COUNTY is intended to be exclusive of any
other remedy or remedies, and each and every such remedy, to the extent permitted by law, shall be
cumulative and in addition to any other remedy given hereunder or now or hereafter existing at law
or in equity or otherwise.

24. TIMEIS OF THE ESSENCE

Time is of the essence in this Agreement and each covenant and term is a condition herein.

25. NO WAIVER OF DEFAULT

No delay or omission of COUNTY to exercise any right or power arising upon the occurrence
of any event of default shall impair any such right or power or shall be construed to be a waiver of any
such default or an acquiescence therein; and every power and remedy given by this Agreement to
COUNTY shall be exercised from time to time and as often as may be deemed expedient in the sole
discretion of COUNTY.

26. ENTIRE AGREEMENT AND AMENDMENT

In conjunction with the matters considered herein, this Agreement contains the entire
understanding and agreement of the parties and there have been no promises, representations,
agreements, warranties or undertakings by any of the parties, either oral or written, of any character
or nature hereafter binding except as set forth herein. This Agreement may be altered, amended or
modified only by an instrument in writing, executed by the parties to this Agreement and by no other
means. Each party waives their future right to claim, contest or assert that this Agreement was
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modified, canceled, superseded, or changed by any oral agreements, course of conduct, waiver or
estoppel.

27. SUCCESSORS AND ASSIGNS

All representations, covenants and warranties set forth in this Agreement, by or on behalf of,
or for the benefit of any or all of the parties hereto, shall be binding upon and inure to the benefit of
such party, its successors and assigns.

28. COMPLIANCE WITH LAW

CONTRACTOR shall, at its sole cost and expense, comply with all County, State and Federal
ordinances; statutes; regulations; orders including, but not limited to, executive orders, court orders,
and health officer orders; guidance; and letters inciuding, but not limited to, those issued by the
California Department of Public Health now in force or which may hereafter be in force with regardto
this Agreement. The judgment of any court of competent jurisdiction, or the admission of
CONTRACTOR in any action or proceeding against CONTRACTOR, whether COUNTY is a party thereto
or not, that CONTRACTOR has violated any such ordinance or statute, shali be conclusive of that fact
as between CONTRACTOR and COUNTY.

29. CALIFORNIA LAWANDIURISDICTION

This Agreement shall be governed by the laws of the State of California. Any litigation
regarding this Agreement or its contents shall be filed in the County of Santa Barbara, if in state court,
or in the federal district court nearest to Santa Barbara County, if in federalcourt.

30. EXECUTION OF COUNTERPARTS

This Agreement may be executed in any number of counterparts and each of such
counterparts shall for all purposes be deemed to be an original; and all such counterparts, or as many
of them as the parties shall preserve undestroyed, shall together constitute one and the same
instrument.

31. AUTHORITY

All signatories and parties to this Agreement warrant and represent that they have the power
and authority to enter into this Agreement in the names, titles and capacities herein stated and on
behalf of any entities, persons, or firms represented or purported to be represented by such
entity(ies), person(s), or firm(s) and that all formal requirements necessary or required by any state
and/or federallaw in order to enter into this Agreement have been fully complied with. Furthermore,
by entering into this Agreement, CONTRACTOR hereby warrants that it shall not have breached the
terms or conditions of any other contract or agreement to which CONTRACTOR is obligated, which
breach would have a material effect hereon.

32. SURVIVAL

All provisions of this Agreement which by their nature are intended to survive the
termination or expiration of this Agreement shall survive such termination or expiration.

33. PRECEDENCE

In the event of conflict between the provisions contained in the numbered sections of this
Agreement and the provisions contained in the Exhibits, the provisions of the Exhibits shall prevail over
those in the numbered sections.
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Agreement for Services of Independent Contractor between the County of Santa Barbara and CDW

Government LLC.

IN WITNESS WHEREOF, the parties have executed this Agreement to be effective on the date executed

by COUNTY.

ATTEST:

Mona Miyasato
County Executive Officer
Clerk of the Board

oDhill Mo Cugne-

Deputy Clerk

RECOMMENDED FOR APPROVAL.:

Kirk Lagerquist
General Services Department

[DocuSigned by:
By 1qA:nm::;r':

Department Head

APPROVED AS TO FORM:
Rachel Van Mullem
County Counsel

DocuSigned by:

Lawrun Nidoman

REABANKRZ2CRAAER

Deputy County Counsel

APPROVED AS TO FORM:

Greg Milligan, ARM
Risk Management

DocuSigned by:

SMNAHML Franus

nnnnnnnnnnnn

RlSk Management

COUNTY OF SANTA BARBARA:

il

By:

Chair, Board of Supenﬁsors

Date: (o-—(g - Z. 3

CONTRACTOR:
CDW Government LLC

Authorized Representative

Name: Dario Bertocchi

Title: VP Contracting Operations

APPROVED AS TO ACCOUNTING FORM:

Betsy M. Schaffer, CPA
Auditor-Controller

DocuSigned by:

Kbt cuss [V

B : B37Q7E440,

Deputy
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EXHIBIT A
STATEMENT OF WORK

SUMMARY. CONTRACTOR shall cause Palo Alto Networks to provide to County the
professional services and deliverables, including hardware, specified in Exhibits A-1 and A-2,
below.
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PEGILE
3"5"%‘% Hardwarg Seftware

EXHIBIT A-1
(Hardware)

Services

1T Solutiens

Brands

Thank you for cheosing COW, We have received your guote.

Ressarch Hub

Review and Complete Purchase

GIN BUTTERFIELD,

Thard you for considering CDWeS for your technology needs. The details of your guote are below. If
wou are an eProcurement or single sign on customer, pleass log nte your system to access

the CDW site. You can search for your guote to retrieve and transfer back into your system for

processing.

For all other customers, cick below to convert your guole 1o an order.

QUDTE & GUDTE DAYE QUDTE REPERENLE TUSTOMER 4 GRAND TV,
HETHIEL TP/ I0I3 PALO 5 YEAR 1133138585 $3,177,080.38
| GUOTE GETAILS

fyea ] foiad 23 PR pite EET PRI
g EE SRty L83 & FIE 326, 250.00 $137,030.90
Y. Parnd s PAH-PA-5E10-AC
Conract: Standard Rfricing
¥ ¥ & 31w $95,000.43 $380,000.00
Wby, Partd . PAH-PA-53 11-SND-CORERUC- Sy
Bearon derdiuton - MO BEDIA
Convad: Sanderd Rricing

5 dd 4 7319454 $55,530.90 $T22,099.90
M. PTE | PANSVC-PREMUSG-S 41 0-5 YR
Enarronic deinbuthon - O BEDILS
Canwast: endard Frvong
& &8 2T 4 Jazou2% 31,200.00 $3,850.99
Bify. Sort# PAN-CEESOGHAGE-SRA
HEPSC: S3R01553
Conwad: Sanderd Pricng
Pyl A e Pafvass ba o B8 g 250450 915,00 37, a0
My Partd | P AB-SED-PLUSA SR
UNEPSCD 43201563
Conrac: Sendard Pricing

& 418 $510.00 32,440.80

¥, PatE PAH-SFPLG
UMEPSL 43201553
Conwad: Sandsed Rricemg
ey e apde o S0 & ZHEITS $5.885.00 $19,540.00

My, Partd PA-CBEP-LO5 8458 <A

EXHIBIT A-2
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(Palo Alto Networks Professional Services)

PEOMLE

’ WE’?}% Hardware Scofoware

Thank you for choosing COW. We have recelved your guote.

Services 1T Solutlens Brands

Research Mub

Review and Complete Purchase

ANDRE MONDSTORI,

Thank you for considering (DWeG for your technology needs. The detalls of your quote are below. If
you are an eProcurement or sinale sign on customer, please log into your svstem to acosss

the CDW site. You can search for your guote to retriess and transfer back into your systern for

processing.

For ail other customers, dick balow to convart your guote o an order.

QUOTE # QUODTE DATE | puoTE pErsRENCE CUSTOMER 2 CRARE TOTAL
NIVEaEL 5/312/2023 ‘ PALD IRRECT SERVICES 11313858 $312,04208
| quoTe DETAILS :
fo ‘ &1y oo U pRICE ERT PRICE
¥a s k3 A 35194 H3183343 $0.93 3312,042.05
3. Parts | P TOMGLAT
SUSTOTAL $312,042.96
EHIP PG 30,03
SALES TAX $0.09
GRAND TOTAL FILZALT. 06
| PURCHASER BILLING THFD nELVERTO
Bliting Addrens: Bhipping Addrass:
COUNTY OF SANTA SARBARA COUMTY OF SANTA BARRARA
GEMERLAL SERVICES GENIRAL SERVICES

105 £ RUAP B BT AM 20K

SRHTA BARERRA, TA 93101506

Fhono (805) S54-2827

Paymant Terms: et 30 Days-Govt Saveviony

105 & ANsPAI 5T B3 304

SANTA BAHGARA, O TF 101 5085

Phona: (505 ) $68-2827

Shipping Method: SLECTIONIC DISTRIBITION

Phomas rarrdt paymonds 200

COW Governman

735 Aemitanae Drve
Suge 1515

Chimgs, 1L GUSTE-1515

@ Sales Cantact Info

‘ Chris Anderson | (B77) 570-2643 | -
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EXHIBIT A-3
STATEMENT OF WORK

(CONTRACTOR Statement of Work for Palo Alto Networks Professional Services)

1. Project Information and Project Scope

1.1. Information
CONTRACTOR shall cause Palo Alto Networks to perform the foliowing services for the design, conversion
of security policies, policy elements and NAT policies, if applicable, for the firewalls and other security
platforms in the Customer’s Legacy Network as listed in the following table.

Qty Legacy | Consolidate From Rule NAT
Vendor
2 (HA  [CheckPoint No 7 Approx. 1670 Approx. 770 4
clusters)
1 CheckPoint No No 195 80 1
2 (HA) {CheckPoint No No 390 440 0

Quantity/Description

Target Component
Content/URL Filtering Migration

Legacy URL Filtering Vendor Checkpoint
Performs User Authentication to be replicated Yes
Performs SSL Decryption to be replicated No

The Target Network is a Palo Alto Networks platform running a mutually agreed upon generally available
{GA) version of PAN-OS and consisting of the elements in the following table.

Cutover Events

Qty Target Consolidate To
~ Platform - o
2 (1HA PA5410 Yes No 4 1670* 770*
pair) South
2 (1 HA PA5410 Yes No 3 1670* 770*
pair) North
1 PA440 No No 0 195 80
(standalone
)
4 {2 HA PA1420 Yes No 0 390 440
pair)

Remote cutover events

arget Component

Cutover Durations (weekends)

Q ‘uantity/ Description
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Qty Target HA Consolidate To | # VSYS | Rule NAT | VPN
Platform ‘ ‘
2 (1 HA PA5410 Yes No 4 1670* 770%* 4
pair} South
2 (1HA PA5410 Yes No 3 1670* 770%* 0
pair) North
1 PA440 No No 0 195 80 1
(standalone
)
4{2 HA PA1420 Yes No 0 390 440 0
pair)
2 VM Yes
User-iD
IP Mapping
User-ID Source #1 Microsoft AD
(co.SBCGov.net)
User-1D Source #2 Microsoft AD
(SBCSheriff.org)
Number of NGFW:s to redistribute IP Mapping 8 (7 VSYS PA5410 and 1
PA440)

Group Mapping

Number of NGFWs to consume Group Mapping

3

Number of Policies for Enforcement

See Rule Count

*The total number of rules will be migrated to the destination hosts (VSYS) per the current checkpoint virtual

machines current rule count.

1.2 Project Scope

The Services are limited to the Deliverables described in this SOW, as applied to the elements listed in the
Information section. Any design, configuration, or migratjon of elements in the Legacy or Target Network

other than those listed will require a separate SOW.

Project Scope

The Project Scope shown below represents the in-scope project deliverables, with dependencies, and
agreed upon on-site/remote support.

1 Management Remote
2a NGFW Deployment - HA PA5410 North Panorama Remote
2b NGFW Deployment - HA PA5410 South Panorama Remote
2c NGFW Deployment - PA440 Panorama Remote
2d NGFW Deployment - PA1420's Panorama Remote
3 User-1D {IP Mapping) Panorama Remote
4 40hrs of Flexible Time Remote
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EXHIBIT B
PAYMENT ARRANGEMENTS

Periodic Compensation at Selected
Milestones

For CONTRACTOR services to be rendered and deliverables to
be delivered under this Agreement, CONTRACTOR shall be paid a
total contract amount, including cost reimbursements, not to exceed
$1,489,122.44.

A Payment for services, hardware, equipment, and /or reimbursement of costs
shall be made upon CONTRACTOR’s satisfactory performance, based upon
the scope and methodology contained in EXHIBITS A, A-1, and A-2, as
determined by COUNTY.

B Upon completion of the work for each milestone and/or delivery to COUNTY
of item(s) specified below, CONTRACTOR shall submit to the COUNTY
DESIGNATED REPRESENTATIVE an invoice or certified claim on the County
Treasury for the service performed and hardware and other deliverables
delivered in accomplishing each milestone. These invoices or certified claims
must cite the assigned Board Contract Number and specify the services
performed and the hardware delivered. COUNTY DESIGNATED
REPRESENTATIVE shall evaluate the quality of the service performed and/or
item(s) delivered and if found to be satisfactory shall initiate payment
processing. COUNTY shall pay invoices or claims for satisfactory work within
30 days of receipt of correct and complete invoices or claims from

CONTRACTOR.
Estimated ; . ‘ ; ; ‘ ‘ . Maximum Amount
Hours of . . ; - Milestone Due Date _ Chargeable
Professional | Milestone Description ‘ ~
Services ‘ ‘ ‘ o .

Delivery by CONTRACTOR and receipt by County of] August 18, 2023
N/A all ltems specified in Exhibit A-1, above, in condition $1,177,105.38
satisfactory to County.

NGFW Deployment: (2a) HA PA5410 North (URL & October 20, 2023
300 content mapping); (2b) PA5410 South (URL & $104,014
content mapping); Management

NGFW Deployment: (2c) PA440; (2d) PA1420's; November 17, 2023
300 Management $104,014

User-ID (IP mapping & policy enforcement); 40 December 15, 2023 $104,014

300

hours of flexible time; Management
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The final milestone payment above shall not be made until all services have
been completed and item(s) as specified in EXHIBITS A, A-1, and A-2 have
been delivered and determined by County to be satisfactory.

¢ COUNTY’s failure to discover or object to any unsatisfactory work or billings
prior to payment will not constitute a waiver of COUNTY’s right to require
CONTRACTOR to correct such work or billings or seek any other legal
remedy.
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EXHIBIT C

Indemnification and Insurance Requirements
(For Information Technology Contracts)

INDEMNIFICATION

CONTRACTOR agrees to indemnify, defend (with counsel reasonably approved by
COUNTY) and hold harmless COUNTY and its officers, officials, employees, agents and volunteers
(collectively, “COUNTY Indemnitees”) from and against any and all third party claims, actions,
losses, damages, judgments and/or liabilities arising out of this Agreement suffered or incurred by
and County Indemnitees for any costs or expenses (inciuding but not limited to reasonable attorneys’
fees) awarded by a court of competent jurisdiction and incurred by any COUNTY Indemnitee on
account of any claim except where such indemnification is prohibited by law. CONTRACTOR’S
indemnification obligation does not apply to COUNTY'S sole negligence or wiliful misconduct.

LIMITATION OF LIABILITY

NEITHER PARTY WILL BE LIABLE FOR ANY INCIDENTAL, INDIRECT, SPECIAL,
PUNITIVE OR CONSEQUENTIAL DAMAGES. IN THE EVENT OF ANY LIABILITY INCURRED
BY A PARTY HEREUNDER, THE ENTIRE LIABILITY OF SUCH PARTY FOR DAMAGES FROM
ANY CAUSE WHATSOEVER WILL NOT EXCEED THREE TIMES (3X) THE DOLLAR AMOUNT
PAID BY COUNTY FOR THE SPECIFIC SERVICES GIVING RISE TO THE CLAIM. THE
FOREGOING LIMITATION UPON THE TYPES OF DAMAGES AND AMOUNTS OF LIABILITY
SHALL NOT APPLY TO CONTRACTOR’S INDEMNITY OR ANY INDEMNITY OBLIGATIONS
STATED IN THIS CONTRACT.

NOTIFICATION OF ACCIDENTS AND SURVIVAL OF INDEMNIFICATION PROVISIONS

CONTRACTOR shall notify COUNTY immediately in the event of any accident or injury
arising out of or in connection with this Agreement. The indemnification provisions in this Agreement
shall survive any expiration or termination of this Agreement.

INSURANCE

CONTRACTOR shall procure and maintain for the duration of this Agreement insurance
against claims for injuries to persons or damages to property which may arise from or in connection
with the performance of the work hereunder and the results of that work by the CONTRACTOR, its
agents, representatives, employees or subcontractors.

A. Minimum Scope of Insurance
Coverage shall be at least as broad as:

1. Commercial General Liability (CGL): Insurance Services Office (ISO) Form CG 00
01 covering CGL on an “occurrence” basis, including products-completed operations,
personal & advertising injury, with limits no less than $1,000,000 per occurrence and
$2,000,000 in the aggregate.

2. Automobile Liability: insurance Services Office Form Number CA 0001 covering,
Code 1 (any auto), or if CONTRACTOR has no owned autos, Code 8 (hired) and 9
(non-owned), with limit no less than $1,000,000 per accident for bodily injury and



DocuSign Envelope ID: 87DD9D9D-2A47-409F-ACC5-27A8876C7357

3.

property damage.

Workers’ Compensation:. Insurance as required by the State of California, with
Statutory Limits, and Employer's Liability Insurance with limit of no less than
$1,000,000 per accident for bodily injury or disease. (Not required if CONTRACTOR
provides written verification that it has no employees)

Professional Liability (Errors and Omissions) which includes Cyber Liability
insurance appropriate to the CONTRACTOR'S profession, with limit of no less than
$2,000,000 per occurrence or claim, $2,000,000 aggregate. Coverage shall be
sufficiently to respond to the duties and obligations as is undertaken by the
CONTRACTOR in this agreement and shall include, claims involving security breach,
system failure, data recovery, business interruption, cyber extortion, social
engineering, infringement of copyright, trademark, trade dress, invasion of privacy
violations, information theft, damage to or destruction of electronic information,
release of private information, and alteration of electronic information. The policy shall
provide coverage for breach response costs, regulatory fines and penalties as well as
credit monitoring expenses.

If the CONTRACTOR maintains higher limits than the minimums shown above, the
COUNTY requires and shall be entitled to coverage for the higher limits maintained by
the CONTRACTOR. Any available insurance proceeds in excess of the specified
minimum limits of insurance and coverage shall be available to the COUNTY.

B. Other Insurance Provisions
The insurance policies are to contain, or be endorsed to contain, the following provisions:

Additional Insured — COUNTY, its officers, officials, employees, agents and
volunteers are to be covered as additional insureds on the CGL policy with respect to
liability arising out of work or operations performed by or on behalf of the
CONTRACTOR including materials, parts, or equipment furnished in connection with
such work or operations. General liability coverage can be provided in the form ofan
endorsement to the CONTRACTOR'S insurance at least as broad as ISO Form CG
20 10 11 85 or if not available, through the addition of both CG 20 10 and CG 20 37
if a later edition is used).

Primary Coverage — For any claims related to this Agreement, the CONTRACTOR's
insurance coverage shall be primary insurance as respects the COUNTY, its officers,
officials, employees, agents and volunteers. Any insurance or self-insurance
maintained by the COUNTY, its officers, officials, employees, agents or volunteers
shall be excess of the CONTRACTOR’S insurance and shall not contribute with it.

Notice of Cancellation —CGL, Automobile, and Workers Compensation insurance
policies required above shall provide that coverage shall not be canceled, except with
notice to the COUNTY, in accordance with policy provisions.

Waiver of Subrogation Rights — CONTRACTOR hereby grants to COUNTY a
waiver of any right to subrogation which any insurer of said CONTRACTOR may
acquire against the COUNTY by virtue of the payment of any loss under such
insurance. CONTRACTOR agrees to obtain any endorsement that may be necessary
{o effect this waiver of subrogation, but this provision applies regardless of whether
or not the COUNTY has received a waiver of subrogation endorsement from the
insurer.

Deductibles and Self-Insured Retention — Any deductibles or self-insured retentions
must be declared to and approved by the COUNTY. The COUNTY may require the
CONTRACTOR to purchase coverage with a lower deductible or retention or provide
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proof of ability to pay losses and related investigations, claim administration, and
defense expenses within the retention.

6. Acceptability of Insurers — Unless otherwise approved by Risk Management,
insurance shall be written by insurers authorized to do business in the State of
California and with a minimum A.M. Best’s insurance Guide rating of “A- VII".

7. Verification of Coverage — CONTRACTOR shall furnish the COUNTY with proof of
insurance, original certificates and amendatory endorsements as required by this
Agreement. The proof of insurance, certificates and endorsements are to be received
and approved by the COUNTY before work commences. However, failure to obtain
the required documents prior to the work beginning shall not waive the
CONTRACTOR'S obligation to provide them. The CONTRACTOR shall furnish
evidence of renewal of coverage throughout the term of the Agreement.

8. Failure to Procure Coverage — In the event that any policy of insurance required
under this Agreement does not comply with the requirements, is not procured, or is
canceled and not replaced, COUNTY has the right but not the obligation or duty to
terminate the Agreement. Maintenance of required insurance coverage is a material
element of the Agreement and failure to maintain or renew such coverage or to
provide evidence of renewal may be treated by COUNTY as a material breach of
contract.

9. Subcontractors — CONTRACTOR shall require and verify that all subcontractors
maintain insurance meeting all the requirements stated herein, and CONTRACTOR
shall ensure that COUNTY is an additional insured on insurance required from
subcontractors.

10. Claims Made Policies — If any of the required policies provide coverage on a claims-
" made basis:

i. The Retroactive Date must be shown and must be before the date of the
contract or the beginning of contract work.

ii. Insurance must be maintained and evidence of insurance must be provided
for at least five (5) years after completion of contract work.

ii. If coverage is canceled or non-renewed, and not replaced with another
claims-made policy form with a Retroactive Date prior to the contract
effective date, the CONTRACTOR must purchase “extended reporting”
coverage for a minimum of five (5) years after completion of contractwork.

11. Special Risks or Circumstances — COUNTY reserves the right to request to modify
these requirements, including limits, based on the nature of the risk, prior experience,
insurer, coverage, or other special circumstances.

Any change requiring additional types of insurance coverage or higher coverage limitsmust
be made by amendment to this Agreement.

Any failure, actual or alleged, on the part of COUNTY to monitor or enforce compliance with
any of the insurance and indemnification requirements will not be deemed as a waiver of any rights
on the part of COUNTY.



