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STANDARD TERMS
AND CONDITIONS



AGREEMENT

FOR SERVICES OF INDEPENDENT CONTRACTOR

THIS AGREEMENT (hereafter Agreement) is made by and between the County of Santa
Barbara, a political subdivision of the State of California (hereafter County) and Aurora Las
Encinas, LLC, a California limited liability company, with an address at 2900 East Del Mar
Boulevard Pasadena, California, 91107 wherein Contractor agrees to provide and County agrees
to accept the services specified herein.

WHEREAS, Contractor represents that it is specially trained, skilled, experienced, and
competent to perform the special services required by County and County desires to retain the
services of Contractor pursuant to the terms, covenants, and conditions herein set forth;

NOW, THEREFORE, in consideration of the mutual covenants and conditions contained
herein, the parties agree as follows:

1. DESIGNATED REPRESENTATIVE.

Medical Director at phone number 805-681-5220 is the representative of County and will
administer this Agreement for and on behalf of County. Todd Smith at phone number
626-356-2653 is the authorized representative for Contractor. Changes in designated
representatives shall be made only after advance written notice to the other party.

2. NOTICES.

Any notice or consent required or permitted to be given under this Agreement shall be given to the
respective parties in writing, by personal delivery or facsimile, or with postage prepaid by first
class mail, registered or certified mail, or express courier service, as follows:

To County: Medical Director
Santa Barbara County
Department of Behavioral Wellness
300 N. San Antonio Road
Santa Barbara, CA 93110
FAX: 805-681-5262

To Contractor: Todd Smith , CEO
Aurora Las Encinas Hospital
2900 East Del Mar Boulevard
Pasadena, CA 91107
Phone: 626-356-2653

or at such other address or to such other person that the parties may from time to time designate in
accordance with this Notices section. If sent by first class mail, notices and consents under this
section shall be deemed to be received five (5) days following their deposit in the U.S. mail. This
Notices section shall not be construed as meaning that either party agrees to service of process
except as required by applicable law.
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3. SCOPE OF SERVICES.

Contractor agrees to provide services to County in accordance with EXHIBIT A attached hereto
and incorporated herein by reference.

4. TERM.

Contractor shall commence performance on 7/1/2019 and end performance upon completion, but
no later than 6/30/2022 unless otherwise directed by County or unless earlier terminated.

5. COMPENSATION OF CONTRACTOR.

In full consideration for Contractor’s services, Contractor shall be paid for performance under this
Agreement in accordance with the terms of EXHIBIT B attached hereto and incorporated herein

by reference.
6. INDEPENDENT CONTRACTOR.

It is mutually understood and agreed that Contractor (including any and all of its officers, agents,
and employees), shall perform all of its services under this Agreement as an independent
Contractor as to County and not as an officer, agent, servant, employee, joint venturer, partner, or
associate of County. Furthermore, County shall have no right to control, supervise, or direct the
manner or method by which Contractor shall perform its work and function. However, County
shall retain the right to administer this Agreement so as to verify that Contractor is performing its
obligations in accordance with the terms and conditions hereof. Contractor understands and
acknowledges that it shall not be entitled to any of the benefits of a County employee, including
but not limited to vacation, sick leave, administrative leave, health insurance, disability insurance,
retirement, unemployment insurance, workers’ compensation and protection of tenure. Contractor
shall be solely liable and responsible for providing to, or on behalf of, its employees all legally-
required employee benefits. In addition, Contractor shall be solely responsible and save County
harmless from all matters relating to payment of Contractor’s employees, including compliance
with Social Security withholding and all other regulations governing such matters. It is
acknowledged that during the term of this Agreement, Contractor may be providing services to
others unrelated to the County or to this Agreement.

7. STANDARD OF PERFORMANCE.

Contractor represents that it has the skills, expertise, and licenses/permits necessary to perform the
services required under this Agreement. Accordingly, Contractor shall perform all such services
in the manner and according to the standards observed by a competent practitioner of the same
profession in which Contractor is engaged. All products of whatsoever nature, which Contractor
delivers to County pursuant to this Agreement, shall be prepared in a first class and workmanlike
manner and shall conform to the standards of quality normally observed by a person practicing in
Contractor’s profession. Contractor shall correct or revise any errors or omissions, at County’s
request without additional compensation. Permits and/or licenses shall be obtained and maintained
by Contractor without additional compensation.
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8. DEBARMENT AND SUSPENSION.

Contractor certifies to County that it and its employees and principals are not debarred, suspended,
or otherwise excluded from or ineligible for, participation in federal, state, or county government
contracts, including but not limited to exclusion from participation from federal health care
programs under section 1128 or 1128A of the Social Security Act. Contractor certifies that it shall
not contract with a subcontractor that is so debarred or suspended.

9. TAXES.

Contractor shall pay all taxes, levies, duties, and assessments of every nature due in connection
with any work under this Agreement and shall make any and all payroll deductions required by
law. County shall not be responsible for paying any taxes on Contractor’s behalf, and should
County be required to do so by state, federal, or local taxing agencies, Contractor agrees to
promptly reimburse County for the full value of such paid taxes plus interest and penalty, if any.
These taxes shall include, but not be limited to, the following: FICA (Social Security),
unemployment insurance contributions, income tax, disability insurance, and workers’
compensation insurance.

10.  CONFLICT OF INTEREST.

Contractor covenants that Contractor presently has no employment or interest and shall not acquire
any employment or interest, direct or indirect, including any interest in any business, property, or
source of income, which would conflict in any manner or degree with the performance of services
required to be performed under this Agreement. Contractor further covenants that in the
performance of this Agreement, no person having any such interest shall be employed by
Contractor. Contractor must promptly disclose to the County, in writing, any potential conflict of
interest. County retains the right to waive a conflict of interest disclosed by Contractor if County
determines it to be immaterial, and such waiver is only effective if provided by County to
Contractor in writing. Contractor acknowledges that state laws on conflict of interest, found in the
Political Reform Act, Public Contract Code Section 10365.5, and Government Code Section 1090,

apply to this Agreement.
11.  OWNERSHIP OF DOCUMENTS AND INTELLECTUAL PROPERTY.

County shall be the owner of the following items incidental to this Agreement upon production,
whether or not completed: all data collected, all documents of any type whatsoever, all photos,
designs, sound or audiovisual recordings, software code, inventions, technologies, and other
materials, and any material necessary for the practical use of such items, from the time of collection
and/or production whether or not performance under this Agreement is completed or terminated
prior to completion. Contractor shall not release any of such items to other parties except after
prior written approval of County. Contractor shall be the legal owner and Custodian of Records
for all County client files generated pursuant to this Agreement, and shall comply with all Federal
and State confidentiality laws, including Welfare and Institutions Code (WIC) § 5328; 42 United
States Code (U.S.C.) § 290dd-2; and 45 CFR, Parts 160 — 164 setting forth the Health Insurance
Portability and Accountability Act of 1996 (HIPAA). Contractor shall inform all of its officers,
employees, and agents of the confidentiality provision of said laws. Contractor further agrees to
provide County with copies of all County client file documents resulting from this Agreement
without requiring any further written release of information. Within HIPAA guidelines, County
shall have the unrestricted authority to publish, disclose, distribute, and/or otherwise use in whole
or in part, any reports, data, documents or other materials prepared under this Agreement.
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Unless otherwise specified in Exhibit A, Contractor hereby assigns to County all copyright, patent,
and other intellectual property and proprietary rights to all data, documents, reports, photos,
designs, sound or audiovisual recordings, software code, inventions, technologies, and other
materials prepared or provided by Contractor pursuant to this Agreement (collectively referred to
as “Copyrightable Works and Inventions™). County shall have the unrestricted authority to copy,
adapt, perform, display, publish, disclose, distribute, create derivative works from, and otherwise
use in whole or in part, any Copyrightable Works and Inventions. Contractor agrees to take such
actions and execute and deliver such documents as may be needed to validate, protect and confirm
the rights and assignments provided hereunder. Contractor warrants that any Copyrightable Works
and Inventions and other items provided under this Agreement will not infringe upon any
intellectual property or proprietary rights of any third party. Contractor at its own expense shall
defend, indemnify, and hold harmless County against any claim that any Copyrightable Works or
Inventions or other items provided by Contractor hereunder infringe upon intellectual or other
proprietary rights of a third party, and Contractor shall pay any damages, costs, settlement
amounts, and fees (including attorneys’ fees) that may be incurred by County in connection with
any such claims. This Ownership of Documents and Intellectual Property provision shall survive
expiration or termination of this Agreement.

12. NO PUBLICITY OR ENDORSEMENT.

Contractor shall not use County’s name or logo or any variation of such name or logo in any
publicity, advertising or promotional materials. Contractor shall not use County’s name or logo in
any manner that would give the appearance that the County is endorsing Contractor. Contractor
shall not in any way contract on behalf of or in the name of County. Contractor shall not release
any informational pamphlets, notices, press releases, research reports, or similar public notices
concerning the County or its projects, without obtaining the prior written approval of County.

13.  COUNTY PROPERTY AND INFORMATION.

All of County’s property, documents, and information provided for Contractor’s use in connection
with the services shall remain County’s property, and Contractor shall return any such items
whenever requested by County and whenever required according to the Termination section of this
Agreement. Contractor may use such items only in connection with providing the services.
Contractor shall not disseminate any County property, documents, or information without
County’s prior written consent.

14. RECORDS, AUDIT, AND REVIEW.

A. Contractor shall make available for inspection, copying, evaluation, or audit, all of its
premises; physical facilities, or such parts thereof as may be engaged in the
performance of the Agreement; equipment; books; records, including but not limited
to beneficiary records; prescription files; documents, working papers, reports, or other
evidence; contracts; financial records and documents of account, computers; and other
electronic devices, pertaining to any aspect of services and activities performed, or
determination of amounts payable, under this Agreement (hereinafter referred to as
“Records™), at any time by County, DHCS, CMS, Department of General Services,
Bureau of State Audits, HHS Inspector General, U.S. Comptroller General, or other
authorized federal or state agencies, or their designees (“Authorized Representative™)
(hereinafter referred to as “Audit™).
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B. Any such Audit shall occur at the Contractor’s place of business, premises, or physical
facilities during normal business hours, and to allow interviews of any employees who
might reasonably have information related to such Records. Contractor shall maintain
Records in accordance with the general standards applicable to such book or record
keeping and shall follow accounting practices and procedures sufficient to evaluate the
quality and quantity of services, accessibility and appropriateness of services, to ensure
fiscal accountability, and to properly reflect all direct and indirect costs of whatever
nature claimed to have been incurred in the performance of this Agreement, including
any matching costs and expenses. All records must be capable of verification by
qualified auditors.

C. This Audit right will exist for 10 years from: the close of the State fiscal year in which
the Agreement was in effect or if any litigation, claim, negotiation, Audit, or other
action involving the Records has been started before the expiration of the 10-year
period, the Records shall be retained until completion of the action and resolution of
all issues which arise from it, or until the end of the regular 10-year period, whichever
is later.

D. Contractor shall retain all records and documents originated or prepared pursuant to
Contractor’s or subcontractor’s performance under this Agreement, including
beneficiary grievance and appeal records identified in 42 CFR § 438.416 and the data,
information and documentation specified in 42 Code of Federal Regulations parts
438.604, 438.606, 438.608, and 438.610 for the 10-year period as determined in
Paragraph 14.C.

E. If this Agreement is completely or partially terminated, the Records, relating to the
work terminated shall be preserved and made available for the 10-year period as
determined in Paragraph 14.C.

F. Contractor shall ensure that each of its sites keep a record of the beneficiaries being
treated at each site. Contractor shall keep and maintain records for each service
rendered, to whom it was rendered, and the date of service, pursuant to Welfare &
Institutions Code Section 14124.1 and 42 CFR 438.3(h) and 438.3(u). Contractor shall
retain such records for the 10-year period as determined in Paragraph 14.C.

G. Contractor may, at its discretion, following receipt of final payment under this
Agreement, reduce its accounts, books and records related to this Agreement to
microfilm, computer disk, CD ROM, DVD, or other data storage medium. Upon
request by an Authorized Representative to inspect, audit or obtain copies of said
records, the Contractor must supply or make available applicable devices, hardware,
and/or software necessary to view, copy and/or print said records. Applicable devices
may include, but are not limited to, microfilm readers and microfilm printers, etc.

H. The Authorized Representatives may Audit Contractor at any time if there is a
reasonable possibility of fraud or similar risk.

I. Contractor agrees to include a similar right to Authorized Representatives to audit
records and interview staff in any subcontract related to performance of this

Agreement.

J. If federal, state or County audit exceptions are made relating to this Agreement,
Contractor shall reimburse all costs incurred by federal, state, and/or County
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governments associated with defending against the audit exceptions or performing any
audits or follow-up audits, including but not limited to: audit fees, court costs,
attorneys’ fees based upon a reasonable hourly amount for attorneys in the community,
travel costs, penalty assessments and all other costs of whatever nature. Immediately
upon notification from County, Contractor shall reimburse the amount of the audit
exceptions and any other related costs directly to County as specified by County in the
notification. The provisions of the Records, Audit, and Review section shall survive
any expiration or termination of this Agreement.

15. INDEMNIFICATION AND INSURANCE.

Contractor agrees to the indemnification and insurance provisions as set forth in EXHIBIT C —
Standard Indemnification and Insurance Provisions attached hereto and incorporated herein by
reference.

16. NONDISCRIMINATION.

County hereby notifies Contractor that County’s Unlawful Discrimination Ordinance (Article XIII
of Chapter 2 of the Santa Barbara County Code) applies to this Agreement and is incorporated
herein by this reference with the same force and effect as if the ordinance were specifically set out
herein and Contractor agrees to comply with said ordinance. Contractor shall also comply with the
nondiscrimination provisions set forth in EXHIBIT A MHS — General Provisions to this

Agreement.
17. NONEXCLUSIVE AGREEMENT.

Contractor understands that this is not an exclusive Agreement and that County shall have the right
to negotiate with and enter into contracts with others providing the same or similar services as
those provided by Contractor as the County desires.

18. NON-ASSIGNMENT.

Contractor shall not assign, transfer or subcontract this Agreement or any of its rights or obligations
under this Agreement without the prior written consent of County and any attempt to so assign,
subcontract or transfer without such consent shall be void and without legal effect and shall
constitute grounds for termination.

19. TERMINATION.

A. By County. County may, by written notice to Contractor, terminate this Agreement in
whole or in part at any time, whether for County’s convenience, for nonappropriation
of funds, or because of the failure of Contractor to fulfill the obligations herein.

1. For Convenience. County may terminate this Agreement in whole or in part upon
thirty (30) days written notice. During the thirty (30) day period, Contractor shall,
as directed by County, wind down and cease its services as quickly and efficiently
as reasonably possible, without performing unnecessary services or activities and
by minimizing negative effects on County from such winding down and cessation
of services.

2. For Nonappropriation of Funds.

i.  The parties acknowledge and agree that this Agreement is dependent upon the
availability of County, State, and/or federal funding. If funding to make
payments in accordance with the provisions of this Agreement is not
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forthcoming from the County, State and/or federal governments for the
Agreement, or is not allocated or allotted to County by the County, State
and/or federal governments for this Agreement for periodic payment in the
current or any future fiscal period, then the obligations of County to make
payments after the effective date of such non-allocation or non-funding, as
provided in the notice, will cease and terminate.

ii.  Aspermitted by applicable State and Federal laws regarding funding sources,
if funding to make payments in accordance with the provisions of this
Agreement is delayed or is reduced from the County, State, and/or federal
governments for the Agreement, or is not allocated or allotted in full to
County by the County, State, and/or federal governments for this Agreement
for periodic payment in the current or any future fiscal period, then the
obligations of County to make payments will be delayed or be reduced
accordingly or County shall have the right to terminate the Agreement. If such
funding is reduced, County in its sole discretion shall determine which aspects
of the Agreement shall proceed and which Services shall be performed. In
these situations, County will pay Contractor for Services and Deliverables and
certain of its costs. Any obligation to pay by County will not extend beyond
the end of County’s then-current funding period.

iii. Contractor expressly agrees that no penalty or damages shall be applied to, or
shall accrue to, County in the event that the necessary funding to pay under
the terms of this Agreement is not available, not allocated, not allotted,
delayed or reduced.

3. For Cause. Should Contractor default in the performance of this Agreement or
materially breach any of its provisions, County may, at County’s sole option,
terminate or suspend this Agreement in whole or in part by written notice. Upon
receipt of notice, Contractor shall immediately discontinue all services affected
(unless the notice directs otherwise) and notify County as to the status of its
performance. The date of termination shall be the date the notice is received by
Contractor, unless the notice directs otherwise.

B. By Contractor. Should County fail to pay Contractor all or any part of the payment
set forth in EXHIBIT B, Contractor may, at Contractor’s option, terminate this
Agreement if such failure is not remedied by County within thirty (30) days of written
notice to County of such late payment. Contractor may terminate the Agreement “for
convenience” by providing thirty (30) days’ written notice to County. During the thirty
(30) day period, Contractor shall, as directed by County, wind down and cease its
services as quickly and efficiently as reasonably possible, without performing
unnecessary services or activities and by minimizing negative effects on County from
such winding down and cessation of services.

C. Upon Termination. Contractor shall deliver to County all data, estimates, graphs,
summaries, reports, and all other property, records, documents or papers as may have
been accumulated or produced by Contractor in performing this Agreement, whether
completed or in process, except such items as County may, by written permission,
permit Contractor to retain. Notwithstanding any other payment provision of this
Agreement, County shall pay Contractor for satisfactory services performed to the date
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of termination to include a prorated amount of compensation due hereunder less
payments, if any, previously made. In no event shall Contractor be paid an amount in
excess of the full price under this Agreement nor for profit on unperformed portions of
service. Contractor shall furnish to County such financial information as in the
judgment of County is necessary to determine the reasonable value of the services
rendered by Contractor. In the event of a dispute as to the reasonable value of the
services rendered by Contractor, the decision of County shall be final. The foregoing
is cumulative and shall not affect any right or remedy which County may have in law
or equity.

D. Obligations Following Termination. Notwithstanding the above, upon request of the
County or in accordance with applicable state law, Contractor shall continue to provide
medically necessary covered services to County beneficiaries who are receiving
services from Contractor as of the date of notice of termination of this Agreement for
a period not to exceed ninety (90) days in order that the County beneficiary can be
safely discharged or transferred to another facility. Contractor will accept payment
made pursuant to Exhibit B at the rate provided in Exhibit B-1, as payment in full, for
Covered Services rendered during this time period and in accordance with this Section.

20. SECTION HEADINGS.

The headings of the several sections, and any Table of Contents appended hereto, shall be solely
for convenience of reference and shall not affect the meaning, construction or effect hereof.

21. SEVERABILITY.

If any one or more of the provisions contained herein shall for any reason be held to be invalid,
illegal or unenforceable in any respect, then such provision or provisions shall be deemed severable
from the remaining provisions hereof, and such invalidity, illegality or unenforceability shall not
affect any other provision hereof, and this Agreement shall be construed as if such invalid, illegal
or unenforceable provision had never been contained herein.

22. REMEDIES NOT EXCLUSIVE.

No remedy herein conferred upon or reserved to County is intended to be exclusive of any other
remedy or remedies, and each and every such remedy, to the extent permitted by law, shall be
cumulative and in addition to any other remedy given hereunder or now or hereafter existing at
law or in equity or otherwise.

23. TIME IS OF THE ESSENCE.

Time is of the essence in this Agreement and each covenant and term is a condition herein.

24. NO WAIVER OF DEFAULT.

No delay or omission of County to exercise any right or power arising upon the occurrence of any
event of default shall impair any such right or power or shall be construed to be a waiver of any
such default or an acquiescence therein; and every power and remedy given by this Agreement to
County shall be exercised from time to time and as often as may be deemed expedient in the sole

discretion of County.
25. ENTIRE AGREEMENT AND AMENDMENT.

In conjunction with the matters considered herein, this Agreement contains the entire
understanding and agreement of the parties and there have been no promises, representations,
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agreements, warranties or undertakings by any of the parties, either oral or written, of any character
or nature hereafter binding except as set forth herein. This Agreement may be altered, amended or
modified only by an instrument in writing, executed by the parties to this Agreement and by no
other means. Each party waives their future right to claim, contest or assert that this Agreement
was modified, canceled, superseded, or changed by any oral agreements, course of conduct, waiver
or estoppel. Requests for changes to the terms and conditions of this agreement after April 1 of the
Fiscal Year for which the change would be applicable shall not be considered. All requests for
changes shall be in writing. Changes shall be made by an amendment pursuant to this Section. Any
amendments or modifications that do not materially change the terms of this Agreement (such as
changes to the Designated Representative or Contractor’s address for purposes of Notice) may be
approved by the Director of the Department of Behavioral Wellness. The Board of Supervisors of
the County of Santa Barbara must approve all other amendments and modifications.

26. SUCCESSORS AND ASSIGNS.

All representations, covenants and warranties set forth in this Agreement, by or on behalf of, or
for the benefit of any or all of the parties hereto, shall be binding upon and inure to the benefit of
such party, its successors and assigns.

27. COMPLIANCE WITH LAW.

Contractor shall, at its sole cost and expense, comply with all County, State and Federal ordinances
and statutes now in force or which may hereafter be in force with regard to this Agreement. The
judgment of any court of competent jurisdiction, or the admission of Contractor in any action or
proceeding against Contractor, whether County is a party thereto or not, that Contractor has
violated any such ordinance or statute, shall be conclusive of that fact as between Contractor and

County.
28. CALIFORNIA LAW AND JURISDICTION.

This Agreement shall be governed by the laws of the State of California. Any litigation regarding
this Agreement or its contents shall be filed in the County of Santa Barbara, if in state court, or in
the federal district court nearest to Santa Barbara County, if in federal court.

29. EXECUTION OF COUNTERPARTS.

This Agreement may be executed in any number of counterparts and each of such counterparts
shall for all purposes be deemed to be an original; and all such counterparts, or as many of them
as the parties shall preserve undestroyed, shall together constitute one and the same instrument.

30. AUTHORITY.

All signatories and parties to this Agreement warrant and represent that they have the power and
authority to enter into this Agreement in the names, titles and capacities herein stated and on behalf
of any entities, persons, or firms represented or purported to be represented by such entity(s),
person(s), or firm(s) and that all formal requirements necessary or required by any state and/or
federal law in order to enter into this Agreement have been fully complied with. Furthermore, by
entering into this Agreement, Contractor hereby warrants that it shall not have breached the terms
or conditions of any other contract or agreement to which Contractor is obligated, which breach

would have a material effect hereon.
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31. SURVIVAL.

All provisions of this Agreement which by their nature are intended to survive the termination or
expiration of this Agreement shall survive such termination or expiration.

32. PRECEDENCE.

In the event of conflict between the provisions contained in the numbered sections of this
Agreement and the provisions contained in the Exhibits, the provisions of the Exhibits shall prevail
over those in the numbered sections.

33. COMPLIANCE WITH HIPAA.

Contractor is expected to adhere to Health Insurance Portability and Accountability Act (HIPAA)
regulations and to develop and maintain comprehensive patient confidentiality policies and
procedures, provide annual training of all staff regarding those policies and procedures, and
demonstrate reasonable effort to secure written and/or electronic data. The parties should anticipate
that this Agreement will be modified as necessary for full compliance with HIPAA.

34. COURT APPEARANCES.

Upon request, Contractor shall cooperate with County in making available necessary witnesses for
court hearings and trials, including Contractor’s staff that have provided treatment to a client
referred by County who is the subject of a court proceeding. County shall issue subpoenas for the
required witnesses upon request of Contractor.

35. MANDATORY DISCLOSURE.
A. Prohibited Affiliations.

1. Contractor shall not knowingly have any prohibited types of relationships with the
following:

i.  Anindividual or entity that is debarred, suspended, or otherwise excluded from
participating in procurement activities under the Federal Acquisition Regulation
or from participating in nonprocurement activities under regulations issued
under Executive Order No. 12549 or under guidelines implementing Executive
Order No. 12549. (42 C.F.R. § 438.610(a)(1).)

ii.  Anindividual or entity who is an affiliate, as defined in the Federal Acquisition
Regulation at 48 CFR 2.101 of a person described in this section. (42 C.E.R.
§ 438.610(a)(2).)

2. The Contractor and its subcontractors shall not have a relationship with an individual
or entity that is excluded from participation in any Federal Health Care Program (as
defined in section 1128B(f) of the Social Security Act) under either Section 1128,
1128A, 1156, or 18420)(2) of the Social Security Act. (42 C.F.R. §§ 438.214(d)(1),
438.610(b); 42 U.S.C. § 1320c-5.)

3. The relationships described in paragraph A of this section, are as follows:

i. A director, officer, agent, managing employee, or partner of the Contractor.
(42 U.S.C. § 1320a-7(b)(8)(A)(ii); 42 C.F.R. § 438.610(c)(1).)
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il.

iil.

1v.

Vi.

A subcontractor of the Contractor, as governed by 42 C.F.R. § 438.230.
(42 C.F.R. § 438.610(c)(2).)

A person with beneficial ownership of 5 percent or more of the Contractor’s
equity. (42 C.F.R. § 438.61 O(c)(3).)

An individual convicted of crimes described in section 1128(b)(8)(B) of the Act.
(42 C.F.R. § 438.808(b)(2).)

A network provider or person with an employment, consulting, or other
arrangement with the Contractor for the provision of items and services that are
significant and material to the Contractor’s obligations under this Contract.
(42 C.F.R. § 438.610(c)(4).)

The Contractor shall not employ or contract with, directly or indirectly, such
individuals or entities for the furnishing of health care, utilization review, medical
social work, administrative services, management, or provision of medical
services (or the establishment of policies or provision of operational support for
such services). (42 C.F.R. § 438.808(b)(3).)

B. Written Disclosures.

L.

Written Notice of Prohibited Affiliations. The Contractor shall provide to County
written disclosure of any Prohibited Affiliations identified by the Contractor or its
subcontractors. (42 C.F.R. § 438.608(c)(1).)

Ownership or Controlling Interests. Pursuant to 42 C.F.R. § 455.104, Medicaid
providers, other than an individual practitioner or group of practitioners; fiscal
agents; and managed care entities (“Disclosing Entities) must disclose certain
information related to persons who have an “ownership or control interest” in the
Disclosing Entity, as defined in 42 C.F.R. § 455.101. (For the purposes of this
section “person with an ownership or control interest” means a person or
corporation that — a. Has an ownership interest totaling five percent or more in a
Disclosing Entity; b. Has an indirect ownership interest equal to five percent or
more in a Disclosing Entity; c. Has a combination of direct and indirect ownership
interests equal to five percent or more in a Disclosing Entity. d. Owns an interest
of five percent or more in any mortgage, deed of trust, note, or other obligation
secured by the Disclosing Entity if that interest equals at least five percent of the

~value of the property or assets of the Disclosing Entity.) The disclosure must

include the following information:

i.  The name, address, date of birth, and Social Security Number of any
managing employee, as that term is defined in 42 C.F.R. § 455.101. For
purposes of this disclosure, Contractor may use the business address for any
member of its Board of Directors.

ii.  The name and address of any person (individual or corporation) with an
ownership or control interest in the Disclosing Entity. The address for
corporate entities must include as applicable primary business address, every
business location, and P.O. Box address.

iii. Date of birth and Social Security Number (in the case of an individual).
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iv.  Other tax identification number (in the case of a corporation) with an
ownership or control interest in the Disclosing Entity (or fiscal agent or
managed care entity) or in any subcontractor in which the Disclosing Entity
(or fiscal agent or managed care entity) has a five percent or more interest.

v.  Whether the person (individual or corporation) with an ownership or control
interest in the Disclosing Entity (or fiscal agent or managed care entity) is
related to another person with ownership or control interest in the Disclosing
Entity as a spouse, parent, child, or sibling; or whether the person (individual
or corporation) with an ownership or control interest in any subcontractor in
which the Disclosing Entity has a five percent or more interest is related to
another person with ownership or control interest in the Disclosing Entity as
a spouse, parent, child, or sibling.

vi.  The name of any other Disclosing Entity in which an owner of the Disclosing
Entity has an ownership or control interest.

vii. Is an officer or director of a Disclosing Entity that is organized as a
corporation.

viii. Is a partner in a Disclosing Entity that is organized as a partnership.

3. Timing for Disclosure of Ownership and Controlling Interests. Contractor shall
complete a Disclosure of Ownership or Controlling Interest form provided by
County upon submitting a provider application; before entering into or renewing its
contract; annually, upon request during the re-validation of enrollment process
under 42 CFR 455.104; within 35 days after any change of ownership; or upon any
person newly obtaining an interest of 5% or more of any mortgage, deed of trust,
note or other obligation secured by Contractor, and that interest equals at least 5%
of Contractor’s property or assets.

4. Business Transactions. (42 CFR 455.105).

Contractor agrees to furnish to County or the Secretary of DHCS on request,
information related to business transactions. Contractor shall submit, within 35
days of the date on a request by County or the Secretary of DHCS full and complete

information about:;

1. The ownership of any subcontractor with whom the provider has had business
transactions totaling more than $25,000 during the 12-month period ending
on the date of the request; and

ii.  Any significant business transactions between the provider and any wholly
owned supplier, or between the provider and any subcontractor, during the 5-
year period ending on the date of the request.

5. Crimes.

1. Violations of Criminal Law. Contractor must disclose, in a timely manner,
in writing to the County all violations of Federal criminal law involving fraud,
bribery, or gratuity violations potentially affecting this Agreement.
Contractor is required to report certain civil, criminal, or administrative
proceedings to the System for Award Management (SAM) located at
www.sam.gov. Failure to make required disclosures can result in any of the
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remedies for noncompliance described in 45 C.F.R. Section 75.371 and/or 2
CFR § 200.338, including suspension or debarment. (See also 2 C.F.R. parts
180 and 376, and 31 U.S.C. 3321.)

ii.  Persons Convicted of Crimes Related to Federal Health Care Programs.
Contractor shall submit the following disclosures to County regarding its
owners, persons with controlling interest, agents, and managing employee’s
criminal convictions prior to entering into this Agreement and at any time
upon County’s request:

a. The identity of any person who is a managing employee of the Contractor
who has been convicted of a crime related to federal health care programs.
(42 C.F.R. § 455.106(a)(1), (2).)

b. The identity of any person who is an agent of the Contractor who has been
convicted of a crime related to federal health care programs. (42 C.F.R.
§ 455.1 06(a)(1), (2).) For this purpose, the word “agent” has the meaning
described in 42 Code of Federal Regulations part 455.101

iii. Timing for Disclosures of Crimes. The Contractor shall supply disclosures
regarding crimes before entering into the Agreement and at any time upon the
County or DHCS’ request.

C. Lobbying. Contractor shall complete a Certification Regarding Lobbying as set forth
in Exhibit D(F), Attachment 1, and, if applicable, a Lobbying Restrictions and
Disclosure Certification as set forth in Exhibit D(F), Attachment 2, of this Agreement.

1. This certification is a material representation of fact upon which reliance was
placed when this transaction was made or entered into. Submission of this
certification is a prerequisite for making or entering into this transaction imposed
by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more
than $100,000 for each such failure.

2. Contractor also agrees by signing this Agreement that he or she shall require that
the language of this certification be included in all lower-tier subcontracts, which
exceed $100,000 and that all such sub recipients shall certify and disclose

accordingly.
D. Remedies.
1. Denial of Federal Financial Participation (FFP) for Failure to Provide Timely
Disclosures.
1. FFPisnotavailable in expenditures for services furnished by Contractors who

fail to comply with a request made by the County or Secretary of DHCS under
this Section Mandatory Disclosures, or under 42 CFR § 420.205 (Medicare
requirements for disclosure).

it.  FFP will be denied in expenditures for services furnished during the period
beginning on the day following the date the information was due to the
County or the Secretary of DHCS and ending on the day before the date on
which the information was supplied.
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iii. A provider shall be required to reimburse those Medi-Cal funds received
during any period for which material information was not reported, or
reported falsely, to the County or DHCS (Welf. & Inst. Code § 14043.3).

2. Other Remedies.

County or DHCS may pursue any remedies provided by law, including but not
limited to, the right to withhold payments, disallow costs, or issue a CAP, pursuant
to Cal. Health and Safety Code, Section 11817.8(h) for Contractor’s failure to
provide required disclosures.

36. PROCUREMENT OF RECOVERED MATERIALS.

Contractor shall comply with Section 6002 of the Solid Waste Disposal Act, as amended by the
Resource Conservation and Recovery Act. The requirements of Section 6002 include procuring
only items designated in guidelines of the Environmental Protection Agency (EPA) at 40 CFR Part
247 that contain the highest percentage of recovered materials practicable, consistent with
maintaining a satisfactory level of competition, where the purchase price of the item exceeds
$10,000 or the value of the quantity acquired during the preceding fiscal year exceeded $10,000;
procuring solid waste management services in a manner that maximizes energy and resource
recovery; and establishing an affirmative procurement program for procurement of recovered
materials identified in the EPA guidelines.

37. CLEAN AIR ACT AND FEDERAL WATER POLLUTION CONTROL ACT.

Contractor shall comply with all applicable standards, orders, or regulations issued pursuant to the
Clean Air Act (42 U.S.C. 7401-7671q.) and pursuant to the Federal Water Pollution Control Act,
as amended (33 U.S.C. 1251-1387). Contractor shall promptly disclose, in writing, to the County
office, to the Federal Awarding Agency, and to the Regional Office of the Environmental
Protection Agency (EPA), whenever, in connection with the award, performance, or closeout of
this Agreement or any subcontract thereunder, the Contractor has credible evidence that Contractor
itself, a principal, employee, agent, or subcontractor of the Contractor has committed a violation
of the Clean Air Act (42 U.S.C. 7401-7671q.) or the Federal Water Pollution Control Act (33

U.S.C. 1251-1387).
38. PRIOR AGREEMENTS.

Upon the effective date, this Agreement supersedes all prior agreements between County and
Contractor related to the scope of work contained in this Agreement.

THIS SECTION LEFT BLANK INTENTIONALLY
SIGNATURE PAGE FOLLOWS
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Agreement for Services of Independent Contractor between the County of Santa Barbara and

Aurora Las Encinas, LLC.

IN WITNESS WHEREOF , the parties have executed this Agreement to be effective on

July 1, 2019.

ATTEST:

MONA MIYASATO

COUNTY EXECUTIVE OFFICER
CLERK OF THE BOARD

\

By: ) Ka—m—

Deputy Clerk

£413-/9

Date:

APPROVED AS TO FORM:

MICHAEL C. GHIZZONI
COUNTY COUNSEL

- il

Deputy County Cofinsel

By:

RECOMMENDED FOR APPROVAL:

ALICE GLEGHORN, PH.D., DIRECTOR
DEPARTMENT OF BEHAVIORAL
WELLNESS

o R dlts ol Lghrs, . vy

Dlrectﬁ
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COUNTY OF SANTA BARBARA:

\‘*\%M\A D

By:
STEVETJKV Nﬁro CHAIR
BOARDOF SURERVISORS
Date: 8 =) BT
CONTRACTOR:

AURORA LAS ENCINAS, LLC

By:

Authorized Representative

Name:

Title:

Date:

APPROVED AS TO ACCOUNTING FORM:

BETSY M. SCHAFFER, CPA
AUDITOR-CONTROLLER

v

By:

Deputy

APPROVED AS TO INSURANCE FORM:

RAY AROMATORIO
RISK MANAGEMENT

b ead

anagement
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Agreement for Services of Independent Contractor between the County of Santa Barbara and

Aurora Las Encinas, LLC.

IN WITNESS WHEREOF, the parties have executed this Agreement to be effective on

July 1, 2019.

ATTEST:

MONA MIYASATO
COUNTY EXECUTIVE OFFICER
CLERK OF THE BOARD

By:

Deputy Clerk
Date:

APPROVED AS TO FORM:

MICHAEL C. GHIZZONI
COUNTY COUNSEL

By:

Deputy County Counsel

RECOMMENDED FOR APPROVAL:

ALICE GLEGHORN, PH.D., DIRECTOR
DEPARTMENT OF BEHAVIORAL
WELLNESS

By:

Director
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COUNTY OF SANTA BARBARA:

By:
STEVE LAVAGINO, CHAIR
BOARD OF SUPERVISORS
Date:
CONTRACTOR:

AURORA LAS ENCINAS, LLC

By:

AuthorfzedRepresentative

Name: T odd A Smith

Title: CED

Date: _ru;/l{/ \%O; aﬂ/q

APPROVED AS TO ACCOUNTING FORM:

BETSY M. SCHAFFER, CPA
AUDITOR-CONTROLLER

By:

Deputy

APPROVED AS TO INSURANCE FORM:

RAY AROMATORIO
RISK MANAGEMENT

By:

Risk Management
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THIS AGREEMENT INCLUDES THE FOLLOWING EXHIBITS:
EXHIBIT A — MHS STATEMENT OF WORK

EXHIBIT A-1 MHS: General Provisions

EXHIBIT A-2 MHS: Psychiatric Inpatient Hospital Services

EXHIBIT B - FINANCIAL PROVISIONS
EXHIBIT B MHS: Financial Provisions

EXHIBIT B-1 MHS: Schedule of Rates and Contract Maximum
EXHIBIT C — STANDARD INDEMNIFICATION AND INSURANCE PROVISIONS
EXHIBIT D(F) - DHCS STANDARD TERMS AND CONDITIONS
EXHIBIT E - PROGRAM GOALS, OUTCOMES AND MEASURES

EXHIBIT F — DHCS PRIVACY AND INFORMATION SECURITY PROVISIONS
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EXHIBIT A
STATEMENT OF WORK




EXHIBIT A-1-MHS
GENERAL PROVISIONS
(Specific to this contract)

The following provisions shall apply to the Program operated under this Agreement as Exhibit
A-2, as though separately set forth in the scope of work specific to such Program.

1. PERFORMANCE.

A. Contractor shall adhere to all applicable County, State, and Federal laws, including the
applicable sections of the state Medicaid plan and waiver, in the performance of this
Agreement, including but not limited to the statutes and regulations referenced therein
and those set forth below. Contractor shall comply with any changes to these statutes
and regulations that may occur during the Term of the Agreement and any new
applicable statutes or regulations without the need for amendments to this Agreement.
Contractor’s performance shall be governed by and construed in accordance with, the
following:

1.

All laws and regulations, and all contractual obligations of the County under the
County Mental Health Plan (“MHP”) (Contract No. 17-94613) between the County
Department of Behavioral Wellness and the State Department of Health Care
Services (DHCS), available at www.countyofsb.org/behavioral-wellness, including
but not limited to subparagraphs C and F of the MHP, Exhibit E, Paragraph 7, and
the applicable provisions of Exhibit D(F) to the MHP;

The Behavioral Wellness Steering Committee Vision and Guiding Principles,
available at www.countyofsb.org/behavioral-wellness;

All applicable laws and regulations relating to patients’ rights, including but not
limited to Welfare and Institutions Code Section 5325, California Code of
Regulations, Title 9, Sections 862 through 868, and 42 Code of Federal Regulations
Section 438.100;

All applicable Medicaid laws, regulations, including applicable sub-regulatory
guidance, and contract provisions;

California’s Mental Health Services Act;
California Code of Regulations Title 9, Division 1; and

42 C.F.R. § 438.900 et seq. requiring provision of services to be delivered in
compliance with federal regulatory requirements related to parity in mental health
and substance use disorder benefits.

B. Contractor shall be at all times currently enrolled with the California Department of
Health Care Services as a Medicaid provider, consistent with the provider disclosure,
screening and enrollment requirements of 42 CFR part 455, subparts B and E.
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2. STAFF.

All staff performing services under this Agreement with access to the Behavioral Wellness’
electronic medical record shall be reviewed and approved by Behavioral Wellness Quality Care
Management (QCM) Division, in accordance with Behavioral Wellness Policy and Procedure
#4.015, Staff Credentialing and Licensing.

3. LICENSES, PERMITS, REGISTRATIONS, ACCREDITATIONS, AND
CERTIFICATIONS. '

If Contractor is a participant in the Short-Doyle/Medi-Cal program, Contractor shall keep fully
informed of and in compliance with all current Short-Doyle/Medi-Cal Policy Letters, including,
but not limited to, procedures for maintaining Medi-Cal certification of all its facilities, and the
requirements of Department of Behavioral Wellness’ Policy and Procedure #4.005 — Site
Certification for Specialty Mental Health Services.

4. BACKGROUND CHECKS.

A. Consent to Criminal Background Check, Fingerprinting (42 CFR 455.106, Welf.
& Inst. Code § 14043.38). Contractor consents to criminal background checks,
including fingerprinting when required to do so by state law. Within 30 days of a
request from CMS or DHCS, Contractor, or any person with a 5% or more direct or
indirect ownership interest in contractor, shall submit a set of fingerprints in a form and
manner determined by DHCS.

B. Mandatory Termination. As determined by DHCS, Contractor may be subject to
mandatory termination from the Medi-Cal program for any of the following reasons:

1. Failure to cooperate with and provide accurate, timely information in response to
all required Medi-Cal screening methods, including failure to submit fingerprints
as required (42 CFR 455.416); or '

2. Conviction of a criminal offense related to a person’s involvement with Medi-care,
Medi-Cal, or any other Title XX or XXI program in the last 10 years (42 CFR
455.416, 42 CFR 455.106).

S. SITE STANDARDS.

A. Contractor agrees to comply with all Medi-Cal requirements, including, but not limited
to those specified in the Department of Behavioral Wellness’ Policies and Procedures
referenced in- Section 16 (Additional Program Requirements), and be approved to
provide Medi-Cal services based on Medi-Cal site certification, per Department of
Behavioral Wellness’ Policy and Procedure #4.005- Site Certification for Specialty
Mental Health Services.

B. For programs located at Contractor’s sites, Contractor shall develop and maintain a
written disaster plan for the Program site and shall provide annual disaster training to
staff that addresses, at a minimum: emergency staffing levels for the continuation of
services under the Program, patient safety, facility safety, safety of medication storage
and dispensing medication, and protection of client records, as required by this
Agreement.
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6.

7.

CONFIDENTIALITY.

A. Contractor, its employees, agents, or subcontractors agree to maintain the

confidentiality of patient records pursuant to: Title 42 United State Code (USC) Section
290 dd-2; Title 42 Code of Federal Regulations (CFR), Part 2; Title 42 CFR Section
438.224; 45 CFR Section 96.132(e), 45 CFR Parts 160, 162, and 164; Title 22
California Code of Regulations (CCR) Section 51009; Welfare & Institutions Code
(W&I C) Section 14100.2; Health and Safety Code (HSC) Sections 11812 and 11845.5;
Civil Code Sections 56 — 56.37, 1798.80 — 1798.82, and 1798.85; and the Compliance
with HIPAA section of this Agreement, as applicable. Patient records must comply
with all appropriate State and Federal requirements.

. Contractor shall ensure that no list of persons receiving services under this Agreement

is published, disclosed, or used for any purpose except for the direct administration of
this services under this Agreement or other uses authorized by law that are not in
conflict with requirements for confidentiality contained in the preceding codes.

. Contractor shall comply with Exhibit F to the MHP to the extent Contractor is provided

Personal Health Information (“PHI”), Personal Information (“PI”), or Personally
Identifiable Information (“PII”) as defined in Exhibit F of the MHP from County to
perform functions, services, or activities specified in this Agreement.

. Contractor shall make itself and any subcontractors, employees or agents assisting

Contractor in the performance of its obligations under this Agreement, available to
County or DHCS at no cost to testify as witnesses, or otherwise, in the event of
litigation or administrative proceedings being commenced against County, DHCS, its
directors, officers or employees based upon claimed violation of HIPAA, or the HIPAA
regulations, which involves inactions or actions by Contractor, except where
Contractor or its subcontractor, employee or agent is a named adverse party.

. Upon termination or expiration of this Agreement for any reason, Contractor shall

return or destroy all PHI, PI and PII accessed in a database maintained by County,
received by Contractor from County, or acquired or created by Contractor in connection
with performing functions, services, or activities specified in this Agreement on behalf
of County that Contractor still maintains in any form, and shall retain no copies of such
PHI, PI or PIL. If return or destruction is not feasible, Contractor shall notify County of
the conditions that make the return or destruction infeasible, and County and Contractor
shall determine the terms and conditions under which Contractor may retain the PHI,
PI or PII. Contractor shall continue to extend the protections of Exhibit F of the MHP
to such PHI, PI and PII, and shall limit further use of such data to those purposes that
make the return or destruction of such data infeasible. This paragraph shall also apply
to Department PHI, PI and PII that is in the possession of subcontractors or agents of
Contractor.

CLIENT AND FAMILY MEMBER EMPOWERMENT.

A. Contractor agrees to support active involvement of clients and their families in

treatment, recovery, and policy development.

B. Contractor shall actively participate in the planning design, and execution of County’s

Quality Improvement Program as described in Cal. Code. Regs., Title 9,
§ 1810.440(a)(2)(A).
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C. Contractor shall adopt Department of Behavioral Wellness’ Policy and Procedures
#4.020 Client Problem Resolution Process, available at
www.countyofsb.org/behavioral-wellness, to address client/family complaints in
compliance with beneficiary grievance, appeal, and fair hearing procedures and
timeframes as specified in 42 CFR 438.400 through 42 CFR 438.424.

D. Contractor shall take a beneficiary’s rights into account when providing services and
comply with Department of Behavioral Wellness’ Policy and Procedure #3.000

Beneficiary Rights.

E. Contractor shall obtain and retain a written medication consent form signed by the
beneficiary in accordance with Department of Behavioral Wellness’ Policy and
Procedures #8.009 to the extent Contractor is a “provider” as defined by the MHP.

8. CULTURAL COMPETENCE.

A. Contractor shall report on its capacity to provide culturally competent services to
culturally diverse clients and their families upon request from County, including:

1. The number of Bilingual and Bicultural staff (as part of the quarterly staffing
report), and the number of culturally diverse clients receiving Program services;
and

2. Efforts aimed at providing culturally competent services such as trainings provided
to staff, changes or adaptations to service protocol, community education/outreach,
etc.

B. At all times, the Contractor’s Program(s) shall be staffed with personnel who can
communicate in the client preferred language, or Contractor shall provide interpretation
services, including American Sign Language (ASL).

C. Contractor will strive to fill direct service positions with bilingual staff in County’s
threshold language (Spanish) that is reflective of the specific needs of each region.
Contractor percentage goals are calculated based on U.S. Census language data by
region: Santa Barbara service area (including Goleta and Carpinteria) — 30%; Santa
Maria service area (including Orcutt and Guadalupe) — 48%; Lompoc service area
(including Buellton and Solvang) — 33%.

D. Contractor shall provide services that consider the culture of mental illness, as well as
the ethnic and cultural diversity of clients and families served; materials provided to
the public must also be printed in Spanish (threshold language).

E. Services and programs offered in English must also be made available in Spanish, if
clients identify Spanish as their preferred language, as specified in subsection B above.

F. As applicable, a measurable and documented effort must be made to conduct outreach
to and to serve the underserved and the non-served communities of Santa Barbara

County.

G. Contractor shall establish a process by which Spanish speaking staff who provide direct
services in Spanish or interpretive services are tested for proficiency in speaking,
reading, and writing Spanish language.
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9. NOTIFICATION REQUIREMENTS.

A. Contractor shall immediately notify Behavioral Wellness Quality Care Management
(“QCM”) Division at 805-681-5113 in the event of:

1.

el A

Known serious complaints against licensed/certified staff;
Restrictions in practice or license/certification as stipulated by a State agency;

Staff privileges restricted at a hospital,

Other action instituted which affects staff license/certification or practice
(for example, sexual harassment accusations); or

Any event triggering Incident Reporting, as defined in Behavioral Wellness Policy
and Procedure #28, Unusual Occurrence Incident Report.

Contractor shall immediately contact the Behavioral Wellness Compliance Hotline
(805-884-6855) should any of the following occur:

1. Suspected or actual misappropriation of funds under Contractor’s control;
2. Legal suits initiated specific to the Contractor’s practice;
3. Initiation of criminal investigation of the Contractor; or

4. HIPAA breach.

For clients receiving direct services from both Behavioral Wellness and Contractor
staff, Contractor shall immediately notify the client’s Behavioral Wellness Case
Manager or other Behavioral Wellness staff involved in the client’s care, or the
applicable Regional Manager should any of the following occur:

1. Side effects requiring medical attention or observation;

2. Behavioral symptoms presenting possible health problems; or

3. Any behavioral symptom that may compromise the appropriateness of the
placement.

Contractor may contact Behavioral Wellness Contracts Division at
bwellcontractsstaff(@co.santa-barbara.ca.us for any contractual concerns or issues.

“Immediately” means as soon as possible but in no event more than twenty-four (24)
hours after the triggering event. Contractor shall train all personnel in the use of the
Behavioral Wellness Compliance Hotline (805-884-6855).

10. MONITORING.

A. Contractor agrees to abide by the Department of Behavioral Wellness’ Policies and
Procedures referenced in Section 16 (Additional Program Requirements) and to
cooperate with the County’s utilization review process which ensures medical
necessity, appropriateness and quality of care. This review may include clinical record
review, client survey, and other utilization review program monitoring practices.
Contractor shall cooperate with these programs, and will furnish necessary assessment
and Client Service Plan information, subject to Federal or State confidentiality laws
and provisions of this Agreement.
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B. Contractor shall identify a senior staff member who will be the designated Behavioral
Wellness QCM Division contact and will participate in any provider QCM meetings to
review current and coming quality of care issues.

1. Quality Assurance Requirements.

Contractor is permitted up to 2% of Medi-Cal program costs for quality assurance
(QA) type activities. Quality assurance type activities include reviewing for
compliance with:

1. Medi-Cal documentation standards as identified in California Code of
Regulations Title 9, Chapter 11 and DHCS Mental Health and Substance
Abuse Disorder Information Notices;

il.  Assessment guidelines as identified in the Department of Behavioral Wellness
Policy and Procedure #8.100 Mental Health Client Assessment.

iit.  Client treatment plan requirements as identified in the Department of
Behavioral Wellness Policy and Procedure #8.101 Client Treatment Plans.

iv.  Progress note requirements in the Department of Behavioral Wellness Policy
and Procedure #8.102 Mental Health Progress Notes.

C. Contractor shall provide a corrective action plan if deficiencies in Contractor’s
compliance with the provisions of the MHP or this Agreement are identified by County.

D. County shall monitor the performance of Contractor on an ongoing basis for
compliance with the terms of this Agreement. County shall assign senior management
staff as contract monitors to coordinate periodic review meetings with Contractor’s
staff regarding quality of clinical services, fiscal and overall performance activity, and
provider recertification requirements. County’s Care Coordinators, Quality
Improvement staff, and the Program Managers or their designees shall conduct periodic
on-site and/or electronic reviews of Contractor’s clinical documentation.

E. Contractor shall allow DHCS, CMS, the Office of the Inspector General, the
Comptroller General of the United States, and other authorized federal and state
agencies, or their duly authorized designees, to evaluate Contractor’s, and its
subcontractors’, performance under this Agreement, including the quality,
appropriateness, and timeliness of services provided. This right shall exist for 10 years
from the term end date of this Agreement or in the event the Contractor has been
notified that an audit or investigation of this Agreement has been commenced, until
such time as the matter under audit or investigation has been resolved, including the
exhaustion of all legal remedies, whichever is later. (See 42 C.F.R. §§ 438.3(h).) If
monitoring activities identify areas of non-compliance, Contractor will be provided
with recommendations and a corrective action plan. Contractor shall be liable to County
for any penalties assessed against County for Contractor’s failure to comply with the
required corrective action.
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11. NONDISCRIMINATION.
A. State Nondiscrimination Provisions.

1. No Denial of Benefits on the Basis of Protected Classification. During the
performance of this Agreement, Contractor and its subcontractors shall not deny
this Agreement’s benefits to any person on the basis of race, religious creed, color,
national origin, ancestry, physical disability, mental disability, medical condition,
genetic information, marital status, sex, gender, gender identity, gender expression,
age, sexual orientation, military and veteran status, or other protected category and
will not use any policy or practice that has the effect of discriminating on such

basis.

2. No Discrimination on the Basis of Health or Protected Classification.
Consistent with the requirements of applicable federal law, such as 42 Code of
Federal Regulations, part 438.3(d)(3) and (4), and state law, the Contractor shall
not, on the basis of health status or need for health care services, discriminate
against Medi-Cal eligible individuals in Santa Barbara County who require an
assessment or meet medical necessity criteria for specialty mental health services.
Nor shall Contractor engage in any unlawful discriminatory practices in the
admission of beneficiaries, assignments of accommodations, treatment, evaluation,
employment of personnel, or in any other respect on the basis of race, color, gender,
gender identity, religion, marital status, national origin, age, sexual orientation, or
mental or physical handicap or disability.

3. No Discrimination against Handicapped Persons. The Contractor shall comply
with the provisions of Section 504 of the Rehabilitation Act of 1973, as amended,
pertaining to the prohibition of discrimination against qualified handicapped
persons in all federally assisted programs or activities, as detailed in regulations
signed by the Secretary of Health and Human Services, effective June 2, 1977, and
found in the Federal Register, Volume 42, No. 86, dated May 4, 1977.

4. Determination of Medical Necessity. Notwithstanding other provisions of this
section, the Contractor may require a determination of medical necessity pursuant
to California Code of Regulations, Title 9, Sections 1820.205, 1830.205 and/or
1830.210, prior to providing covered services to a beneficiary.

5. No Discrimination under State Law. Contractor shall insure that the evaluation
and treatment of employees and applicants for employment are free of such
discrimination. Contractor and subcontractors shall comply with the provisions of
the Fair Employment and Housing Act (Gov. Code § 12900 et seq.), the regulations
promulgated thereunder (Cal. Code Regs., tit. 2, § 11000 et seq.), the provisions of
Article 9.5, Chapter 1, Part 1, Division 3, Title 2 of the Government Code
(Gov. Code § 11135-11139.5), and the regulations or standards adopted by the
awarding state agency to implement such article. Contractor shall permit access by
representatives of the Department of Fair Employment and Housing and the
awarding state agency upon reasonable notice at any time during the normal
business hours, but in no case less than 24 hours’ notice, to such of its books,
records, accounts, and all other sources of information and its facilities as said
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Department or Agency shall require to ascertain compliance with this clause.
Contractor and its subcontractors shall give written notice of their obligations under
this clause to labor organizations with which they have a collective bargaining or
other agreement. (See Cal. Code Regs., tit. 2, § 11105.)

B. Federal Nondiscrimination Provisions.

1. The Contractor will not discriminate against any employee or applicant for
employment because of race, color, religion, sex, national origin, physical or
mental handicap, disability, age or status as a disabled veteran or veteran of the
Vietnam era. The Contractor will take affirmative action to ensure that qualified
applicants are employed, and that employees are treated during employment,
without regard to their race, color, religion, sex, national origin, physical or mental
handicap, disability, age or status as a disabled veteran or veteran of the Vietnam
era. Such action shall include, but not be limited to the following: employment,
upgrading, demotion or transfer; recruitment or recruitment advertising; layoff or
termination; rates of pay or other forms of compensation; and career
development opportunities and selection for training, including apprenticeship.
The Contractor agrees to post in conspicuous places, available to employees and
applicants for employment, notices to be provided by the Federal Government or
DHCS, setting forth the provisions of the Equal Opportunity clause, Section 503
of the Rehabilitation Act of 1973 and the affirmative action clause required by
the Vietnam Era Veterans’ Readjustment Assistance Act of 1974 (38 U.S.C.
4212). Such notices shall state the Contractor’s obligation under the law to take
affirmative action to employ and advance in employment qualified applicants
without discrimination based on their race, color, religion, sex, national origin
physical or mental handicap, disability, age or status as a disabled veteran or
veteran of the Vietnam era and the rights of applicants and employees.

2. The Contractor will, in all solicitations or advancements for employees placed
by or on behalf of the Contractor, state that all qualified applicants will receive
consideration for employment without regard to race, color, religion, sex, national
origin physical or mental handicap, disability, age or status as a disabled veteran
or veteran of the Vietnam era.

3. The Contractor will send to each labor union or representative of workers with
which it has a collective bargaining agreement or other contract or understanding
anotice, to be provided by the Federal Government or the State, advising the labor
union or workers’ representative of the Contractor’s commitments under the
provisions herein and shall post copies of the notice in conspicuous places
available to employees and applicants for employment.

4. The Contractor will comply with all provisions of and furnish all information
and reports required by Section 503 of the Rehabilitation Act of 1973, as
amended, the Vietnam Era Veterans’ Readjustment Assistance Act of 1974 (38
U.S.C. 4212) and of the Federal Executive Order No. 11246 as amended,
including by Executive Order 11375, ‘Amending Executive Order 11246 Relating
to Equal Employment Opportunity,” and as supplemented by regulation at 41
CFR part 60, “Office of the Federal Contract Compliance Programs, Equal
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Employment Opportunity, Department of Labor,” and of the rules, regulations,
and relevant orders of the Secretary of Labor.

5. The Contractor will furnish all information and reports required by Federal
Executive Order No. 11246 as amended, including by Executive Order 11375,
‘ Amending Executive Order 11246 Relating to Equal Employment Opportunity,’
and as supplemented by regulation at 41 CFR part 60, “Office of the Federal
Contract Compliance Programs, Equal Employment Opportunity, Department of
Labor,” and the Rehabilitation Act of 1973, and by the rules, regulations, and
orders of the Secretary of Labor, or pursuant thereto, and will permit access to
its books, records, and accounts by the State and its designated representatives
and the Secretary of Labor for purposes of investigation to ascertain compliance
with such rules, regulations, and orders.

6. In the event of the Contractor’s noncompliance with the requirements of the
provisions herein or with any federal rules, regulations, or orders which are
referenced herein, this Agreement may be cancelled, terminated, or suspended in
whole or in part and the Contractor may be declared ineligible for further federal
and state contracts in accordance with procedures authorized in Federal
Executive Order No. 11246 as amended and such other sanctions may be
imposed and remedies invoked as provided in Federal Executive Order No.
11246 as amended, including by Executive Order 11375, ‘Amending Executive
Order 11246 Relating to Equal Employment Opportunity,” and as supplemented
by regulation at 41 CFR part 60, “Office of the Federal Contract Compliance
Programs, Equal Employment Opportunity, Department of Labor,” or by rule,
regulation, or order of the Secretary of Labor, or as otherwise provided by law.

7. The Contractor shall include the provisions of Paragraphs 11(B)(1) through
11(B)(7) in every subcontract or purchase order unless exempted by rules,
regulations, or orders of the Secretary of Labor issued pursuant to Federal
Executive Order No. 11246 as amended, including by Executive Order 11375,
‘Amending Executive Order 11246 Relating to Equal Employment Opportunity,’
and as supplemented by regulation at 41 CFR part 60, “Office of the Federal
Contract Compliance Programs, Equal Employment Opportunity, Department of
Labor,” or Section 503 of the Rehabilitation Act of 1973 or (38 U.S.C. 4212) of
the Vietnam Era Veteran’s Readjustment Assistance Act, so that such provisions
will be binding upon each subcontractor or vendor. The Contractor will take such
action with respect to any subcontract or purchase order as the Director of the
Office of Federal Contract Compliance Programs or DHCS may direct as a means
of enforcing such provisions including sanctions for noncompliance provided,
however, that in the event the Contractor becomes involved in, or is threatened
with litigation by a subcontractor or vendor as a result of such direction by DHCS,
the Contractor may request in writing to DHCS, who, in turn, may request the
United States to enter into such litigation to protect the interests of the State and of
the United States.
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C. County Nondiscrimination Provision. County hereby notifies Contractor that
County’s Unlawful Discrimination Ordinance (Article XIII of Chapter 2 of the Santa
Barbara County Code) applies to this Agreement and is incorporated herein by this
reference with the same force and effect as if the ordinance were specifically set out
herein and Contractor agrees to comply with said ordinance.

D. Subcontracts. The Contractor shall include the nondiscrimination and compliance
provisions of this Agreement in all subcontracts to perform work under this Agreement.

12. COLLABORATIVE MEETINGS.

A. Behavioral Wellness shall conduct a Collaborative Meeting at least annually, and more
frequently, if needed, with Contractor to collaboratively discuss programmatic, fiscal,
and contract matters.

B. As a condition of funding for Quality Assurance (QA) activities, Contractor QA staff
shall attend monthly County Quality Improvement Committee (QIC) meetings.

13. TRAINING REQUIREMENTS.

A. Contractor shall ensure that all staff providing services under this Agreement complete
mandatory trainings, including through attendance at County-sponsored training
sessions as available. The following trainings must be completed at hire and annually
thereafter:

1. HIPAA Privacy and Security;
Consumer and Family Culture;
Code of Conduct;

Cultural Competency; and

A

Applicable evidence-based treatment models and programs as agreed between
Contractor and County in writing.

14. QUALITY IMPROVEMENT PROGRAM.

Contractor shall actively participate in the planning design, and execution of County’s Quality
Improvement Program as described in Cal. Code. Regs., Title 9, § 1810.440(a)(2)(A).

15. FRAUD REPORTING REQUIREMENTS.

A. If Contractor identifies an issue or receives notification of a complaint concerning an
incident of potential fraud, waste or abuse, in addition to notifying County, Contractor
shall conduct an internal investigation to determine the validity of the issue/complaint,
and develop and implement corrective action, if needed.

B. County shall suspend payments to Contractor when it or the State determines there is a
credible allegation of fraud. Contractor shall implement and maintain arrangements or
procedures that include provision for the suspension of payments to independent
contractors for which the State, or County, determines there is a credible allegation of
fraud. (42 C.F.R. §§ 438.608(a), (a)(8) and 455.23.)
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C. Contractor shall notify County within 30 calendar days when it has identified payments
in excess of amounts specified for reimbursements of Medi-Cal services or when it has
identified or recovered over payments due to potential fraud, (42 C.F.R. §§ 438.608(a),
(a)(2).) Contractor shall return any overpayments pursuant to Exhibit B, Section V.E.
(Overpayments) of this Agreement.

16. ADDITIONAL PROGRAM REQUIREMENTS.

A. Beneficiary Handbook. Contractor shall provide the County of Santa Barbara
Beneficiary Handbook to each potential beneficiary and beneficiary in an approved
method listed in the Department of Behavioral Wellness® Policy and Procedures
#2.002 Beneficiary Informing Materials when first receiving Specialty Mental Health
Services and upon request. Contractor shall document the date and method of delivery
to the beneficiary in the beneficiary’s file. Contractor shall inform beneficiaries that
information is available in alternate formats and how to access those formats. (1915(b)
Medi-Cal Specialty Mental Health Services Waiver, § (2), subd. (d), at p. 26,
attachments 3, 4; Cal. Code Regs., tit. 9, § 1810.360(e); 42 C.F.R. § 438.10.)

B. Written Materials in English and Spanish. Contractor shall provide all written
materials for beneficiaries and potential beneficiaries, including provider directories,
County of Santa Barbara Beneficiary Handbook, appeal and grievance notices, denial
and termination notices, and Santa Barbara County’s mental health education materials,
in English and Spanish as applicable. (42 C.F.R. § 438.10(D)(3).) Contractor shall
maintain adequate supply of County-provided written materials and shall request
additional written materials from County as needed.

C. Policy and Procedure #2.001. Contractor shall comply with Department of Behavioral
Wellness’ Policy and Procedures #2.001 Network Adequacy Standards and

Mornitoring.

D. Policy and Procedure #2.002. Contractor shall comply with Department of Behavioral
Wellness’ Policy and Procedures #2.002 Beneficiary Informing Materials.

E. Policy and Procedure #3.000. Contractor shall comply with Department of Behavioral
Wellness’ Policy and Procedures #3.000 Beneficiary Rights.

F. Policy and Procedure #3.004. Contractor shall comply with Department of Behavioral
Wellness’ Policy and Procedures #3.004 on advance directives and the County’s
obligations for Physician Incentive Plans, as applicable.

G. Policy and Procedure #4.012. Contractor shall comply with Department of Behavioral
Wellness’ Policy and Procedures #4.012 Contracted Provider Relations.

H. Policy and Procedure #5.008. Mandatory Trainings Contractor shall comply with
Department of Behavioral Wellness’ Policy and Procedures #5.008 Mandatory
Training.

I. Policy and Procedure #8.100. Contractor shall comply with Department of Behavioral
Wellness’ Policy and Procedures #8.100 Mental Health Client Assessment.

J. Policy and Procedure #8.101. Contractor shall comply with Department of Behavioral
Wellness’ Policy and Procedures #8.101 Client Treatment Plans.
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17.

18.

K. Policy and Procedure #8.102. Contractor shall comply with Department of Behavioral

L.

P.

Wellness’ Policy and Procedures #8.102Mental Health Progress Notes.

Policy and Procedure #9. Contractor shall comply with Department of Behavioral
Wellness’ Policy and Procedures #9 Service Triage for Urgent and Emergency
Conditions.

. Accessibility. Contractor shall ensure that it provides physical access, reasonable

accommodations, and accessible equipment for Medi-Cal beneficiaries with physical
or mental disabilities. (42 C.F.R. § 438.206(b)(1) and (¢)(3).)

Hours of Operation. Contractor shall maintain hours of operation during which
services are provided to Medi-Cal beneficiaries that are no less than the hours of
operation during which Contractor offers services to non-Medi-Cal beneficiaries. If
Contractor only offers services to Medi-Cal beneficiaries, maintain hours of operation
which are comparable to the hours Contractor makes available for Medi-Cal services
not covered by County or another Mental Health Plan.

Access to Routine Appointments. Contractor shall provide access to routine
appointments (1st appointment within 10 business days). When not feasible, Contractor
shall give the client the option to re-contact the County’s Access team toll free at
(888) 868-1649 and request another provider who may be able to serve the client within
the 10 business day standard).

Hold Harmless. Contractor agrees to hold harmless the State and beneficiaries in the
event the County cannot or does not pay for services performed by the Contractor.

BENEFICIARY LIABILITY FOR PAYMENT.

A.

Contractor shall not submit a claim to, or demand or otherwise collect reimbursement
from, a Medi-Cal beneficiary or persons acting on behalf of a Medi-Cal beneficiary for
any specialty mental health or related administrative services provided under this
Agreement, except to collect other health insurance coverage, share of cost, and co-
payments. (Cal. Code Regs., tit. 9, § 1810.365 (a).)

Contractor shall not hold Medi-Cal beneficiaries liable for debts in the event that
County becomes insolvent; for costs of covered services for which the State does not
pay County; for costs of covered services for which the State or County does not pay
to Contractor; for costs of covered services provided under a contract, referral or other
arrangement rather than from the County; or for payment of subsequent screening and
treatment needed to diagnose the specific condition of or stabilize a Medi-Cal
beneficiary. 42 C.F.R. § 438.106 and Cal. Code Regs. tit 9, § 1810.365(c).)

Contractor shall not bill beneficiaries, for covered services, any amount greater than
would be owed if the Contractor provided the services directly. (42 C.F.R. § 483.1

06(c).)

ANNUAL MANDATORY TRAINING REPORT.

Contractor shall submit evidence of completion of the Mandatory Trainings identified in Section
13 of this Exhibit A regarding Training Requirements on an annual basis to the County Systems
Training Coordinator. Training materials, competency tests and sign-in sheets shall be submitted
for each training no later than June 15th of each year unless requested earlier by County.
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19.

20.

ADDITIONAL REPORTS.

A.

Contractor shall maintain records and make statistical reports as required by County
and DHCS or other government agency, on forms provided by or acceptable to the
requesting agency. In addition to reports required under this Agreement, upon County’s
request, Contractor shall make additional reports as required by County concerning
Contractor’s activities as they affect the services hereunder. County will be specific as
to the nature of information requested and allow thirty (30) days for Contractor to

respond.

As a condition of funding for Quality Assurance (QA) activities, Contractor QA staff
shall provide a monthly report to QCM consisting of documentation reviews
performed, associated findings, and corrective action. The QA reports shall be received
by County no later than 25 calendar days following the end of the month being reported.

STATE CONTRACT COMPLIANCE.

A.

This Agreement is subject to any additional statutes, restrictions, limitations, or
conditions enacted by the Congress which may affect the provisions, terms, or funding
of this Agreement in any manner. Either the County or Contractor may request
consultation and discussion of new or changed statutes or regulations, including
whether contract amendments may be necessary.

To the extent there is a conflict between federal or state law or regulation and a
provision in the MHP or this Agreement, County and Contractor shall comply with the
federal or state law or regulation and the conflicting Agreement provision shall no
longer be in effect pursuant to the MHP, #17-94613 Exhibit E, Paragraph 7(A).

Contractor agrees that DHCS, through County, has the right to withhold payments until
Contractor has submitted any required data and reports to DHCS, as identified in this
Agreement and in accordance with Welf. Inst. Code § 14712(e) or other applicable

statute.

The following provisions of the MHP, Exhibit D(F) are hereby incorporated by
reference into this Agreement: Paragraphs 5 Subcontract Requirements, 7 Audit and
Record Retention, 10 Intellectual Property Rights, 11 Air and Water Pollution, 13
Confidentiality of Information, 17 Human Subjects Use, 19 Debarment and Suspension
Certification, 20 Smoke-Free Workplace Certification, 24 Officials Not to Benefit, and
32 Lobbying Restrictions and Disclosure Certification.

The DHCS may revoke this Agreement, in whole or in part, or may revoke the activities
or obligations delegated to Contractor by the County, or pursue other remedies
permitted by State or Federal law, if DHCS determines that Contractor has not
performed satisfactorily. In such event, this Agreement shall be terminated in
accordance with the Standard Terms and Conditions paragraph regarding Termination.

ALEHFY 19-22 BC Page 33 of 155



EXHIBIT A-2
STATEMENT OF WORK: MHS
PSYCHIATRIC INPATIENT HOSPITAL SERVICES

1. PROGRAM SUMMARY. Aurora Las Encinas, LLC (Contractor) shall provide
Psychiatric Inpatient Hospital Services to Santa Barbara County residents with serious
mental illness (SMI), serious emotional disturbances (SED), chemical dependency or co-
occurring disorders. These services shall include routine hospital services and all hospital-
based ancillary services. The Program shall be licensed as a freestanding psychiatric
hospital. The Program is located at:

A. 2900 E. Del Mar Blvd, Pasadena, CA 91107.
2. SERVICES. Contractor shall provide the following services:

A. “Psychiatric Inpatient Hospital Services” which includes both acute psychiatric
inpatient hospital services and administrative day services provided in a general acute
psychiatric inpatient hospital, or a free-standing psychiatric hospital which are certified
by Department of Health Care Services to be Medi-Cal providers or a psychiatric health
facility that is licensed by the Department of Health Care Services (DHCS) and
certified by DHCS as a Medi-Cal provider of hospital services.

B. “Routine Services” which includes bed, board and all medical, nursing and other
support services usually provided to an individual by a psychiatric inpatient hospital.
Routine services do not include hospital-based ancillary services or psychiatrist or
psychologist services.

C. “Hospital-Based Ancillary Services” are services that are received by an individual
admitted to a Psychiatric Inpatient Hospital, other than routine services.

D. Transportation of individuals to and from Contractor’s facility will be provided by or
arranged by County.

E. Excluded Services.

County shall not be responsible for the reimbursement of any services other than those
identified in Exhibit B-1.

3. SERVICE DEFINITIONS. Contractor shall provide the following services, as defined in
Title 9, California Code of Regulations (CCR), to Santa Barbara County clients:

A. Psychiatric Inpatient Hospital Professional Services. Services provided by a
licensed Medical Doctor (M.D.) or psychiatrist to a person in an inpatient facility
include diagnosis, therapeutic management and treatment of an individual in an
inpatient setting, including Medication Support Services when indicated.
Reimbursement for service is based upon actual time spent providing the services with
a maximum of 1.25 hours for admission, 30 minutes daily, and .75 hour for discharge.

B. Assessment. Assessment is designed to evaluate the current status of a client’s mental,
emotional or behavioral health. Assessment includes, but is not limited to, one or more
of the following: mental status determination, analysis of the client’s clinical history;
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analysis of relevant cultural issues and history; diagnosis; and use of testing procedures,
as defined in Title 9 CCR Section 1810.204. Assessment may only be provided by a
staff qualified as a Licensed Practitioner of the Healing Arts (LPHA). Individuals with
the following license(s) are LPHAs: psychiatrists, psychologists, licensed clinical
social workers (LCSW), marriage and family therapists (MFT), Registered Nurse
(RN), Licensed Vocational Nurse (LVN) or Psychiatric Technician.

C. Medication Support Services. Medication support services are services that include
prescribing, administering, dispensing and monitoring psychiatric medications or
biologicals that are necessary to alleviate the symptoms of mental illness. Service
activities include but are not limited to, evaluation of the need for medication;
evaluation of clinical effectiveness and side effects; the obtaining of informed consent;
instruction in the use, risks and benefits of and alternatives for medication; and
collateral and plan development related to the delivery of the service and/or assessment
of the client, as defined in Title 9 CCR Section 1810.225. These services may only be
provided by a licensed physician.

4. CLIENTS. The services described in Section 2 and Section 3 shall be provided to
individuals with SMI, SED or co-occurring disorders who meet medical necessity criteria
for Psychiatric Inpatient Hospital Services, as described in California Code of Regulations
(CCR) Title 9, Section 1820.205 including individuals admitted under probable cause of
being a danger to self or others or immediately unable to provide for or utilize, food, shelter,
or clothing (Welfare & Institutions Code section 5150), and are:

A. Medi-Cal beneficiaries, as described in CCR Title 22, Division 3, Subdivision 1,
Chapter 2, Article 5, and Article 7. Psychiatric Inpatient Hospital Services provided by
Contractor to Medi-Cal beneficiaries are covered by Medi-Cal, as specified in CCR
Title 9, § 1840.210 and § 1840.312, under the following conditions:

1. The beneficiary is 65 years of age or older, or
2. The beneficiary is under 21 years of age, or

3. The beneficiary was receiving such services prior to his/her twenty-first birthday
and the services are rendered without interruption until no longer required or his/her
twenty-second birthday, whichever is earlier.

4. Reimbursement for covered services to these Medi-Cal beneficiaries shall be
provided to Contractor directly by the State’s fiscal intermediary, as described in
Exhibit B;

OR

B. Uninsured individuals or services to Medi-Cal beneficiaries not meeting the conditions
in Section 4.A. who are referred and authorized by Santa Barbara County to receive
Program services. Reimbursement for these services will be the responsibility of the
County, as described in Exhibit B.

S. REFERRALS.

A. Contractor shall provide the services described in Section 2 and Section 3 of this
Exhibit A-2 to all individuals who are referred by the County (hereafter “clients™)
unless compelling clinical circumstances exist that contraindicate admission, subject to
the admission and authorization criteria described in Section 6 of this Exhibit A-2.
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B. County will continue to refer clients in need of inpatient hospitalization when County
resources are unavailable, including minors under the age of 21 and adults over the age

of 65.

C. Contractor will not summarily deny all client referrals for “grave disability” (as defined
in Welfare & Institutions Code Section 5008(h)(1)(A) as a condition in which a person,
as a result of a mental disorder is unable to provide for his or her basic personal needs
for food, clothing, or shelter, but Contractor will evaluate each case individually for
appropriate placement. County will also use its best efforts to ensure that only those
clients who meet the legal definition of “grave disability” are referred for placement.

D. When Contractor denies a referral on the basis that the client is not appropriate for the
facility, Contractor shall have a Director of Intake and/or Chief Nursing Officer call
and consult with County Mental Health Staff or the Primary Team Psychiatrist to
understand the basis for the denial, if requested by County (County will provide contact
names and numbers.)

6. ADMISSION PROCESS.

A. Authorization Required. Admission of clients to Contractor’s facility and
authorization for continued stay shall be subject to approval of Santa Barbara County’s

Point of Authorization.
B. Point of Authorization. The designated Point of Authorization (POA) for County is:

Department of Behavioral Wellness, QCM
5385 Hollister Avenue, B14, Box 102
Santa Barbara, CA 93111

Telephone: 805-681-1611

Facsimile: 805-681-5117

C. Notice Period. Upon admission of a County client, Contractor shall notify County
within one business day that the admission has occurred. Notice shall be provided to

County by contacting:

Mobile Crisis Unit

Santa Barbara County Department of Behavioral Wellness
300 N. San Antonio Rd., Bldg.3

Santa Barbara, CA 93110

Telephone: 805-884-6828

Facsimile: 805-884-6888

D. Submission of Treatment Authorization Request. For Medi-Cal covered Psychiatric
Inpatient Hospital Services provided to Medi-Cal beneficiaries as described in Section

4.A. of this Exhibit A-2:

1. Client Documentation. Contractor shall submit the following client documentation
to Behavioral Wellness Quality Care Management (QCM) Division prior to
submitting claims for payment, pursuant to CCR, Title 9 Section 1820.220, as
described in Exhibit B:

i.  Treatment Authorization Request (“TAR”),
http://www.dhcs.ca.gov/provgovpart/Pages/TAR.aspx;
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il.

1ii.

Copy of documentation for involuntary admission pursuant to Welfare and
Institutions Code (WIC) Section 5150, as applicable; and

Client’s medical records for payment authorization review for Medi-Cal
covered Psychiatric Inpatient Hospital stays in each of the following
circumstances:

a. The pre-authorized admission of a Medi-Cal covered client;

For hospital stays that exceed ninety-nine (99) calendar days of
continuous service;

Upon client discharge from the hospital,

d. When the services provided qualify for Medical Assistance Pending Fair
Hearing (Aid Paid Pending); or

e. When the attending psychiatrist orders administrative day services for a
client on the order sheet of the medical record.

E. TAR Submission Timeliness. Contractor shall submit each TAR to Behavioral

Wellness QCM Division for payment authorization for a client’s covered Psychiatric
Inpatient Hospital Services no later than:

1. Prior to a planned admission, as defined in Title 9 CCR Section 1771;

2. Within fourteen (14) calendar days after:

i.

ii.

iii.

iv.

A hospital stay that exceeds ninety-nine (99) calendar days of continuous
service;

Client discharge from the hospital;

The date that a client qualified for Medical Assistance Pending Fair Hearing
(Aid Paid Pending); or

The date Contractor is notified that the patient has been granted retro-active
Medi-Cal status.

3. Contractor shall submit claims for covered services rendered to Medi-Cal clients,
as described in Exhibit B, only after receiving approval from Behavioral Wellness
QCM Division.

F. Authorization for Emergency Admissions. An Emergency Admission is an

admission to Contractor’s facility due to an individual’s emergency psychiatric
condition.

1. For Medi-Cal covered Psychiatric Inpatient Hospital Services:

1.

il.
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Prior to admission, Contractor shall ensure that the client meets the criteria
for medical necessity as described in Section 4 Clients:

Contractor shall notify County within one business day of the client’s
presentation for emergency services. County may deny TARs for failure of
timely notification if the notification is not provided immediately upon the
presentation for emergency services.
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iii. The County guarantees payment for at least 72 hours of care or 3 days,
provided the patient is hospitalized during this time frame.

iv.  Contractor shall provide County with written documentation certifying that
the client met the criteria specified in this Section 6.F at the time of admission
and on the day of admission (Title 9 CCR § 1820.225).

2. For non-Medi-Cal covered Psychiatric Inpatient Hospital Services:

i.  Contractor shall obtain prior authorization for an emergency admission from
the designated County staff, described in Section 6.B Point of Authorization.

ii.  Prior to admission, Contractor shall ensure that the client meets the criteria
for medical necessity as described in Section 4 Clients;

iii. Contractor shall notify County within one business day from the client’s
presentation for emergency services. Authorization for payment may be
denied for failure of timely notification if the notification is not provided
immediately upon the presentation for emergency services.

iv.  Contractor shall provide County with written documentation certifying that
the client met the criteria specified in this Section 6.F at the time of admission
and on the day of admission (Title 9 CCR § 1820.205).

G. Continued Stay Services. Continued Stay Services are Psychiatric Inpatient Hospital
Services which occur after admission. Contractor shall provide County with written
documentation of the following circumstances in order to obtain authorization for
client’s continued stay:

1. Authorization for Continued Stay Services.

i.  Continued presence of impairments that meet the medical necessity criteria
described in Title 9 CCR § 1820.205(a);

ii.  Serious adverse reaction to medication, procedures, or therapies requiring
continued hospitalization;

iii. Presence of new impairments that meet the medical necessity criteria
described in CCR Title 9 § 1820.205(a);

iv.  Need for continued medical evaluation or treatment that can only be provided
if the client remains in a Psychiatric Inpatient Hospital unit.

2. Certification for Continued Treatment. Contractor and County agree that in order
to safeguard individual rights, Contractor will provide prompt evaluation and
review of individuals’ need for continued treatment of a serious mental disorder.
For clients detained pursuant to WIC 5150 that need continued intensive treatment
beyond 72 hours, Contractor shall ensure that certification for continuing treatment
is completed within 72 hours of the written application for the 5150 hold, in
accordance with WIC Sections 5250-5252. Contractor shall ensure a certification
review hearing is scheduled as soon as possible, on the next available hearing day
after the 5250 certification is written, or as determined by the Court, but no later
than four days after the date of certification, in accordance with WIC Sections 5254
and 5276. The hearing may only be postponed at the request of the person certified
or the client’s attorney, in accordance with Section 5256. When any postponements
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occur, Contractor shall provide a report of the reason for postponement to County
as part of Contractor’s regular reports.

H. Authorization for Administrative Day Services. Administrative Day Services are
those authorized by Behavioral Wellness QCM for an individual residing in a
Psychiatric Inpatient Hospital when, due to a lack of residential placement options at
appropriate, non-acute treatment facilities as identified by County, the individual’s stay
at the Psychiatric Inpatient Hospital must be continued beyond the individual’s need
for Psychiatric Inpatient Hospital Services. To ensure proper payment authorization for
Administrative Day Services, Contractor shall provide County or County can request
with 24-hours advance notice and written documentation of the following:

1. During the hospital stay, the client has met medical necessity criteria for
reimbursement of Psychiatric Inpatient Hospital Services;

2. An order by the attending psychiatrist placing the patient on administrative status
on the order sheet of the medical record;

3. Contractor or County can request with 24-hours advance notice and written
documentation of the following:

1. There is no appropriate non-acute facility in a reasonable geographic area and
Contractor documents contacts with a minimum of five (5) appropriate facilities
per week. QCM may waive the requirements if there are less than five (5)
appropriate, non-acute treatment facilities available as placement options for
the client. In no case shall there be less than one (1) contact per week. The
documentation must include the status of the placement option, the date of
contact, and the signature of the person making the contact, and an order by the
attending physician or County Staff.

I. Authorization for Planned Admissions. A Planned Admission is an admission to
Contractor’s facility for the purpose of providing medically necessary treatment that
cannot be provided in another setting or a lower level of care and is not an emergency
admission. To ensure proper payment authorization for Planned Admissions,
Contractor, shall provide County with 24-hours advance notice, timely notification, and
written documentation of the following:

1. The client requires medically necessary treatment that cannot be provided in
another setting at a lower level of care but which does not constitute an emergency
admission;

2. Pre-authorization by County through submission of a TAR or County authorization
form demonstrating medical necessity that is approved by County’s Ultilization
Review Staff for the first 24 hours of admission; and

3. Authorization for payment for the remaining hospital stay shall be determined
retroactively by Behavioral Wellness QCM Division.

7. CASE REVIEW AND DISCHARGE PLANNING.

A. Case Review.

1. To assess whether a client continues to meet “medical necessity” standards for
ongoing inpatient hospitalization as described in Section 6.G (Continued Stay
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Services), or to authorize administrative day services as described in Section 6.H,
County staff will be available to collaborate with Contractor’s staff on active case
management and note review. Both County and Contractor will exchange lists
containing the contact information of those staff members involved in the
collaboration.

2. The case review process will be as follows, for patient length-of-stays that exceed
three (3) days: Contractor will send Medical Doctors’ notes to County’s QCM
Division daily (Monday through Friday) by fax (805-681-5117). All weekend
documentation will be faxed on Monday. County’s QCM Division will review
notes on Monday and Wednesday of each week and determine if notes demonstrate
proof of medical necessity. If notes do not meet medical necessity, County’s QCM
will notify Contractor by fax on the day of review. Contractor and County’s QCM
Division will speak by phone each Friday regarding notes not meeting medical
necessity and to determine if additional information is needed.

3. If Contractor does not agree with County’s medical necessity determination, a peer
review (doctor to doctor) will be held. If there is still disagreement, then Contractor

will follow the established appeal process.

B. Discharge Planning. Contractor will ensure collaboration with the County primary
team on discharge planning. Both County and Contractor will exchange lists containing
the contact information of those staff members involved in the collaboration.

1. Upon discharge, Contractor agrees to provide the following for all clients:

i. Fax the discharge summary and all medical doctor documentation to Behavioral
Wellness Medical records at 805-681-5294;

ii. Send a fax communication to the County Primary team with a list of discharge
medications; and

iii. Adhere to the Department of Behavioral Wellness Policy and Procedure
Discharge Planning for Homeless Patients at:

https://www.countyofsb.org/behavioral-wellness/policy/5164.

2. Upon discharge, Contractor agrees to: provide all County clients not covered by
Medi-Cal with:

i. A seven (7) day supply and a prescription for a 30 day supply of all medications
prescribed to client at time of discharge;

ii. Information on the process of obtaining future medications from the appropriate
health care facility or provider; and

iii. Instruction on medication management;

8. REGULATORY COMPLIANCE.

Contractor shall comply with all applicable Federal Medicaid laws, regulations, and
guidelines, and all applicable State statutes and regulations as related to the provision of
Psychiatric Inpatient Hospital Services. Contractor shall adhere to 42 U.S.C. § 1395b-2.
Contractor shall sign and maintain a Medi-Cal provider agreement with the State
Department of Health Care Services. Contractor shall maintain Medi-Cal and Medicare
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certification, State licensure, and Joint Commission on the Accreditation of Healthcare
Organizations (JCAHO) accreditation. Contractor shall post in a conspicuous place a copy
of “Notice to All Medi-Cal Beneficiaries in Need of Psychiatric Inpatient Services” as
required by the Department of Health Care Services, and detailed in the Department of
Mental Health Information Notice 95-08. Contractor shall achieve and maintain all
requirements pertaining to WIC § 5150, and 5250. Contractor agrees to adhere to ethical
principles established by JCAHO.

9. PERIODIC REVIEW.

A. County shall assign senior management staff as contract monitors to coordinate
periodic review meetings with Contractor’s staff regarding quality of clinical services,
fiscal and overall performance activity. County’s Care Coordinators, Quality
Improvement staff, Program Managers or their designees shall conduct periodic on-site
and/or electronic reviews of Contractor’s clinical documentation.

10. DOCUMENTATION.
A. REQUIREMENTS. Contractor shall complete a treatment plan, signed by a
physician, for each client receiving Program services. The Client Service Plan shall
include:

1. Client’s strengths and personal recovery goals or recovery vision, which guides the
service delivery process;

2. Goals and Objectives which clearly address the mental health condition for which
the client is being treated;

3. Goals and Objectives which are observable and/or measureable and which are
designed to increase specific skills or behaviors and/or ameliorate the impairments
caused by the condition; and

4. Interventions planned to help the clients reach their goals.

B. STANDARDS. County will regularly communicate with Contractor regarding
documentation standard expectations that are consistent with the requirements
established by the State Department of Health Care Services. County and Contractor
shall follow the following documentation protocols:

1. Documentation must establish that the client meets “medical necessity” for each
day of inpatient hospitalization as described in Sections 4 Clients and 6 Admissions.

2. County will send Contractor current medication lists, as documented in the client
medical record, if any, at the time of client admission or within 24 hours of

admission.

3. Contractor will provide County with a discharge medication list at the time of
discharge.

4. Contractor’s daily progress notes will contain a rationale for the medication
changes or additions, the client’s response to the interventions, and a record of any
adverse side effects.

5. Contractor will also complete a suicide risk assessment for clients found to be a
danger to themselves.
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11.  POLICIES AND PROCEDURES. The Program shall maintain written policies and
procedures to set expectations for Program staff and establish consistency of effort and
shall provide a copy to County upon request. The written policies and procedures should
be consistent with all applicable State, Federal and County requirements.

12. STAFF.

A. TRAINING.

1. Staff providing direct services to clients shall be trained and skilled at working with
persons with serious mental illness (SMI), and shall adhere to professionally
recognized evidence-based best practices for rehabilitation assessment, service
planning, and service delivery.

2. Within 30 days of the date of hire, Contractor shall provide training relevant to
working with high risk mental health clients.

3. Contractor staff performing services under this Agreement shall receive formal
training on the Medi-Cal documentation process prior to providing any services
under this Contract.

4. Contractor shall ensure that all staff complete mandatory trainings per County’s
Mandatory Trainings Policy and Procedure #31 and Exhibit A-1 MHS Section 13
Training Requirements. The following trainings must be completed at hire and
annually thereafter:

1. Code of Conduct;
it.  Cultural Competency; and
iti. HIPAA.
B. EXPERIENCED STAFF. Staff hired to work directly with clients shall have

competence and experience in working with clients at high risk for acute inpatient or
long-term residential care.

C. CMS EXCLUSIONS LIST. Contractor shall ensure that staff identified on the Centers
for Medicare & Medicaid Services (CMS) Exclusions List or other applicable list shall
not provide services under this Agreement nor shall the cost of such staff be claimed to

Medi-Cal.

D. STAFF CREDENTIALING AND LICENSING. All staff performing services under
this Agreement with access to the Behavioral Wellness electronic medical record shall
be reviewed and approved by Behavioral Wellness Quality Care Management (QCM)
Division, in accordance with Behavioral Wellness Policy and Procedure #4.015, Staff
Credentialing and Licensing.

E. At any time prior to or during the term of this Agreement, the County may require that
Contractor staff performing work under this Agreement undergo and pass, to the
satisfaction of County, a background investigation, as a condition of beginning and
continuing to work under this Agreement. County shall use its discretion in determining
the method of background clearance to be used. The fees associated with obtaining the
background information shall be at the expense of the Contractor, regardless if the
Contractor’s staff passes or fails the background clearance investigation.
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F. Disqualification, if any, of Contractor staff, pursuant to this Section, shall not relieve
Contractor of its obligation to complete all work in accordance with the terms and
conditions of this Agreement.

13. REPORTS.

A. SERVICE LEVEL REPORTS. Contractor shall track required data elements, which
include: units of service, the number of clients admitted to the Program, unique clients
served, total number of clients discharged and number of clients discharged to a
lower/higher level of care, and provide summary reports from other Contractor data
sources, upon request from County.

B. ADDITIONAL REPORTS. Contractor shall maintain records and make statistical
reports as required by County or the California State Department of Health Care
Services or other applicable State agency, on forms acceptable to or provided by either
agency. Upon County’s request, Contractor shall make additional reports as required
by County concerning Contractor’s activities as they affect the services hereunder.
County will be specific as to the nature of information requested and allow thirty (30)
days for Contractor to respond.

14. MEDI-CAL VERIFICATION. Contractor shall be responsible for verifying Client’s
Medi-Cal eligibility status and ensuring claims for reimbursement of services are submitted

to the appropriate entity as described in Exhibit B.
15. COMMUNICATION AND COLLABORATIVE MEETING.

A. County and Contractor will strive to increase communication to further enhance
collaborative client care. Efforts to increase communication between County and
Contractor shall include, but are not limited to, the following:

1. At Admissions. County shall provide Contractor through confidential means the
client identification number, name of County treating Psychiatrist, if one is
assigned, and treating Psychiatrist’s email address.

2. At Discharge. At or before the time of discharge, designated County and
Contractor Psychiatrists will consult about the discharge plan for a client. County
and Contractor will identify a centralized contact person to facilitate this

consultation.

B. County shall conduct a Collaborative Meeting at least annually, and more frequently,
if needed, with Contractor to collaboratively discuss Programmatic, Fiscal, and

contract matters.
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EXHIBIT B MHS
FINANCIAL PROVISIONS

(With attached Exhibit B-1 MHS, Schedule of Rates and Contract Maximum)

This Agreement provides for reimbursement for Psychiatric Inpatient Hospital Services up to a
Maximum Contract Amount. For all services provided under this Agreement, Contractor will
comply with all applicable requirements necessary for reimbursement in accordance with Welfare
and Institutions Code §§ 14705-14711, and other applicable Federal, State and local laws, rules,
manuals, policies, guidelines and directives.

I.

II.

PAYMENT FOR SERVICES.

A. Performance of Services. Contractor shall be compensated at the rate specified in the

Schedule of Rates (Exhibit B-1) based on satisfactory provision of the Psychiatric
Inpatient Hospital Services described in Exhibit A-2 MHS Psychiatric Inpatient
Hospital Services (Exhibit A-2).

. Medi-Cal Services. The services provided by Contractor’s Program described in

Exhibit A-2 may be covered by the Medi-Cal Program and will be reimbursed directly
by the California State fiscal intermediary, Electronic Data Systems (hereafter “EDS”)
subject to the limitations described in Exhibit A and this Exhibit B. Funds for these
services are not included within the Maximum Contract Amount.

. Non-Medi-Cal Services. County recognizes that the services provided by Contractor’s

Program described in Exhibit A-2 may not be covered by Medi-Cal or may be provided
to individuals who are not Medi-Cal eligible and such services will be reimbursed by
County funds only to the extent specified in Exhibit B-1. Funds for these services are
included within the Maximum Contract Amount, and are subject to the same
requirements as funds for services provided pursuant to the Medi-Cal program.

. Limitations on Use of Funds Received Pursuant to this Agreement. Contractor shall

use the funds provided by County exclusively for the purposes of performing the
services described in Exhibit A-2 to this Agreement. Expenses shall comply with the
requirements established in the OMB Uniform Administrative Requirements, Cost
Principles, and Audit Requirement for Federal Awards and all other applicable
regulations. Violation of this provision or use of County funds for purposes other than
those described in Exhibit A-2 shall constitute a material breach of this Agreement.

MAXIMUM CONTRACT AMOUNT.

The Maximum Contract Amount has been calculated based on the rates pursuant to this
Agreement as set forth in Exhibit B-1 and shall not exceed $2,100,000 for FY 19-22 to
include $700,000 for FY 19-20, $700,000 for FY 20-21 and $700,000 for FY 21-22 as
shown in Exhibit B-1. The Maximum Contract Amount consists of County, State, and/or
Federal funds. Notwithstanding any other provision of this Agreement, in no event shall
County pay Contractor more than this Maximum Contract Amount for Contractor’s
performance hereunder without a properly executed amendment.
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IHI. PERDIEM RATE.

A. County agrees to reimburse Contractor at a Per Diem Rate during the term of this
Agreement. “Per Diem Rate” means a daily rate paid for reimbursable Psychiatric
Inpatient Hospital Services for a client for the day of admission and each day that
services are provided excluding the day of discharge. The Per Diem Rate shall be
inclusive of all services defined in this Agreement as Psychiatric Inpatient Hospital
Services, except for transportation services required in providing Psychiatric Inpatient
Hospital Services.

B. Contractor shall be reimbursed for a day of service, at the Per Diem rate, when the
client meets admission and/or continued stay criteria, documentation requirements,
treatment and discharge planning requirements, as described in Exhibit A-2, and
occupies a psychiatric inpatient hospital bed at 12:00 midnight. A day of service may
also be reimbursed by County if the client is admitted and discharged during the same
24-hour period provided that such admission and discharge is not within 24 hours of a
prior discharge, as approved by County.

C. In addition, County agrees to reimburse Contractor for an Administrative Day of
service at the Per Diem rate, in the event that client no longer meets the criteria for
psychiatric hospitalization as described in Exhibit A-2, Section 6.G Continued Stay
Services and authorized for Administrative Day Services in accordance with Exhibit
A-2, Section 6 H. Administrative Day Services will be paid at the rate approved by the
State DHCS for the current Fiscal Year in which this Agreement is in effect, plus a
supplemental amount paid by funds provided by the County for an equivalent of the
county-negotiated Medi-Cal rate or at a rate approved by the California Department of
Health Care Services in accordance with Title 22 CCR, §§ 51510, 51511.1, 51535, and
51535.1.

1IV.  ACCOUNTING FOR REVENUES.

A. Accounting for Revenues. Contractor shall comply with all County, State, and Federal
requirements and procedures, as described in WIC §§ 5709, 5710 and 14710, relating
to: (1) the determination and collection of patient/client fees for services hereunder
based on Uniform Method for Determining Ability to Pay (UMDAP) (2) the eligibility
of patients/clients Medi-Cal, Medicare, private insurance, or other third party revenue,
and (3) the collection, reporting and deduction of all patient/client and other revenue
for patients/clients receiving services hereunder.

B. Internal Procedures. Contractor shall maintain internal financial controls which
adequately ensure proper billing and collection procedures. Contractor’s procedures
shall specifically provide for the identification of delinquent accounts and methods for
pursuing such accounts. Contractor shall pursue payment from all potential sources in
sequential order, with County as payor of last resort. All fees paid by or on behalf of
patients/clients receiving services under this Agreement shall be utilized by Contractor
only for the delivery of mental health service units specified in this Agreement.
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V.

BILLING AND PAYMENT PROCEDURES AND LIMITATIONS:

A. Submission of Claims. Contractor shall submit a UB04 form (hereafter claim) within
14 calendar days of the date of discharge that: i) summarizes the rate payment structure
in Exhibit Bl provided during the admission, ii) states the amount owed by County,
and iii) includes the Agreement number and signature of Contractor’s authorized
representative. Claims shall be delivered to the County designated representative:

financecbo@sbcbwell.org

Santa Barbara County

Department of Behavioral Wellness
ATTN: Accounts Payable

429 North San Antonio Road

Santa Barbara, CA 93110-1316

Contractor shall submit the client’s medical chart along with the claim. Under extenuating
circumstances in which the client’s medical chart is not available by the 14" day after
discharge, Contractor shall provide County with notice and subsequently provide the
client’s medical chart as soon as possible, but no later than 30 days from the date of
discharge. County expects that such circumstances will be infrequent and that the client’s
medical chart and claim will be submitted simultaneously.

Contractor agrees that it shall be solely liable and responsible for all data and information
submitted to County.

Contractor shall submit a claim for services to County only after exhausting all other
reimbursement mechanisms, as described in Section IV.

Contractor shall ensure that claims are submitted in chronological order according to
admission date, in cases where a client has multiple admissions within a 14-day period.

Behavioral Wellness QCM Division shall review all service utilization and claims for
payment submitted by Contractor for compliance with the terms of this Agreement and
State, Federal and local requirements. County staff responsible for making payment
determinations shall be licensed mental health or waivered/registered professionals.
Approvals and denials of payment will be reviewed by the Behavioral Wellness QCM
Division psychiatrist and will be documented by Behavioral Wellness QCM Division in
writing. County shall make provisional payment for approved claims within thirty (30)
calendar days of the receipt of said claim(s) and client’s medical chart by Contractor subject
to the contractual limitations set forth below.

B. VWithholding Of Payment for Unsatisfactory Clinical Documentation. Director or
designee shall have the option to deny payment for services when documentation of
clinical services does not meet minimum State and County standards.

C. Claims Submission Restrictions.

1. Billing Limit. Unless otherwise determined by State or federal regulations (e.g.
Medi-Medi cross-over), all original (or initial) claims and client’s medical chart for
eligible individual persons under this Agreement must be received by County
within 14 days from the date of discharge to avoid denial for late billing.
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VI.

2. No Payment for Services Provided Following Expiration/Termination of
Agreement. Contractor shall have no claim against County for payment of any
funds or reimbursement, of any kind whatsoever, for any service provided by
Contractor after the expiration or other termination of this Agreement. Should
Contractor receive any such payment, it shall immediately notify County and shall
immediately repay all such funds to County. Payment by County for services
rendered after expiration/termination of this Agreement shall not constitute a
waiver of County’s right to recover such payment from Contractor. This provision
shall survive the expiration or other termination of this Agreement.

3. Payment in Full.

a. For Medi-Cal covered Psychiatric Inpatient Hospital Services, Contractor
agrees to accept as payment in full payments made by EDS, irrespective of
whether the cost of services provided to the client and related administrative
expenses exceeded the payment obligation of Medi-Cal.

b. For Psychiatric Inpatient Hospital Services not covered by Medi-Cal,
Contractor agrees to accept as payment in full payments made by County,
pursuant to this Exhibit B and Exhibit B-1, irrespective of whether the cost of
services provided to the client and related administrative expenses exceeded the

payment.

c. Contractor shall not submit a claim to demand, or otherwise collect
reimbursement from the client or persons acting on behalf of the client for
services provided except to collect other third party revenue as described in
Section IV.

. Claims Certification and Program Integrity. Contractor shall certify that all rate

payment submitted to County for any payor sources covered by this Agreement are true
and accurate to the best of Contractor’s knowledge.

. Overpayments. Any overpayments of contractual amounts must be returned via direct

payment within 30 days to the County. County may withhold amounts from future
payments due to Contractor under this Agreement or any subsequent agreement if
Contractor fails to make direct payment within required timeframe. Contractor shall
promptly report to County all overpayments identified or recovered, specifying the
overpayments due to potential fraud. (42 C.F.R. § 438.608(a), (a)(2).) Contractor shall
notify County within 30 calendar days when it has identified payments in excess of
amounts specified for reimbursements of Medi-Cal services.

FINANCIAL REPORTS.
A. Audited Financial Reports: Each year of the Agreement, the Contractor shall submit

to County a copy of their audited annual financial statement, including management
comments. This report shall be submitted within thirty (30) days after the report is
received by Contractor.

. Single Audit Report: If Contractor is required to perform a single audit, per the

requirements of OMB Uniform Administrative Requirements, Cost Principles, and
Audit Requirements of Federal Awards, Contractor shall submit a copy of such single
audit to County within thirty (30) days of receipt.
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VII. AUDITS, AUDIT APPEALS AND POST-AUDIT EPSDT/MEDI-CAL FINAL
SETTLEMENT.

A. Audit by Responsible Auditing Party. At any time during the term of this Agreement
or after the expiration or termination of this Agreement, in accordance with State and
federal law including but not limited to the WIC § 14170 et. seq., authorized
representatives from the County, State or Federal governments (Responsible Auditing
Party) may conduct an audit or site review of Contractor regarding the mental health
services/activities provided hereunder.

B. Settlement. Settlement of the audit findings will be conducted according to the
Responsible Auditing Party’s procedures in place. In the case of a State EPSDT/Medi-
Cal audit, the State and County will perform a post-audit EPSDT/Medi-Cal settlement
that is based on State audit findings. Such settlement will take place when the State
initiates its settlement action which customarily is after the issuance of the audit report
by the State and before the State’s audit appeal process. However, if the Responsible
Auditing Party stays its collection of any amounts due or payable because of the audit
findings, County will also stay its settlement of the same amounts due or payable until
the Responsible Auditing Party initiates its settlement action with County.

C. Invoice for Amounts Due. County shall issue an invoice to Contractor for any amount
due County after the Responsible Auditing Party issues an audit report. The amount on
the County invoice is due by Contractor to County thirty (30) calendar days from the
date of the invoice.

D. Appeal. Contractor may appeal any such audit findings in accordance with the audit
appeal process established by the party performing.
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EXHIBIT B-1-MHS
SCHEDULE OF RATES AND CONTRACT MAXIMUM

Services Rate Contract
Maximum
Adult Psychiatric Inpatient Hospital Services *daily rate
*Inclusive of all Psychiatrist,
Board and Care, Physician
and medication services for
both co-occurring and mental
health services.
Transportation
The Department of Behavioral Wellness will provide | $150 per patient
transportation for the client unless arrangements have
been made in advance with Contractor to provide this
service.
Total FY 19-20 Contract Maximum $910 daily rate $700,000
Total FY 20-21 Contract Maximum $935 daily rate $700,000
Total FY 21-22 Contract Maximum $960 daily rate $700,000
Total Contract Maximum Amount not to exceed for FY 19-21: | $2,100,000
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EXHIBIT C
INDEMNIFICATION AND INSURANCE REQUIREMENTS

1. INDEMNIFICATION

Contractor agrees to defend, indemnify, and hold harmless the County and its officers, officials,
employees, volunteers or agents against any and all claims, damages, costs, liabilities, and expense,
including reasonable attorneys’ fees, arising from or attributable to the Contractor’s negligent acts
or omissions and intentional misconduct which is brought against the County in connection with the
activities, related services or the Contractor’s breach of its responsibilities under this Agreement.

2. NOTIFICATION OF ACCIDENTS AND SURVIVAL OF INDEMNIFICATION
PROVISIONS

Contractor shall notify County immediately in the event of any accident or injury arising out of or in

connection with this Agreement. The indemnification provisions in this Agreement shall survive any

expiration or termination of this Agreement.

3. INSURANCE

Contractor shall procure and maintain for the duration of this Agreement insurance against claims
for injuries to persons or damages to property which may arise from or in connection with the
performance of the work hereunder and the results of that work by the Contractor, its agents,
representatives, employees or subcontractors.

A. Minimum Scope of Insurance
Coverage shall be at least as broad as:

1. Commercial General Liability (CGL): Insurance Services Office (ISO) Form
CG 00 01 covering CGL on an “occurrence” basis, including products-completed
operations, personal & advertising injury, with limits no less than $1,000,000 per
occurrence and $2,000,000 in the aggregate.

2. Automobile Liability: ISO Form Number CA 00 01 covering any auto (Code 1),
or if Contractor has no owned autos, hired, (Code 8) and non-owned autos (Code
9), with limit no less than $1,000,000 per accident for bodily injury and property
damage.

3. Workers’ Compensation: As required by the State of California, with Statutory
Limits, and Employer’s Liability Insurance with limit of no less than $1,000,000
per accident for bodily injury or disease.

4.  Professional Liability (Errors and Omissions) Insurance appropriate to the
Contractor’s profession, with limit of no less than $1,000,000 per occurrence or
claim, $2,000,000 aggregate.

If the Contractor maintains higher limits than the minimums shown above, the County requires and

shall be entitled to coverage for the higher limits maintained by the Contractor. Any available
insurance proceeds in excess of the specified minimum limits of insurance and coverage shall be

available to the County.
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B. Other Insurance Provisions

The insurance policies are to contain, or be endorsed to contain, the following provisions:

1.

Additional Insured — County, its officers, officials, employees, agents and
volunteers are to be covered as additional insureds on the CGL policy with respect to
liability arising out of work or operations performed by or on behalf of the Contractor
including materials, parts, or equipment furnished in connection with such work or
operations. General liability coverage can be provided in the form of an endorsement
to the Contractor’s insurance at least as broad as ISO Form CG 20 10 11 85 or if not
available, through the addition of both CG 20 10 and CG 20 37 if a later edition is

used).

Primary Coverage — For any claims related to this Agreement, the Contractor’s
insurance coverage shall be primary insurance as respects the County, its officers,
officials, employees, agents and volunteers. Any insurance or self-insurance
maintained by the County, its officers, officials, employees, agents or volunteers shall
be excess of the Contractor’s insurance and shall not contribute with it.

Notice of Cancellation — Each insurance policy required above shall provide that
coverage shall not be canceled, except with notice to the County.

Waiver of Subrogation Rights — Contractor hereby grants to County a waiver of
any right to subrogation which any insurer of said Contractor may acquire against the
County by virtue of the payment of any loss under such insurance. Contractor agrees
to obtain any endorsement that may be necessary to effect this waiver of subrogation,
but this provision applies regardless of whether or not the County has received a
waiver of subrogation endorsement from the insurer.

Deductibles and Self-Insured Retention — Any deductibles or self-insured
retentions must be declared to and approved by the County. The County may require
the Contractor to purchase coverage with a lower deductible or retention or provide
proof of ability to pay losses and related investigations, claim administration, and
defense expenses within the retention.

Acceptability of Insurers — Unless otherwise approved by Risk Management,
insurance shall be written by insurers authorized to do business in the State of
California and with a minimum A.M. Best’s Insurance Guide rating of “A- VII”.

Verification of Coverage — Contractor shall furnish the County with proof of
insurance, original certificates and amendatory endorsements as required by this
Agreement. The proof of insurance, certificates and endorsements are to be received
and approved by the County before work commences. However, failure to obtain the
required documents prior to the work beginning shall not waive the Contractor’s
obligation to provide them. The Contractor shall furnish evidence of renewal of
coverage throughout the term of the Agreement. The County reserves the right to
require complete, certified copies of all required insurance policies, including
endorsements required by these specifications, at any time.
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8. Failure to Procure Coverage — In the event that any policy of insurance required
under this Agreement does not comply with the requirements, is not procured, or is
canceled and not replaced, County has the right but not the obligation or duty to
terminate the Agreement. Maintenance of required insurance coverage is a material
element of the Agreement and failure to maintain or renew such coverage or to
provide evidence of renewal may be treated by County as a material breach of

contract.

9. Subcontractors — Contractor shall require and verify that all subcontractors maintain
insurance meeting all the requirements stated herein, and Contractor shall ensure that
County is an additional insured on insurance required from subcontractors.

10. Claims Made Policies — If any of the required policies provide coverage on a claims-
made basis:

1. The Retroactive Date must be shown and must be before the date of the
Agreement or the beginning of contract work.

ii.  Insurance must be maintained and evidence of insurance must be provided for
at least five (5) years after completion of contract work.

iii.  If coverage is canceled or non-renewed, and not replaced with another claims-
made policy form with a Retroactive Date prior to the Agreement effective date,
the Contractor must purchase “extended reporting” coverage for a minimum of
five (5) years after completion of contract work.

1. Special Risks or Circumstances — County reserves the right to modify these
requirements, including limits, based on the nature of the risk, prior experience,
insurer, coverage, or other special circumstances.

Any change requiring additional types of insurance coverage or higher coverage limits must be made
by amendment to this Agreement. Contractor agrees to execute any such amendment within thirty

(30) days of receipt.

Any failure, actual or alleged, on the part of County to monitor or enforce compliance with any of
the insurance and indemnification requirements will not be deemed as a waiver of any rights on the

part of County.
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Callfatnia Department of Heah: Care Services Exhibit D(F)
Special Terms and Conditions
{For federally funded service contracts or agreements and grant agreements)

The use of headings or titles throughout this exhibit is for convenience only and shall not be used to interpret
of to govern the meaning of any specific term or condition,

The terms “contract’, “Contractor” and "Subcontractor” shall also mean, “agreement”, "grant’, “grant
agreement”, “Grantee" and "Subgrantee” respectively.

The terms “California Department of Health Care Services”, “California Department of Health Services”,
‘Depariment of Health Care Services’, "Department of Health Services®, "CDHCS", “DHCS”, “CDHS", and
‘DHS” shall all have the sams meaning and refer to the California State agency that is a party to this
Agreement.

This exhibit contains provisions that require strict adherence to various contracting laws and policies. Some
provisions herein are conditional and only apply if specified conditions exist (i.e., agreement total exceads a
certain amount; agreement is federally funded, etc.). ¥The provisions herein apply to this Agreement unless
the provisions are removed by reference on the face of this Agreemaent, the provisions are superseded by an
alternate provision appearing elsewhere in this Agreement, or the applicable conditions do not exist,

For purposes of this Exhibil D(F). "Contractor” refers to the County of Santa Batbara and "subcontracior” refers 10

Aurora Las Encinas. LLC. Index of Special Terms and Conditions

1. Federal Equal Employment Opportunity 17. Human Subjects Use Requirements

Requirements 18. Novation Requirements

2. Travel and Per Diem Reimbursement 19. Debarment and Suspension Certification
3. Procurement Rules 20. Smoke-Free Workplace Certification

4.  Eqguipment Ownership / Inventory / Disposition 21.  Covenant Against Contingent Fees

5. Subcontract Requirements 22, Payment Withholds

6. Income Restrictions i 23. Performance Evaluation

7. Audit and Record Retention 24, Officials Not to Benafit

8. Site Inspection 25. Four-Digit Date Compliance

9. Federal Contract Funds 26. Prohibited Use of State Funds for Software
10. Intellectuat Property Rights 27.  Use of Small, Minority Owned and Women's
11, Air or Water Poliution Reguirements Businesses

12.  Prior Approval of Training Seminars, Workshops | 28.  Alien Ineligibility Certification

or Conferences 29. Union Organizing

13. Confidentiality of information 30. Contract Uniformity (Fringe Benefit

14. Documents, Publications, and Written Reports Allowability)

16, Dispute Resolution Process 31. Suspension or Stop Work Notification

16. Financial and Compliance Audit Requirements 32. Lobbying Restrictions and Disclosure

Certification

*Provisions 2, 3, 4, 6, 8, 12, 14, 2225, 29, and 30 DO NOT APPLY to this Agreement.
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1. Federal Equal Opportunity Requirements
{Applicable to all federally funded agreements entered into by the Department of Health Care Services)

a. The Contractor will not discriminate against any employee or applicant for empioyment because of race,
color, religion, sex. national origin, physical or mental handicap, disability, age or status as a disabled
veteran or veteran of the Vietnam era. The Conlractor will take affirmative action to ensure that qualified
applicants are employed, and that employees are treated during employment, without regard to their
race, color, religion, sex, national origin, physical or mental handicap, disability, age or status as a
disabled veteran or veteran of the Vietnam era. Such action shall include, but not be limited to the
following: employment, upgrading, demotion or transfer; recruitment or recruitment advertising; layoff or
termination; rates of pay or other forms of compensation; and career development opportunities and
selection for training, including apprenticeship. The Contractor agrees tc post in conspicuous places,
available to employees and applicants for employment, notices to be provided by the Federal
Government or DHCS, setting forth the provisions of the Equal Opportunity clause, Section 503 of the
Rehabilitation Act of 1973 and the affirmative action clause required by the Vietham Era Veterans'
Readjustment Assistance Act of 1974 (38 U.S.C. 4212). Such nofices shall state the Contractor's
obligation under the law to take affirmative action o employ and advance in employment qualified
applicants without discrimination based on their race, color, religion, sex, national origin physical or
mental handicap, disability, age or status as a disabled veteran or veteran of the Vietnam era and the
rights of applicants and employees.

b. The Contractor will, in all solicitations or advancements for employees placed by or on behalf of the
Contractor, state that alt qualified applicants will receive consideration for empioyment without regard to
race, color, religion, sex, national origin physical or mental handicap, disability, age or status as a
disabled veteran or veteran of the Vietnam era.

¢. The Contractor will send to each labor union or representative of workers with which it has a collective
bargaining agreement or other contract or understanding a notice, to be provided by the Federal
Government or the State, advising the labor union or workers' representative of the Contractor's
commitments under the provisions herein and shall post copies of the notice in conspicuous places
available to employees and applicants for employment.

d. The Confractor will comply with all provisions of and furnish all information and reports required by
Section 503 of the Rehabilitation Act of 1973, as amended, the Vietnam Era Veterans' Readjustment
Assistance Act of 1974 (38 U.5.C. 4212) and of the Federal Executive Order No. 11246 as amended,
including by Executive Order 11375, ‘Amending Executive Order 11246 Relating to Equal Employment
Opportunity,’ and as supplemented by regulation at 41 CFR part 60, “Office of the Federal Contract
Compliance Programs, Equal Employment Opportunity, Department of Labor,” and of the rules,
ragulations, and relevant arders of the Secretary of Labor.

e. The Centractor will furnish all information and reports required by Federal Executive Order No, 11246 as
amended, including by Executive Order 11375, ‘Amending Executive Order 11246 Relating to Equal
Employment Opportunity,’ and as supplemented by regulation at 41 CFR part 60, "Office of the Federal
Contract Compliance Programs, Equal Employment Opportunity, Department of Labor,” and the
Rehabilitation Act of 1973, and by the rules, regulations, and orders of the Secretary of Labor, or
pursuant thereto, and will permit access to its books, records, and accounts by the State and its
designated representatives and the Secretary of Labor for purposes of investigation to ascertain
compliance with such rules, requiations, and orders.

f. In the event of the Contractor's noncompliance with the requirements of the provisions herein or with any
federal rules, regulations, or orders which are referenced herein, this Agreement may be cancslied,
terminated, or suspended in whole or in part and the Contractor may be declared ineligible for further
federal and state contracts in accordance with procedures authorized in Federal Executive Order No.
11246 as amended and such other sanctions may be imposed and remedies invoked as provided in
Federal Executive Order No. 11246 as amended, including by Executive Order 11375, 'Amending
Executive Order 11246 Relating to Equal Employment Opportunity.’ and as supplemented by regutation
at 41 CFR part 60, “Office of the Federal Contract Compliance Programs, Equal Employment
Opportunity, Department of Labor,” or by rule, regulation, or order of the Secretary of Labor, or as
otherwise provided by law.
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g. The Contractor will include the provisions of Paragraphs & through g in every subcontract or purchase
order unfess exempted by rules, regulations, or orders of the Secretary of Labor issued pursuant to
Federal Executive Order No. 11246 as amended, including by Executive Order 11375, ‘Amending
Executive Order 11246 Relating to Equal Employment Opportunity,’ and as supplemented by regulation
at 41 CFR part 60, “Office of the Federal Contract Compliance Programs, Equal Employment
Opportunity, Department of Labor,” or Section 503 of the Rehabilitation Act of 1973 or (38 U.S.C. 4212)
of the Vietnam Era Veteran's Readjustment Assistance Act, so that such provisions will be binding upon
each subcontractor or vendor. The Contractor will take such action with respect to any subcontract or
purchase order as the Director of the Office of Federal Contract Compliance Programs or DHCS may
direct as a means of enforcing such provisions including sanctions for noncompliance provided, however,
that in the event the Contractor becomes involved in, or is threatened with litigation by a subcontractor or
vendor as a result of such direction by DHCS, the Contractor may request in writing to DHCS, who, in
turn, may request the United States to enter into such litigation to protect the interests of the State and of
the United States.

2. Travel and Per Diem Reimbursement
(Applicable if travel and/or per diem expenses are reimbursed with agreement funds.)

Reimbursement for travel and per diem expenses fram DHCS under this Agreement shall, unless otherwise
specified in this Agreement, be at the rates currently in effect, as established by the California Department of
Human Resources (CalHR), for nonrepresented state empioyees as stipulated in DHCS' Travel
Reimbursement Information Exhibit. If the CalHR rates change during the term of the Agreement, the new
rates shall apply upon their effective date and no amendment to this Agreement shall be necessary.
Exceptions to CalHR rates may be approved by DHCS upon the submission of a statement by the Contractor
indicating that such rates are not available to the Contractor. No travel outside the State of California shall be
reimbursed without prior authorization from DHCS. Verbal authorization should be confirmed in writing.
Witten authorization may be in a form including fax or email confirmation.

3. Procurement Rules

(Applicable to agreements in which equipment/property, commodities and/or supplies are furnished by DHCS
or expenses for said items are reimbursed by DHCS with state or federal funds provided under the
Agreement.) :

a. Equipment/Property definitions

Wherever the term equipment and/or property is used, the following definitions shall apply:

(1) Major equipment/property: A tangible or intangible item having a base unit cost of $5,000 or more
with a life expectancy of one (1) year or more and is either furnished by DHCS or the cost is
reimbursed through this Agreement. Software and videos are examples of intangible items that meet
this definition.

(2) Minor aquipment/property: A tangible item having a base unit cost of less than $5,000 with a life
expectancy of one (1) year or more and is either fumished by DHCS or the cost is reimbursed
through this Agreement.

b. Government and public entities (inciuding state colleges/universities and auxiliary organizations).
whether acting as a contractor and/or subcontractor, may secure all commodities, supplies, equipment
and services related to such purchases that are required in performance of this Agreement. Said
pracurements are subject to Paragraphs d through h of Provision 3. Paragraph ¢ of Provisicn 3 shall
also apply, if eguipment/property purchases are delegated to subcontractors that are nonprofit
arganizations or commercial businesses.

c. Nonprofit organizations and commercial businesses, whether acting as a contractor and/or
subcontractor, may secure commodities, supplies, equipment/property and services related to such
purchases for performance under this Agreement.

(1} Equipment/property purchases shall not exceed $50,000 annually.
To secure equipmentfproperty above the annual maximum limit of $50,000, the Contractor shall
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make arrangements through the appropriate DHCS Program Contract Manager, to have all
remaining equipment/property purchased through DHCS' Purchasing Unit. The cost of
equipment/properly purchased by or through DHGS shall be deducted from the funds available in this
Agreement. Contractor shall submit to the OHCS Program Contract Manager a list of
squipment/property specifications for those items that the State must procure. DHCS may pay the
vendor directly for such arranged equipment/property purchases and title to the equipment/property
will remain with DHCS. The equipment/property will be delivered to the Contractor's address, as
stated on the face of the Agreement, unless the Contractor nolifies the DHCS Program Contract
Manager, in writing, of an alternate delivery address.

(2} All equipment/property purchases are subject to Paragraphs d through h of Provision 3. Paragraph b
of Provision 3 shall also apply, if equipment/property purchases are delegated to subcontractors that
are either a government or public entity.

Nonprofit organizations and commercial businesses shall use a procurement system that meets the
following standards:

3

-

{a) Maintain a code or standard of conduct that shall govem the performance of its officers,
employees, or agents engaged in awarding procurement contracts. No employee, officer, or
agent shall participata in the selection, award, or administration of a procurement, or bid contract
in which, to his or her knowledge, he or she has a financial interest.

{b) Procurements shall be conducted in a manner that provides, to the maximum extent practical,
open, and free competition.

{c} Procurements shall be conducted in a manner that provides for all of the following:
[1] Avoid purchasing unnecessary or duplicate items.

[2] Equipment/propenty sclicitations shall be based upon a clear and accurate description of the
technical requirements of the goods to be procured.

[3] Take positive steps to utilize small and veteran owned businesses.

d. Uniess waived or otherwise stipulated in writing by DHCS, prior written authorization from the appropriate
DHCS Program Contract Manager will be required before the Contractor will be reimbursed for any
purchase of $5,000 or more for commodities, supplies, equipment/property, and services related to such
purchases. The Contractor must provide in its request for authorization all particulars necessary, as
specified by DHCS, for evaluating the necessity or desirability of incurring such costs. The term
"purchase” excludes the purchase of services from a subcontractor and public utility services at rates
established for uniform applicability to the general public.

e. In special circumstances, determined by DHCS (e.g., when DHCS has a need to monitor certain
purchases, etc.), DHCS may require prior written authorization and/or the submission of paid vendor
receipts far any purchase, regardless of dollar amount. DHCS reserves the right to either deny claims for
reimbursement or to request repayment for any Contractor and/or subcontractor purchase that DHCS
determines to be unnecessary in carrying out performance under this Agreement.

f. The Contractor and/or subcontractor must maintain a copy or narrative description of the procurement
system, guidelines, rules, or regulations that will be used ta make purchases under this Agreement. The
State reserves the right to request a copy of these documents and to inspect the purchasing practices of
the Contractor and/or subcontractor at any time.

g. For all purchases, the Contractor and/or subcontractor must maintain copies of all paid vendor invoices,
documents, bids and other information used in vendor selection, for inspection or audit. Justifications
supporting the absence of bidding (i.e., sole source purchases) shall also be maintained on fite by the
Contractor and/or subcontractor for inspection or audit.

h. DHCS may, with cause (e.g., with reasonable suspicion of unnecessary purchases or use of
inappropriate purchase practices, stc.), withhold, cancel, modify, or retract the delegated purchase
authority granted under Paragraphs b andfor ¢ of Provision 3 by giving the Contractor no less than 30
calendar days written notice.
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4. Equipment/Property Ownership / inventory / Disposition

{Applicable to agreements in which equipmentfproperty is furnished by DHCS andfor when said items are
purchased or reimbursed by DHCS with state or federal funds provided under the Agreement.}

a. Wherever the term equipment andior property is used in Provision 4, the definitions in Paragraph a of
Provision 3 shall apply.

Unless otherwise stipulated in this Agreement, all equipment andfor property that is
purchased/reimbursed with agreement funds or furished by DHCS under the terms of this Agreement
shall be considered state equipment and the property of DHCS.

{1} Reporting of Equipment/Property Receipt - DHCS requires the reporting, tagging and annual
inventorying of all equipment and/or property that is furnished by DHCS or purchased/reimbursed
with funds provided through this Agreement.

Upon receipt of equipment and/or property, the Contractor shall report the receipt to the DHCS
Program Contract Manager. To report the receipt of said items and ta receive property tags,
Contractor shall use a form or format designated by DHCS' Asset Management Unit.  If the
appropriate form (i.e., Contractor Equipment Purchased with DHCS Funds) does not accompany this
Agreement, Contractor shall request a copy from the DHCS Program Contract Manager.

Annual Equipment/Property Inventory - If the Contractor enters into an agreement with a term of
more than twelve months, the Contractor shall submit an annual inventory of state equipment and/or
property to the DHCS Program Contract Manager using a form or format designated by DHCS' Asset
Management Unit. [f an inventory report form (i.e., Inventory/Disposition of DHCS-Funded
Equipment) does not accompany this Agreement, Contractor shall request a copy from the DHCS
Program Contract Manager. Contractor shall:

73

{a) Include in the inventory report, equipment and/or property in the Contractor's possession andfor
in the possession of a subcontractor (including independent consultants).

(b} Submit the inventory report to DHCS according to the instructions appearing on the inventory
form or issued by the DHCS Program Contract Manager.

(¢) Contact the DHCS Program Contract Manager to leam how to remove, trade-in, sell, transfer or
survey off, from the inventory report, expired equipment and/or property that is no longer wanted,
usable or has passed its life expectancy. Instructions will be supplied by either the DHCS
Program Contract Manager or DHCS' Asset Management Unit.

b. Title to state equipment andfar property shall not be affected by its incorporation or attachment to any
property not owned by the State.

¢. Unless ctherwise stipulated, DHCS shall be under no obligation to pay the cost of restoration, or
rehabilitation of the Contractor's and/or Subcontractor's facility which may be affected by the removal of

any state equipment and/or property.

d. The Contractor and/or Subecontractor shall maintain and administer a sound husiness program for
ansuring the proper use, maintenance, repair, protection, insurance and preservation of state equipment

andfor property.

(1) In administering this provision, OHCS may require the Contractor and/or Subcontractor to repair or
replace, to DHCS' satisfaction, any damaged, lost or stolen state equipment and/or property. In the
event of state equipment and/or miscellaneous property theft, Contractor andfer Subcontractor shall
immediately file a theft report with the appropriate police agency or the California Highway Patrof and
Contractor shall promptly submit one copy of the theft report to the DHCS Program Contract
Manager.

e. Unless otherwise stipulated by the Program funding this Agreement, equipment and/or property
purchased/reimbursed with agreement funds or furnished by DHCS under the terms of this Agreement,
shali only be used for performance of this Agreement or another DHCS agreement.
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f.  Within sixty (60) calendar days prior to the termination or end of this Agreement, the Contractor shall
provide a final inventory repart of equipment andfor property to the DHCS Program Contract Manager
and shall, at that time, query DHCS as to the requirements, including the manner and method, of
returning state equipment and/or property to DHCS. Final disposition of equipment and/or property shall
be at DHCS expense and according to DHCS instructions. Equipment andfor property disposition
instructions shall be issued by DHCS immediately after receipt of the final inventory report. At the
termination or conclusion of this Agreement, DHCS may at its discretion, authorize the continued use of
state equipment and/or property for performance of work under a different DHCS agreement.

g. Motor Vehicles

{Applicable only if motor vehicles are purchaseds/reimbursed with agreement funds or furnished by DHCS
under this Agreement.)

(1) If motor vehicles are purchased/reimbursed with agreement funds or furnished by DHCS under the
terms of this Agreement, within thirty (30) calendar days prior to the termination or end of this
Agreemernt, the Contractor and/or Subcontractor shall return such vehicles to DHCS and shall deliver
all necessary documents of title or registration to enable the proper transfer of a markstable itie to
DHCS.

If motor vehicles are purchased/reimbursed with agreement funds or fumished by DHCS under the
terms of this Agreement, the State of Califomnia shall be the legal owner of said motor vehicles and
the Contractor shall be the registered owner. The Contractor andfor a subcontractor may only use
said vehicles for performance and under the terms of this Agreement.

@

-~

(3) The Contractor and/for Subcontractor agree that all operators of motor vehicles,
purchased/reimbursed with agreement funds or furnished by DHCS under the terms of this
Agreement, shall hold a valig State of California driver's license, In the event that ten or more
passengers are to be transported in any one vehicle, the operator shalt also hold a State of California
Class B driver's license.

(4) If any motor vehicle is purchasedireimbursed with agreement funds or furnished by DHCS under the
terms of this Agreement, the Contractor andfor Subcontractor, as applicable, shall provide, maintain,
and certify that, at a minimum, the following type and amount of automobile liability insurance is in
affect during the term of this Agreement or any extension period during which any vehicle remains in
the Contractor's and/or Subcontractor's possession:

Automobile Liability Insurance

(a) The Contractor, by signing this Agreement, hereby certifies that it possesses or will obtain
automobile liability insurance in the amount of $1,000,000 per occurrence for bodily injury and
property damage combined. Said insurance must be obtained and made effective upon the
delivery date of any motor vehicle, purchased/reimbursed with agreement funds or furnished by
DHCS under the terms of this Agreement, to the Contractor andfor Subcontractor.

The Contractor and/or Subcontractor shall, as soon as practical, furnish a copy of the certificate
of insurance to the DHCS Program Contract Manager. The cerfificate of insurance shall identify
the DHCS contract or agreement number for which the insurance applies.

(©

P

(c} The Contractor andior Subcontractor agree that bodily injury and property damage liability
insurance, as required herein, shall remain in effect at all times during the term of this Agreement
or until such time as the motor vehicle is returned to DHCS.

The Contractor and/or Subcontractor agree to provide, at least thity {30) days prior lo the
expiration date of said insurance coverage, a copy of a new certificate of insurance evidencing
continued coverags, as indicated herein, for not less than the remainder of the term of this
Agreement, the term of any extension or continuation thereof, or for a periad of not less than one
(1) year.

d

—

(e} The Contractor and/or Subcontractor, if not a self-insured government andfor public entity, must
provide evidence, that any required certificates of insurance contain the following provisions:
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[1] The insurer will not cancel the insured’'s coverage without giving thirty (30) calendar days
prior written notice to the State {California Department of Health Care Services).

[2] The State of California, its officers, agents, employees, and servants are included as
additional insureds, but only with respect to work performed for the State under this
Agreement and any extension or continuation of this Agreement.

The insurance carrier shall notify the California Department of Health Care Services (DHCS),
in writing, of the Contractor's failure to pay premiums; its cancellation of such policies; or any
other substantial change, including, but not limited to, the status, coverage, or scope of the
required insurance. Such notices shall contain a reference to each agreement number for
which the insurance was obtained.

&)

—

(f} The Contractor andfor Subcontractor is hersby advised that copies of certificates of insurance
may be subject to review and approval by the Department of General Services (DGS}, Office of
Risk and Insurance Management. The Contractor shall be notified by DHCS, in writing, if this
provision is applicable to this Agreement. If DGS approval of the certificate of insurance is
required, the Contractor agrees that no work or services shall be performed prior to obtaining
said approval.

{(g) In the event the Contractor and/or Subcontractor fails to keep insurance coverage, as required
herein, in effect at all times during vehicle possession, DHCS may, in addition to any other
remedies it may have, terminate this Agreement upon the occurrence of such event.

5. Subcontract Requirements

(Applicable to agreements under which services are to be performed by subcontractors including
independent consuitants.)

a. Prior written authorization will be required before the Contractar enters into or is reimbursed for any
subcontract for services costing $5,000 or more. Except as indicated in Paragraph a(3) herein, when
securing subcontracts for services exceeding $5,000, the Contractor shall obtain at least three bids or
justify a sole source award.

(1) The Contractor must provide in its request for authorization, all information necessary for evaluating
the necessity or desirability of incurring such caost.

(2) DHCS may identify the information needed to fulfill this requirement,

(3} Subcontracts performed by the following entities or for the service types listed below are exempt from
the bidding and sole source justification requirements:

(a} Alocal gavernmental entity or the federal government,

(b} A State collage or State univarsity from any State,

{c} A Joint Pawers Authority,

(d) An auxiliary organization of a California State University or a California community college,

(e} A foundation organized to support the Board of Governors of the California Community Colleges,

{f} An auxiliary organization of the Student Aid Commission established under Education Code
§ 69522,

{g} Firms or individuals proposed for use and approved by DHCS' funding Program via acceptance
of an application or proposal for funding or prefpost contract award negotiations,

(h} Entities and/for service types identified as exempt from advertising and competitive bidding in
State Contracting Manual Chapter 5 Section 5.80 Subsection B.2. View this publication at the

b. DHCS reserves the right to approve ar disapprove the selection of subcontractors and with advance
written notice, require the substitution of subcontractors and require the Contractor o terminate
subcontracts entered into in support of this Agreement.

OHCS-Exhibit DF (08/17) Page 7 of 26

ALEHFY 19-22 BC Page 62 of 155



Department of Haaith Cara Services » Spacial Terms and Conditions Exhibit D(F)

{1) Upon receipt of a written notice from DHCS requiring the substituion and/or termination of a
subconiract, the Contractor shall take steps to ensure the completion of any work in pregress and
select a replacement, if applicable, within 30 calendar days, unless a longer period is agreed to by
DHCS.

¢. Actual subcontracts (i.e., written agreement between the Contractor and a subcontractor) of $5,000 or
more are subject to the prior review and written approval of DHCS. DHCS may, at its discretion, elect to
waive this right. All such waivers shall be confirmed in writing by DHCS.

d. Contractor shall maintain a copy of each subcontract entered into in support of this Agreement and shall,
upon request by DHCS, make copies available for approval, inspection, or audit.

e. DHCS assumes no responsibility for the payment of subcontractors used in the performance of this
Agreement.  Contractor accepts sole responsibility for the payment of subcontractors used in the
performance of this Agreement.

f.  The Contractor is responsible for all performance requirements under this Agreement even though '
performance may be carried out through a subcontract.

g. The Contractor shall ensure that all subcontracts for services include provision(s) requiring compliance
with applicable terms and conditions specified in this Agreement.

h.  The Contractor agrees to include the following clause, relevant to record retention, in all subcontracts for
services:

“(Subcontractor Name) agrees to maintain and preserve, until three years after lermination of
(Agreement Number) and final payment from DHCS to the Contractor, to permit DHCS or any
duly authorized representative, to have access to, examine or audit any pertinent books,
documents, papers and records related to this subcontract and to allow interviews of any
employees who might reasonably have information related to such records."

i. Unless otherwise stipuiated in writing by DHCS, the Contractor shall be the subcontractor's sole point of
contact for all matters related to performance and payment under this Agreement.

J. . Contractor shall, as applicable, advise all subcontractors of their obligations pursuant to the following
numbered provisions of this Exhibit: 1, 2, 3, 4, 5, 6, 7, 8, 10. 11, 12, 13, 14, 17, 19, 20, 24, 32 andfor
other numbered provisions herein that are deemed applicable.

6. Income Restrictions

Unless otherwise stipulated in this Agreement, the Caontractor agrees that any refunds, rebates, credits, or
other amounts (including any interest therson} accruing io or received by the Contractor under this
Agresment shall be paid by the Contractor to DHCS, {o the extent that they are praperly aliocable to costs for
which the Contractor has been reimbursed by DHCS under this Agreement.

7. Audit and Record Retention
{Applicable to agreements in excess of $10,000.)
a. The Contractor and/or Subcontractor shall maintain books, records, documents, and other evidence,
accounting procedures and practices, sufficient to properly reflect all direct and indirect costs of whatever

nature claimed to have been incurred in the performance of this Agreement, including any matching
costs and expenses. The foregoing constitutes “records" for the purpose of this provision.

b. The Contractor's andfor subcontractor's facility or office or such part thereof as may be engaged in the
performance of this Agreement and his/her records shall be subject at all reasonable times to Inspection,

audit, and reproduction.

c. Contractor agrees that DHCS, the Department of General Services, the Bureau of State Audits, or their
designated representatives including the Comptroller Generat of the United States shall have the right to
review and to copy any records and supporting documentationt pertaining to the performance of this
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Agreement. Contraclor agrees to aliow the auditor(s) access tc such records during normal business
fiours and to allow interviews of any employees who might reasconably have information related to such
records. Further, the Contractor agrees to include a similar right of the State to audit records and
interview staff in any subcontract related to performance of this Agreement. (GC 8546.7, CCR Tide 2,
Section 1886).

d. The Contractor and/or Subcontractor shail preserve and make available his’her records {1) for a period
of three years from the date of final payment under this Agreement, and (2} for such longer period, if any,
as is required by applicable statute, by any other provision of this Agreement, or by subparagraphs (1) or
(2) below.

(1) If this Agreement is completely or partially terminated, the records relating to the work terminated
shall be preserved and made available for a period of three years fram the date of any resulting final
settlement.

(2) If any litigation, claim, negotiation, audit, or other action involving the records has been started before
the expiration of the three-year period, the records shall be retained until completion of the action and
resolution of all issues which arise from it, or until the end of the regular three-year period, whichever
is later.

e. The Contractor and/or Subcontractor shall comply with the above requirements and be aware of the
penalties for viclations of fraud and for obstruction of investigation as set forth in Public Contract Code §
10115.10, if applicable.

f.  The Contractor and/or Subcontractor may, at its discretion, following receipt of final payment under this
Agreement, reduce its accounts, boaks and records related to this Agreement to microfilm, computer
disk, CD ROM, DVD, or cther data storage medium. Upon request by an authorized representative to
inspect, audit or obtain copies of said records, the Contractor andfor Subcontractor must supply or make
available applicable devices, hardware, andfor software necessary to view, copy andfor print said
records, Applicable devices may include, but are not limited to, microfilm readers and microfilm printers,
etc.

g. The Contractor shall, if applicable, comply with the Single Audit Act and the audit reporting requirements
set forth in OMB Circular A-133.

8. Site Inspection

The State, thraugh any authorized representatives, has the right at all reasonable times to inspect or
otherwise evaluate the work performed or being performed hereunder including subcontract supported
activities and the premises in which it is being perfarmed. If any inspection or evaluation is made of the
premises of the Contractor or Subcontractor, the Contractor shall provide and shall require Subcontractors to
provide all reasonable facilities and assistance for the safety and convenience of the authorized
representatives in the performance of their duties. All inspections and evaluations shall be performed in such
a manner as will not unduly delay the work. .

9, Federal Contract Funds
(Applicable only to that portion of an agreement funded in part or whole with federal funds.)

a. it Is mutually understood between the parties that this Agreement may have been written before
ascertaining the availability of congressional appropriation of funds, for the mutual benefit of both parties,
in order o avoid program and fiscat delays which would cccur if the Agreement wera executed after that
determination was made.

b. This agreement is valid and enforceable only if sufficient funds are made available fo the State by the
United States Government for the fiscal years covered by the term of this Agreement. In addition, this
Agreement is subject to any additional restrictions, limitations, or conditions enacted by the Congress or
any statute enacted by the Congress which may affect the provisions, terms or funding of this Agreement
in any manner.
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c. [tis mutuaily agreed that if the Congress does not appropriate sufficient funds for the program, this
Agreement shall be amended to reflect any reduction in funds.

d. DHCS has the option to invalidate or cancel the Agreement with 30-days advance written notice or to
amend the Agreement to reflect any reduction in funds.

10. Intellectual Property Rights
a. Ownership

{1} Except where DHCS has agreed in a signed writing to accept a license, DHCS shall be and remain,
without additional compensation, the sole owner of any and all rights, title and interest in all
Inteliectual Property, from the moment of creation, whether or not jointly conceived, that are made,
conceived, derived from, or reduced to practice by Contractor or DHCS and which result direclly or
indirectly from this Agreement.

For the purposes of this Agreement, Intelfectual Property means recegnized protectable rights and
interest such as: patents, (whether or not issued} copyrights, trademarks, service marks, applications
for any of the foregoing, inventions, trade secrets, trade dress, logos, insignia, color combinations,
slogans, moral rights, right of publicity, author’s rights, .contract and licensing rights, works, mask
works, industrial design rights, rights of priorily, know how, design flows, methodologies, devices,
business processes, developments, innovations, good will and all other legal rights protecting
intangible proprietary information as may exist now andfor here after come into existence, and all
renewals and extensions, regardless of whether those rights arise under the laws of the United
States, or any cther state, country or jurisdiction.

{2

-

(a) For the purposes of the definition of Intellectual Properly, "works™ means all literary works,
writings and printed matter including the medium by which they are recorded or reproduced,
photographs, art work, pictorial and graphic representations and works of a similar nature, film,
motion pictures, digital images, animation cells, and other audiovisual works including positives
and negatives thereof, sound recordings, tapes, educational materials, interactive videos and any
other materials or products created, produced, conceptualized and fixed in a tangible medium of
expression. It includes preliminary and final products and any materials and information
developed for the purposes of producing those final products. Works does not include arlicles
submitted to peer review or reference journals or independent research projects.

In the performance of this Agreement, Contractor will exercise and utilize certain of its Intellectual
Property in existence prior to the effective date of this Agreement. In addition, under this Agreement,
Contractor may access and utilize certain of DHCS® Intellectual Property in existence prior to the
effective date of this Agreement. Except as otherwise set forth herein, Contractor shall not use any
of DHCS' intellectual Property now existing or hereafter existing for any purposes without the prior
written permission of DHCS. Except as otherwise set forth herein, neither the Contractor nor
DHCS shall give any ownership interest in or rights to its Intellectual Property to the other
Party. If during the term of this Agreement, Contractor accesses any third-party intellectual Property
that is licensed to DHCS, Contractor agrees to abide by all license and confidentiality restrictions
applicable ta DHCS in the third-party's license agreement.

(3

~

Contractor agrees to cooperate with DHCS in establishing or maintaining DHCS’ exclusive rights in
the Intellectual Property, and in assuring DHCS' sole rights against third parties with respect to the
Intellectual Property. If the Contractor enters Into any agreements or subcontracts with other parties
in order to perform this Agreement, Contractor shall require the terms of the Agreement(s) to include
all Intellectual Property provisions. Such terms must include, but are not limited to, the subcontractar
assigning and agreeing to assign to DHCS all rights, title and interest in Intellectual Property made,
conceived, derived from, or reduced to practice by the subcontractor, Contractor or DHCS and which
result directly or indirectly from this Agreement or any subcontract.

(4

Contractor further agrees to assist and cooperate with DHCS in all reasonable respects, and execute
all documents and, subject to reasonable availability, give testimony and take all further acts
reasonably necessary to acquire, transfer, maintain, and enforce DHCS' intellectual Property rights
and interests.

(5

—
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b. Retained Rights / License Rights

(1) Except for Intellectual Property made, conceived, derived from, or reduced to practice by Contractor
or DHCS and which result directly or indirectly from this Agreement, Contractor shall ratain titie to ail
of its Inteltectual Property to the extent such Intellectual Property is in existence prior {o the effective
date of this Agreement. Contractor hereby grants to DHCS, without additional compensation, a
permanent, non-exclusive, royalty free, paid-up, worldwide, irrevocabie, perpetual, non-terminable
license to use, reproduce, manufacture, sell, offer to sell, import, expart, modify, publicly and privately
display/perform, distribute, and dispose Contractor’s Intellectual Property with the right to sublicense
through multiple layers, for any purpose whatsoever, to the extent it is incorporated in the Intellectual
Property resulting from this Agreement, unless Contractor assigns all rights, title and interest in the
Intellectual Property as set farth herein.

Nothing in this provision shali restrict, limit, or otherwise prevent Contractor from using any ideas,
concepts, know-how, methodology or techniques related to its performance under this Agreement,
pravided that Contractor's use does not infringe the patent, copyright, trademark rights, license or
other Intellectual Property rights of DHCS or third party, or result in a breach or default of any
provisions of this Exhibit or result in a breach of any provisions of law relating to confidentiality.

(2

—

¢. Caopyright

(1) Contractor agrees that for purposes of copyright law, all works [as defined in Paragraph a,
subparagraph {2)(a) of this provision] of authorship made by or on behalf of Contractor in connection
with Contractor's performance of this Agreement shall be deemed "works made for hire”. Contractor
further agrees that the work of each person utilized by Contractor in connection with the performance
of this Agreement will be a “work made for hire,” whether that person is an employee of Contractor or \
that person has entered into an agreement with Contractor to perform the work, Contractor shall
enter into a written agreement with any such person that: (i} all work psrformed for Contractor shall
be deemed a "work made for hire” under the Capyright Act and (i} that person shall assign all right,
title, and interest to DHCS to any work product made, conceived, derived from, or reduced to practice
by Contractor or DHCS and which result directly or indirectly from this Agreement.

All materials, including, but not limited to, visual works or text, reproduced or distributed pursuant to
this Agreement that include inteliectual Property made, conceived, derived from, or reduced to
practice by Contractor or DHCS and which resuit directly or indirectly from this Agreement, shall
include DHGS' notice of copyright, which shall read in 3mm or larger typeface: "© [Enter Current Year
eg., 2010, efc.], California Department of Health Care Services. This material may not be
reproduced or disseminated without prior written permission from the California Department of Health
Care Services.” This notice should be placed prominently on the materials and set apart from other
matter on the page where it appears. Audio productions shall contain a similar audio notice of
copyright.

(2

—

d. Patent Rights

With respect to inventions made by Contractor in the performance of this Agreement, which did not result
from research and development specifically included in the Agreement’s scope of work, Contractor
hereby grants to DHCS a license as described under Section b of this provision for devices or material
incorporating, or made through the use of such inventions. if such inventions result from research and
development work specifically included within the Agreement's scope of work, then Contractor agrees to
assign to DHCS, without additional compensation, all its right, title and interest in and to such inventions
and to assist DHCS in securing United States and foreign patents with respect thereto.

e. Third-Party Intellectual Property

Except as provided herein, Contractor agrees that its performance of this Agreement shall not be
dependent upon or include any intellectual Property of Contractor or third party without first: {i} obtaining
DHCS' prior written approval; and (i} granting to or obtaining for DHCS, without additional compensation,
a hcense, as described in Section b of this provision, for any of Contractor’s or third-party’s Intellectual
Property in existence prior to the effective date of this Agreement, If such a license upon the these terms
is unattainable, and DHCS determines that the Intellectual Property shouid be included in or is required
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for Contractor's performance of this Agreement, Contractor shall obtain a license under terms acceptable
to DHCS.

f. Warranties
{1} Contractor represents and warrants that:
(a) Itis free to enter into and fully perform this Agreement.

(b} It has secured and will secure all rights and licenses necessary for its performance of this
Agreement.

{c) Neither Contractor's performance of this Agreement, nor the exercise by either Party of the rights
granted in this Agreement, nor any use, reproduction, manufacture, sale, offer to sell, import,
export, modification, public and private display/performance, distribution, and disposition of the
Intellectual Property made, conceived, derived from, or reduced to practice by Contractor or
DHCS and which resutt directly or indirecily from this Agreement will infringe upon or violate any
intellectual Praperty right, non-disclosure obligation, or other proprietary right or interest of any
third-party or entity now existing under the laws of, or hereafter existing or issued by, any state,
the United States, or any foreign country. There is currently no actual or threatened claim by any
such third party based on an alleged violation of any such right by Contractor.

(d) Neither Contractor's performance nor any part of its performance will violate the right of privacy
of, ar constitute a libel or slander against any person or entity.
{e) It has secured and will secure all rights and licenses necessary for Intellectual Property including,

but not limited to, consents, waivers or releases from all authors of music or performances used,
and talent {radio, television and motion picture talent), owners of any interest in and o real
estate, sites, locations, property or praps that may be used or shown.

{f) It has not granted and shall not grant to any person or entity any right that would or might
derogate, encumber, or interfere with any of the rights granted to DHCS in this Agreement.

It has appropriate systems and controls in place to ensure that state funds will not be used in the
performance of this Agreement for the acquisition, operation or maintenance of computer
software in violation of copyright laws.

~—

(g

(h) it has no knowledge of any outstanding claims, licenses or other charges, liens, or
encumbrances of any kind or nature whatsoever that could affect in any way Contractor's
performance of this Agreement.

(2) DHCS MAKES NO WARRANTY THAT THE INTELLECTUAL PROPERTY RESULTING FROM
THIS AGREEMENT DOES NOT INFRINGE UPON ANY PATENT, TRADEMARK, COPYRIGHT OR
THE LIKE, NOW EXISTING OR SUBSEQUENTLY {SSUED.

g. Intellectual Property Indemnity

(1) Contractor shall indemnify, defend and hold harmless DHCS and its ficensees and assignees, and its
officers, directars, employees, agents, representatives, successors, and users of its products,
{"'Indemnitees”) from and against all claims, actions, damages, losses, liabilities {or actions or
proceedings with respect to any thereof), whether or not rightful, arising from any and all actions or
claims by any third party or expanses related thersto {including, but not limited ta, all legal expenses,
court costs, and altorney's fees incurred in investigating, preparing, serving as a witness in, or
defending against, any such claim, action, or proceeding, commenced or threatened) to which any of
the Indemnitees may be subject, whether or not Contractor is a party to any pending or threatened
litigation, which arise out of or are related to (i} the incorrectness or breach of any of the
representations, warranties, covenants or agreements of Contraclor pertaining to Intellectual
Property; or (i} any Intellectual Property infringement, or any other type of actual or alleged
infringement claim, arising out of DHCS' use, reproduction, manufacture, sale, offer to seli,
distribution, import, export, modification, public and private performance/display, license, and
dispasition of the Intellectual Property made, conceived, derived from, or raduced to practice by
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Contractor or DHCS and which result directly or indirectly from this Agreement. This indemnity
obligation shall apply irrespective of whether the infringement claim is based on a patent, trademark
or copyright registration that issued after the effective date of this Agreement. DHCS reserves the
right to participate in and/or control, at Contractor's expense, any such infringement action brought
against DHCS.

Should any Intellectual Property licensed by the Contractor to DHCS under this Agreement become
the subject of an Intellectual Property infringement claim, Confractor will exercise its autharity
reasonably and in good faith to preserve DHCS’ right to use the licensed Intellectual Property in
accordance with this Agreement at no expense to DHCS. DHCS shall have the right to monitor and
appear through its own counsel (at Contractor's expense) in any such claim or action. In the defense
or settiement of the claim, Contractor may abtain the right for DHCS to continue using the licensed
Intellectual Property, or, replace or modify the licensed Intellectual Property so that the replaced or
modified Intellectual Property becomes non-infringing provided that such replacement or modification
is functionally equivalent to the orginal licensed Intellectual Property. If such remedies are not
reasonably available, DHCS shall be entitled to a refund of all monies paid under this Agreement,
without restriction or limitation of any other rights and remedies available at law or in equity.

@

Contractor agrees that damages alone would be inadequate to compensate DHCS for breach of any
term of this Intellectual Property Exhibit by Contractor. Contractor acknowledges DHCS would suffer
irreparable harm in the event of such breach and agrees DHCS shall be entitied {o obtain equitable
refief, including without limitation an injunction, from a court of competent jurisdiction, without
restriction or limitation of any other rights and remadies available at law or in equity.

@3

—

h. Federal Funding

In any agreement funded in whote or in part by the federal government, DHCS may acquire and maintain
the Inteflectual Properly rights, title, and ownership, which results directly or indirectly from the
Agreement; except as provided in 37 Code of Federal Regulations part 401.14; however, the federal
government shall have a non-exclusive, nontransferable, irrevocable, paid-up license throughout the
world to use, duplicate, or dispose of such Intellectual Property throughout the world in any manner for
governmental purposes and to have and permit others to do so.

i.  Survival

The provisions set forth herein shall survive any termination or expiration of this Agreement or any project
schedule.

11.  Air or Water Poliution Requirements

Any federally funded agreement andfor subcontract in excess of $100,000 must comply with the following
provisions unless said agreement is exempt under 40 CFR 15.5.

a. Government contractors agree fo comply with all appiicable standards, orders, or requirements issued
under section 306 of the Clean Air Act [42 U.S.C, 1857(h}], section 508 of the Clean Water Act {323
U.5.C. 1368), Executive Order 11738, and Environmental Protection Agency regulations (40 CFR part
15).

b. institutions of higher education, hospitals, nonprofit organizations and commercia! businesses agree to
comply with all applicable standards, orders, or requirements issued under the Clean Air Act (42 U.S.C.
7401 et seq.), as amended, and the Federa! Water Pollution Control Act {33 U.S.C. 1251 et seq.), as
amended.

12. Prior Approval of Training Seminars, Workshops or Conferences

Contractor shall obtain prior DHCS approval of the location, costs, dates, agenda, instructors, instructional
materials, and attendees at any reimbursable training seminar, workshop, or conference conducted pursuant
to this Agreement and of any reimbursable publicity or educational materials to be made available for
distribution. The Contractor shall acknowiedge the support of the State whenever publicizing the work under
this Agreement in any media. This provision does not apply to necessary staff meetings or training sessions
held for the staff of the Contractor or Subcontractor {o conduct routine business matters.
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13. Confidantiality of Information

a. The Contractor and its employeas, agents, or subcontractors shall protect from unauthorized disciosure
names and other identifying information concerning persons either receiving services pursuant to this
Agreement or persons whose names or identifying information become available or are disclosed to the
Contractor, its employees, agents, or subcontractors as a result of services performed under this
Agreement, except for statistical information not identifying any such person.

b. The Contractor and its employees, agents, or subcontractors shall not use such identifying information
for any purpose other than carrying out the Contractor's obligations under this Agreement.

c. The Contractor and its employees, agents, or subcontractors shall promptly transmit to the DHCS
Program Contract Manager all requests for disclosure of such identifying information not emanating from
the client or person.

d. The Contractor shall not disclose, except as otherwise specifically permitted by this Agreement or
authorized by the client, any such identifying information to anyone other than DHCS without prior written
authorization from the DHCS Program Contract Manager, except if disclosure is required by State or
Federal law.

e. For purposes of this provision, identity shall include, but not be limited to name, identifying number,
symbol, or other identifying particular assigried to the individual, such as finger or voice print or a
photograph.

f. As deemed applicable by DHCS, this provision may be supplemented by additional terms and conditions
covering personal heaith information (PHI) or personal, sensitive, and/or confidential information (PSCI).
Said terms and conditions will be outlined in one or more exhibits that will either be attached to this
Agreement or incorporated into this Agreement by reference.

14. Documents, Publications and Written Reports

(Applicable to agreements over 35,000 under which publications, written reports and documents are
developed or praduced. Government Code Section 7550.)

Any document, publication or written report {excluding progress reports, financial reports and normal
contractual communications) prepared as a requirement of this Agreement shall contain, in a separate
section preceding the main body of the document, the number and dollar amounts of all contracts or
agreements and subcontracts relating to the preparation of such document or report, if the total cost for work
by nonemployees of the State exceeds $5,000.

15. Dispute Resolution Process

a. A Contractor grievance exists whenever there is a dispute arising from DHCS' action in the administration
of an agreement. If there is a dispute or grievance between the Contractor and DHCS, the Contractor
must seek resolution using the procedure outlined below.

{1) The Contractor should first informally discuss the problem with the DHCS Program Contract
Manager. If the problem cannot be resolved informally, the Contractor shall direct its grievance
together with any evidence, in writing, to the program Branch Chief. The grievance shall state the
iasues in dispute, the legal authority or other basis for the Contractor's position and the remady
sought. The Branch Chief shall render a decision within ten {10) working days after receipt of the
written grievance from the Confractor. The Branch Chief shall respond in writing to the Contractor
indicating the decision and reasons therefare. If the Contractor disagrees with the Branch Chief's
decision, the Contractor may appeal to the second level.

(2) When appealing to the second level, the Contractor must prepare an appeat indicating the reasons

for disagreement with Branch Chief's decision. The Contractor shall include with the appeal a copy

of the Contractor's original statement of dispute along with any supporting evidence and a copy of the

Branch Chief's decision. The appeal shall be addressed to the Deputy Director of the division in

which the branch is organized within ten (10} working days from receipt of the Branch Chief's

~
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decision. The Deputy Director of the division in which the branch is organized or his/her designee
shall meet with the Contractor to review the issues raised. A written decision signed by the Depuly
Director of the division in which the branch is organized or hisfher designee shall be directed to the
Contractor within twenty (20} working days of receipt of the Contractor's second level appeal.

b. If the Contractor wishes to appeal the decision of the Deputy Director of the division in which the branch
is organized or his/her designes, the Contractor shall foliow the procedures set forth in Heaith and Safety
Code Section 100171.

¢. Uniess otherwise stipulated in writing by DHCS, all dispute, grievance andfor appeal correspondence
shall be directed to the DHCS Program Contract Manager.

d. There are organizational differences within DHCS' funding programs and the management levels
identified in this dispute resolution provision may not apply in every contractual situation. When a
grievance is received and organizational differences exist, the Contractor shall be notified in writing by
the DHCS Program Contract Manager of the level, name, and/or title of the appropriate management
official that Is responsible for issuing a decision at a given level.

16. Financial and Compliance Audit Requirements

a. The definitions used in this provision are contained in Section 38040 of the Health and Safety Code,
which by this reference is made a part hereof.

b. Direct service contract means a contract or agreement for services contained in local assistance or
subvention programs or both (see Health and Safety [H&S] Code Section 38020). Direct service
confracts shall not include contracts, agreements, grants, or subventions to other governmental agencies
or units of government nor contracts or agreements with regional centers or area agencies on aging
{H&S Code Section 38030).

¢. The Contractor, as indicated below, agrees to obtain one of the following audits:

(1} #f the Contractor is a nonprofit organization (as defined in H&S Code Section 33040} and
receives $25,000 or more from any State agency under a direct service contract or agreement; the
Contractor agrees to obtain an annual single, organization wide, financial and compliance audit. Said
audit shall be conducted according to Generally Accepted Auditing Standards. This audit does not
fulfili the audit requirements of Paragraph c(3) below. The audit shall be completed by the 15th day
of the fifth month following the end of the Contractor’s fiscal year, and/or

(2) K the Contractor Is a nonprofit organization (as defined in H&S Code Section 38040) and
receives less than er_year from any Slate agency under a direct service contract or
agreement, the Contraclor agrees to obtain a biennial single, organization wide financial and
compliance audit, unless there is evidence of fraud or other violation of state law in connection with
this Agreement. This audit does not fulfill the audit requirements of Paragraph ¢(3) below. The audit
shall be completed by the 15th day of the fifth month following the end of the Contractor’s fiscal year,
and/or

(3} If the Contractor Is a State or Local Government entity or Nonprofit organization (as defined
by the Federal Office of Management and Budget [OMB] Circular A-133) and expends $500,000
or more in Federal awards, the Contractor agrees to aobtain an annual single, organization wide,
financial and compliance audit according to the requirements specified in OMB Circular A-133
entitled "Audits of States, Local Governments, and Non-Profit Organizations”. An audit conducted
pursuant to this provision will fulfill the audit requirements outlined in Paragraphs ¢{1) and ¢(2) above.
The audit shail be completed by the and of the ninth month following the end of the audit period. The
requirements of this pravision apply if:

{a) The Contractor is a recipient expending Federal awards received directly from Federal awarding
agencies, or

(b} The Contractor is a subrecipient expending Federal awards received from a pass-through entity
such as the State, County or community based organization.
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{4) If the Contractor submits to DHCS a report of an audit other than an OMB A-133 audit, the
Contractor must also submit a certification indicating the Contractor has not expended $500,000 or
more in federal funds for the year covered by the audit report.

d. Two copies of the audit report shall be dslivered to the DHCS program funding this Agreement. The
audit report must identify the Contractor's legal name and the number assigned to this Agreement The
audit report shall be due within 30 days after the completion of the audit. Upon receipt of said audit
report, the DHCS Program Contract Manager shall forward the audit report to DHCS' Audits and
investigations Unit if the audit report was submitted under Section 16.¢(3), unless the audit report is from
a City, County, or Special District within the State of Califurnia whereby the report will be retained by the
funding program.

e. The cost of the audits described herein may be included in the funding for this Agreement up to the
proportionate amount this Agreement represents of the Contractor's total revenue. The DHCS program
funding this Agreement must provide advance written approval of the specific amount allowed for said
audit expenses.

f. The State or its authorized designee, including the Bureau of State Audits, is responsible for conducting
agreement performance audits which are not financial and campliance audits. Performance audits are
defined by Generally Accepted Government Auditing Standards.

g. Nothing in this Agreement limits the State’s responsibility or authority to enforce State law or regulations,
procedures, or reporting requirements arising thereto.

h. Nothing in this provision limits the authority of the State o make audits of this Agreement, provided
however, that if independent audits arranged for by the Contractor meet Generally Accepted
Governmental Auditing Standards, the State shall rely on those audits and any additional audit work and
shall build upon the work aiready done.

i. The State may, at its option, direct its own auditors to perform either of the audits described above. The
Contractor wili be given advance written notification, if the State chooses to exercise its option to perform
said audits.

j.  The Contractor shall include a clause in any agreement the Contractor anters into with the audit firm
daing the single organization wide audit to provide access by the State or Federal Government to the
working papers of the independent auditor who prepares the single organization wide audit for the
Contractor.,

k. Federal or state auditors shall have "expanded scope auditing” authority to conduct specific program
audits during the same pericd in which a single organization wide audit is being performed, but the audit
report has not been issued. The federal or state auditors shall review and have access to the current
audit work being conducted and will not apply any testing or review procedures which have not been
satisfied by previous audit work that has been completad.

The term “expanded scope auditing" is applied and defined in the U.S. General Accounting Office (GAO)
issued Standards for Audit of Government Organizations, Programs, Activities and Functions, better
known as the "yellow book™.

17.  Human Subjects Use Requirements

{Applicable only to federally funded agreementsigrants in which performance, directly or through a
subcontract/subaward, includes any tests or examination of materials derived from the human body.)

By signing this Agreement, Contractor agrees that if any performance under this Agreement or any
subcontract or subagreement includes any tests or examination of materials derived from the human bady far
the purpose of providing information, diagnosis, prevention, treatment or assessment of disease, impairment,
or health of a human being, all locations at which such examinations are performed shall meet the
requirements of 42 U.8.C. Section 263a (CLIA) and the regulations thereunder.
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18. Novation Requirements

If the Contractor proposes any novation agreement, DHCS shall act upon the proposal within 60 days after
raceipt of the written proposal. DHCS may review and consider the proposal, consult and negotiate with the
Contractor, and accept or reject all or part of the proposal. Acceptance or rejection of the proposal may be
made orally within the 60-day period and confirmed in writing within five days of said decision. Upon written
acceptance of the proposal, DHCS will initiate an amendment to this Agreement ta formally implement the
approved proposal.

19. Debarment and Suspension Certification
{Applicable fo all agreements funded in part or whaole with federal funds.)

a. By signing this Agreement, the Contractor/Grantee agrees to comply with applicable federal suspension
and debarment reguiations including, but net limited to 7 CFR Part 3017, 45 CFR 76, 40 CFR 32 or 34

CFR 85.

b. By signing this Agreement, the Contractor certifies to the best of its knowledge and belief, that it and its
principals:

(1) Are not presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily
excluded by any federal depariment or agency;

(2} Have not within a three-year period preceding this application/proposalfagreement been convicted of
or had a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local}
transaction or contract under a public transaction; violation of Federal ar State antitrust statutes or
commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making
false statements, or receiving stolen property,

Are not presently indicted for or otherwise criminally or civilly charged by a governmental entity
(Federal, State or local) with commission of any of the offenses enumerated in Paragraph b(2)
herein; and

{3

—

(4) Have not within a three-year period preceding this application/proposalfagreement had one or more
public transactions (Federal, State or local) terminated for cause or default.

Shall not knowingly enter into any lower tier covered transaction with a person who is proposed for
debarment under federal regulations (i.e., 48 CFR part 9, subpart 9.4}, debarred, suspended,
declared ineiigible, or voluntarily excluded from participation in such transaction, unless authorized by
the State.

—
&)1
~

Will include a clause entitled, "Debarment and Suspension Certification” that essentially sets forth the
provisions herein, in all lower tier covered transactions and in alf solicitations for lower tier covered
transactions. '

®

e

c. |f the Coniractor is unable to certify to any of the statements in this certification, the Contractor shali
submit an explanation to the DHCS Program Contract Manager.

d. The terms and definitions herein have the meanings set out in the Definitions and Coverage sections of
the rules implementing Federal Executive Order 12548,

e. |fthe Contractor knowingly violates this certificalion, in addition to other remedies available to the Federal
Government, the DHCS may terminate this Agreement for cause or default,
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20. Smoke-Free Workplace Certification

(Applicable to federally funded agreements/grants and subconiracts/subawards, that provide health, day
care, early childhood development services, education or library services to children under 18 diractly or
through local governments.}

a. Public Law 103-227, also known as the Pro-Children Act of 1994 (Act), requires that smoking not be
permitted in any portion of any indoor facility owned or leased or contracted for by an entity and used
routinely or regularly for the provision of health, day care, early childhood development services,
education or library services to children under the age of 18, if the services are funded by federal
programs either directly or through state or local governments, by federal grant, contract, loan, or loan
guarantee. The law also applies to children’s services that are provided in indoor facilities that are
constructed, operated, or maintained with such federal funds. The law does not apply to children's
services provided in private residences; portions of facllities used for inpatient drug or alcohol treatment;
service providers whose sole source of applicable federal funds is Medicare or Medicaid; or facilities
where WIC caupons are redeemead. )

b. Failure to comply with the provisions of the law may result in the impasition of a civil monetary penaity of
up to $1,000 for each violation and/or the imposition of an administrative compliance order on the
responsible party.

c. By signing this Agreement, Contractor or Grantee certifies that it wilt comply with the requirements of the
Act and will not allow smoking within any portion of any indoor facility used for the provision of services
for children as defined by the Act. The prohibitions herein are effective December 26, 1994,

d. Contractor or Grantee further agrees that it will insert this certification into any subawards {(subcontracts
or subgranis) entered into that provide for children’s services as described in the Act.

21. Covenant Against Contingent Fees
(Applicable only to federally funded agreements.)
The Contractor warrants that no person or selling agency has been employed or retained to solicit/secure this
Agreement upen an agreement of understanding for a commission, percentage, brokerage, or contingent
fee, except bona fide employees or bona fide established commercial or selling agencies retained by the
Contractor for the purpose of securing business. For breach or violation of this warranty, DHCS shall have

the right to annul this Agreement without liability or in its discretion to deduct from the Agreement price or
cansideration, or otherwise recover, the full amount of such commission, percentage, and brokerage or

contingent fee,

22. Payment Withholds
{Applicable only if a final report is required by this Agreement. Not applicable to government entities.)
Unless waived or atherwise stipulated in this Agreement, DHCS may, at its discretion, withhold 10 percent
(10%) of the face amount of the Agreement, 50 percent (50%) of the final invoice, or $3,000 whichever is
greater, until DHCS receives a final report that meets the terms, conditions and/or scope of work
requirements of this Agreement.

23. Performance Evaluation
{Not applicable to grant agreements.)
DHCS may, atits discretion, evaluate the performance of the Contractor at the conclusion of this Agreement.

If performance is evaluated, the evaluation shall not be a public record and shall remain on file with DHCS.
Negative performance evaluations may be considered by DHCS prior to making future contract awards.
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Department of Health Care Secvices - Specinl Terms and Conditions
24, Officials Not to Benefit

No members of or delegate of Congress or the State Legislature shall be admitted to any share or part of this
Agreement, or to any benefit that may arise therafrom. This provision shall not be construed to extend to this
Agreement if made with a corporation for its generat benefits,

25. Four-Digit Date Compliance

(Applicable to agreements in which Information Technology {IT} services are provided to DHCS or if IT
equipment is procured.)

Contractor warrants that it will provide only Four-Digit Date Comgphiant {as defined below) Deliverables and/or
services to ths State. “Four Digit Date compliant® Deliverables and services can accurately process,
calculate, compare, and sequence date dala, including without limitation date data arising out of or relating to
leap years and changes in centuries. This warranty and representation is subject to the warranty terms and
conditions of this Contract and does not limit the generality of warranty cbligations set forth elsewhere hersin.

26. Prohibited Use of State Funds for Software
{(Applicable to agreements in which computer software is used in performance of the work. )}

Contractor certifies that it has appropriate systems and contrals in piace o ensure that state funds will not be
used in the performance of this Agresment for the acquisition, operation or maintenance of computer
software in violation of copyright laws.

27. Use of Small, Minority Owned and Women’s Businesses

{Applicable to that portion of an agreement that is federally funded and entered into with instifutions of higher
education, hospitals, nonprofit organizations or commercial businesses.)

Positive efforts shall be made to use small businesses, minority-owned firms and women's business
enterprises, whenever possible (i.e., procurament of goods and/or services). Contractors shall take all of the
following steps to further this goal.

{1} Ensure that small businesses, minority-owned firms, and women's business enterprises are used to the
fullest extent practicable.

(2) Make information on forthcoming purchasing and contracting oppaortunities available and arrange time
frames for purchases and contracts to encourage and faclitate participation by small businesses,
minority-owned firms, and women's business enterprises.

(3j Consider in the contract process whether firms competing for larger contracts intend to subcontract with
small businesses, minority-owned firms, and women'’s husiness enterprises.

(4} Encourage contracting with consortiums of small businesses, mincrity-owned firms and women's
business enterprises when a contractis too large for one of these firms to handie individually.

(&) Use the services and assistance, as appropriate, of such organizations as the Federal Small Business

Administration and the U.S. Department of Commerce's Minority Business Development Agency in the
solicitation and utifization of small businesses, minority-owned firms and women's business enterprises.

28. Alien Ineligibility Certification
{Applicable to sole propristors entering federally funded agreements.)

By signing thié Agreement, the Contractor certifies that he/she is not an alien that is ineligible for state and
local benefits, as defined in Subtitle B of the Personal Responsibility and Work Opportunity Act. (8 U.S.C.
1601, et seq.)
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29. Union Organizing
{Applicable only to grant agreements,)

Grantee, by signing this Agreement, hereby acknowledges the applicability of Government Code Sections
16645 through 16649 to this Agreement. Furthermore, Grantee, by signing this Agreement, hereby certifies
that:

a. No state funds disbursed by this grant will he used to assist, promate or deter union organizing.

b. Grantee shall account for state funds disbursed for a specific expenditure by this grant, to show thase
funds were allocated to that expenditure.

c. Grantee shall, where stale funds are not designated as described in b herein, allocate, on a pro-rata
basis, all disbursements that support the grant program.

d. If Grantee makes expenditures to assist, promote or deter union organizing, Grantee will maintain
records sufficient ta show that no state funds were used for those expenditures, and that Grantee shall
provide those records to the Attorney General upon request.

30. Contract Uniformity (Fringe Benefit Allowability)
(Applicable only to nonprofit organizations. )

Pursuant o the provisions of Article 7 {commencing with Section 100525} of Chapter 3 of Part 1 of Division
101 of the Health and Safety Code, DHCS sets forth the following policies, procedures, and guidelines
regarding the reimbursement of fringe benefits.

a. As used herein fringe benefits shall mean an employment benefit given by one's employer to an
employee in addition ta one’s reguiar or normal wages or salary.

b.  As used herein, fringe benefits do not include:

{1) Compensation for personai services paid currently or accrued by the Contractor for services of
employees rendered during the term of this Agreement, which is identified as regular or normal
salaries and wages, annual leave, vacation, sick leave, holidays, jury duty andior military
leaveftraining.

(2} Director's and executive committee member's fees.

{3) Incentive awards and/or bonus incentive pay.

(4) Allowances for off-site pay.

{5) Location aliowances.

(6) Hardship pay.

(7) Cost-of-living differentials

¢. Specific allowable fringe benefits include:

(1) Fringe benefits in the form of employer contributions for the employer's portion of payroll taxes {i.e.,
FICA, SUl, SDI), employee health plans (i.e., heaith, dental and vision), unemployment insurance,
worker's compensation insurance, and the employer's share of pension/retirement plans, provided
they are granted in accordance with established written organization policies and meet all legal and
internal Revenue Service requirements.

d. To be an allowable fringe benefit, the cost must meet the fallowing criteria:

(1) Be necessary and reasonable for the performance of the Agreement.

{2) Be determined in accordance with generally accepted accounting principles.

{3} Be consislent with policies that apply uniformly to all activities of the Contractor.

e. Contractor agrees that all fringe benefits shall be at aclual cost.
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f. Earned/Accrued Compensation

(1) Compensation for vacation, sick leave and holidays is limited to that amount earnedfaccrued within
the agreement term, Unused vacation, sick leave and holidays earned from periods prior to the
agreement term cannot be claimed as allowable costs. See Provision f (3){a) for an example.

For multiple year agreements, vacation and sick leave compensation, which is earned/accrued but
not paid, due to employee(s) not taking time off may be carried over and claimed within the overall
term of the multiple years of the Agreement. Holidays cannot be carried over from one agreement
vear to the next. See Provision f (3)(b} for an example.

(2

-

For single year agreements, vacation, sick leave and holiday compensation that is earned/accrued
but not paid. due to employee(s) not taking time off within the term of the Agreement, cannot be
claimed as an allowable cost. See Provision f (3){c) for an example.

2

(a; Example No. 1:

If an employee, John Doe, earns/accrues three weeks of vacation and twelve days of sick leave
each year, then that is the maximum amount that may be claimed during a one year agreement.
If Johns Doe has five weeks of vacation and eighteen days of sick leave at the beginning of an
agraement, the Contractor during a one-year budget period may only claim up to three wesks of
vacation and twelve days of sick leave as actually used by the employee. Amounts
earnedfaccrued in periods prior to the beginning of the Agreement are not an allowable cost.

(b

fowed

Example No. 2:

If during 2 three-year {mulliple year} agreement, John Doe does not use his three weeks of
vacation in year one, or his three weeks in year two, but he does actually use nine weeks in year
three; the Contracter would be allowed to claim all nine weeks paid for in year three. The total
compensation over the three-year perind cannot exceed 156 weeks {3 x 52 weeks).

(¢} Example No. 3:

If during a single year agreement, John Doe works fifty weeks and used one week of vacation
and one week of sick leave and all fifty-two weeks have been billed to DHCS, the remaining
unused two weeks of vacation and seven days of sick leave may not be claimed as an allowable
cost.

31. Suspension or Stop Work Notification

a. DHCS may, at any time, issue a notice to suspend performance or stop work under this Agreement. The
initial notification may be a verbal or written directive issued by the funding Program’s Contract Manager
Upon receipt of said notice, the Contractor is to suspend and/or stop all, or any part, of the work called far
by this Agreement,

b. Written confirmation of the suspension or stop work nofification with directions as te what work (if not all}
is to be suspended and how to proceed will be provided within 30 working days of the verhal notification.
The suspension or stop work notification shall remain in effect until further written notice Is received from
DHCS. The resumption of work (in whole or part) will be at DHCS' discretiont and upon receipt of written
confirmation.

(1) Upon receipt of a suspension or stop work nofification, the Contractor shall immediately comply with
its terms and take all reasonable steps to minimize or halt the incurrence of costs allocable to the
- performance covered by the notification during the period of work suspension or stoppage.
(2) Within 90 days of the issuance of a suspension or stop wark nctification, DHCS shall either:

(a) Cancel, extend, or modify the suspension or stop work notification; or

{b} Terminate the Agreement as provided for in the Cancellation / Termination clause of the
Agreement.
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c. If a suspension or stop work notification issued under this clause is canceled or the period of suspension
or any extension thereof is modified or expires, the Contractor may resume work only upon written
concurrence of funding Program’s Contract Manager.

d. If the suspension or stop work notification is cancelled and the Agreement resumes, changes to the
services, deliverables, perfarmance dates, andlor contract terms resutting from the suspensicn or stop
work netification shall require an amendment to the Agreement.

e. If a suspension or stop work notification is not canceled and the Agreement is cancelled or terminated
pursuant to the provision entitled Cancellation / Termination, DHCS shall ailow reasonable costs resulting
from the suspension or stop work nctification in arriving at the setttement costs.

f. DHCS shall not be liable to the Contractor for loss of profits because of any suspension or stop work
notification issued under this clause.

32. Lobbying Restrictions and Disclosure Certification
{Applicable to federally funded agreements in excess of $100,000 per Section 1352 of the 31, U.5.C.)
a. Certification and Disclosure Requirements

(1) Each person (or recipient) who requests or receives a contract or agreement, subcontract, grant, or
subgrant, which is subject to Section 1352 of the 31, U.5.C., and which exceeds $100,000 at any tier,
shall file a certification (in the form set forth in Attachment 1, consisting of one page, entitled
“Certification Regarding Lobbying") that the recipient has not made, and will not make, any payment
prahivited by Paragraph b of this provision.

Each recipient shali file a disclosure {in the form set farth in Aftachment 2, entitled "Standard Form-
LLL ‘disclosure of Lobbying Activities™) if such recipient has made or has agreed to make any
payment using nonappropriated funds (to include profits from any covered federal action) in
connection with a contract, or grant or any extension or amendment of that contract, or grant, which
waould be prohibited under Paragraph b of this provision if paid for with appropriated funds.

2

—

Each recipient shall file a disclosure form at the end of each calendar quarter in which there occurs
any event that requires disclosure or that materially affect the accuracy of the information contained
in any disclosure form previously filed by such person under Paragraph a(2) herein. An event that
materially affects the accuracy of the information reported includes:

—
W
—~—

{a) A cumulative increase of $25,000 or more in the amount paid or expected to be paid for
influencing or attempting to influence a covered federal action;

(b} A change in the person(s) or individuals(s} influencing or attempting to influence a covered
federai action; or

{c) A change in the officer(s}. employee(s), or member({s) contacted for the purpose of influencing or
attempting to influence a covered federal action.

{4) Each person {or recipient} who requests or receives from a person referred to in Paragraph a(1) of
this provision a contract or agreement, subcontract. grant or subgrant exceeding $100,000 at any tier
under a contract or agreement, or grant shall file a cerification, and a disclosure form, if required, to
the next tier above.

(6} All disclosure forms (but not certifications) shall be forwarded from tier to tier untit received by the
person referred to in Paragraph a1} of this provision. That person shall forward all disclosure forms
to DHCS Program Contract Manager.
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b. Prohibition

Section 1352 of Title 31, U.S.C., provides in part that no appropriated funds may be expended by the
recipient of a federal contract or agreement, grant, loan, or cooperative agreement to pay any person for
influencing or attempting to influence an officer or employse of any agency, a Member of Congress, an
officer or employse of Congress, or an employee of a Member of Congress in connection with any of the
following covered federal actions: the awarding of any federal contract or agreement, the making of any
federal grant, the making of any federal loan, entering into of any cooperative agreement, and the
extension, confinuation, renewal, amendment, or modification of any federal contract or agreement,
grant, loan, or cooperative agreement.
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Attachment 1
State of California
Department of Health Care Services

CERTIFICATION REGARDING LOBBYING

The undersigned certifies, to the best of his or her knowledge and belief, that:

(1) No Federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of an agency, a Member of
Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with
the making, awarding or entering into of this Federal contract, Federal grant, or cooperative agreement,
and the extension, continuation, renewal, amendment, or modification of this Federal contract, grant, or

cooperative agreement.

(2) If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency of the United States Government,
a Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with this Federal contract, grant, or cooperative agreement, the undersigned shall complete
and submit Standard Form LLL, “Disclosure of Lobbying Activities” in accordance with its instructions.

(3) The undersigned shall require that the language of this certification be included in the award
documents for all subawards at all tiers (including subcontractors, subgrants, and contracts under grants
and cooperative agreements) of $100,000 or more, and that all subrecipients shall certify and disclose

accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S.C., any person who fails to file the required certification
shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for each such failure.

Name of Contractor Printed Name of Person Signing for Contractor
Contract/Grant Number Signature of Person Signing for Contractor
Date Title

After execution by or on behalf of Contractor, please return to:

Santa Barbara County Department of Behavioral Wellness
Contracts Division

Attn: Contracts Manager

429 N. San Antonio Rd.

Santa Barbara, CA 93110

County reserves the right to notify the contractor in writing of an alternate submission address.
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Attachment 2

CERTIFICATION REGARDING LOBBYING
Complete this form to disclose lobbying activities pursuant'to 31 U.S.C. 1352

Approved by
OMB

(See reverse for public burden disclosure)

1. Type of Federal Action: 2. Status of Federal Action: 3. Report Type:
U a. contract O a. bid/offer/application O a. initial filing
b. grant b. initial award b. material change
g- :;c;onperatlve agreement c. post-award For Material Change Only:
e. loan guarantee Year __ Quarter_
f. loan insurance Date of last report

4. Name and Address of Reporting Entity:

0 Subawardee
Tier ___, if known:

0 Prime

Congressional District If known:

5. If Reporting Entity in No. 4 is Subawardee,
Enter Name and Address of Prime:

Congressional District If known:

6. Federal Department Agency

7. Federal Program Name/Description:

CDFA Number, if applicable:

8. Federal Action Number, if known:

9. Award Amount, if known:

$

10.a. Name and Address of Lobbying Registrant
(If individual, last name, first name, Mi):

b. Individuals Performing Services (including
address if different from 10a.
(Last name, First name, M):

11. Information requested through this form is authorized
by title 31 U.S.C. section 1352. This disclosure of
lobbying activities is a material representation of fact
upon which reliance was placed by the tier above
when this transaction was made or entered into. This
disclosure is required pursuant to 31 U.S.C. 1352,
This information will be available for public inspection.
Any person that fails to file the required disclosure
shall be subject to a not more than $100,000 for each
such failure

Signature:

Print Name:

Title:

Telephone No.: Date:

Federal Use Only

Authorized for Local Reproduction
Standard Form-LLL (Rev. 7-97)
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INSTRUCTIONS FOR COMPLETION OF SF-LLL, DISCLOSURE OF LOBBYING ACTIVITIES

This disclosure form shall be completed by the reporting entity, whether subawardee or prime Federal recipient, at the initiation
or receipt of a covered Federal action, or a material change to a previous filing, pursuant to title 31 U.S.C. section 1352. The filing
of a form is required for each payment or agreement to make payment to any lobbying entity for influencing or attempting to
influence an officer or employee of any agency, a Member of Congress, an officer or employee of Congress, or an employee of
a Member of Congress in connection with a covered Federal action. Complete all items that apply for both the initial filing and
material change report. Refer to the implementing guidance published by the Office of Management and Budget for additional

information.

1.

10.

11.

Identify the type of covered Federal action for which lobbying activity is and/or has been secured to influence the outcome of a
covered Federal action.

Identify the status of the covered Federal action.

Identify the appropriate classification of this report. If this is a follow up report caused by a material change to the information
previously reported, enter the year and quarter in which the change occurred. Enter the date of the last previously submitted
report by this reporting entity for this covered Federal action.

Enter the full name, address, city, State and zip code of the reporting entity. Include Congressional District, if known. Check
the appropriate classification of the reporting entity that designates if itis, or expects to be, a prime or subaward recipient.
Identify the tier of the subawardee, e.g., the first subawardee of the prime is the 1st tier. Subawards include but are not limited
to subcontracts, subgrants and contract awards under grants.

If the organization filing the report in item 4 checks “Subawardee,” then enter the full name, address, city, State and zip code
of the prime Federal recipient. Include Congressional District, if known.

Enter the name of the Federal agency making the award or loan commitment. Include at least one organizational level below
agency name, if known. For example, Department of Transportation, United States Coast Guard.

Enter the Federal program name or description for the covered Federal action (item 1). If known, enter the full Catalog of
Federal Domestic Assistance (CFDA) number for grants, cooperative agreements, loans, and loan commitments.

Enter the most appropriate Federal identifying number available for the Federal action identified in item 1 (e.g., Request for
Proposal (RFP) number; Invitation for Bid (IFB) number; grant announcement number; the contract, grant, or loan award
number; the application/proposal control number assigned by the Federal agency). Inciude prefixes, e.g., “RFP-DE-90-001".

For a covered Federal action where there has been an award or loan commitment by the Federal agency, enter the Federal
amount of the award/loan commitment for the prime entity identified in item 4 or 5.

Enter the full name, address, city, State and zip code of the lobbying registrant under the Lobbying Disclosure Act of 1995
engaged by the reporting entity identified in item 4 to influence the covered Federal action.

(a) Enter the full names of the Individuai(s) performing services, and include full address if different from 10.

(b)  Enter Last Name, First Name, and Middle Initial (MI).

The certifying official shall sign and date the form, print his/her name, title, and telephone number.

According to the Paperwork Reduction Act, as amended, no persons are required to respond to a collection of information
unless it displays a valid OMB Control Number. The valid OMB control number for this information collection is OMB No.
0348-0046. Public reporting burden for this collection of information is estimated to average 10 minutes per response,
including time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and
completing and reviewing the collection of information. Send comments regarding the burden estimate or any other aspect
of this collection of information, including suggestions for reducing this burden, to the Office of Management and Budget,
Paperwork Reduction Project (0348-0046), Washington, DC 20503.
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PROGRAM GOALS,
OUTCOMES AND MEASURES
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PROGRAM GOALS, OUTCOMES AND MEASURES

EXHIBIT E

Program Evaluation

Program Goals Outcomes Measures
Residential/Inpatient
(all outcomes are in %)
1. Pefucemental healih.and A. Incarcerations / Juvenile Hall <5
substance abuse symptoms B. Psychiatric Inpatient N/A
resulting in reduced utilization Adm.lssmns
of involuntary care and C. Phys1.ca1.Heglth <10
emergency rooms for mental Hospitalizations —
health and physical health D. Physical Health Emergency <10
problems Care -
2. Assist clients in their mental . A. Stable/Permanent Housing N/A
health recovery process and with
developing the skills necessary .
to lead independent, healthy and = ingaged in Purposeful N/A
R ctivity
productive lives in the
community. C. Of those who discharged
(#dc = denominator): % who >15
transitioned to a higher level =
of care
D. Of those who discharged
(#dc = denominator): % who
transitioned to a lower level
of care (or graduated >85
/discharged because care is no
longer needed or medical
necessity not met)
E. Incidents requiring a higher <5
level of supervision -
F. Percent of clients who
“showed improvement” on N/A
the Milestones of Recovery
(MORS)
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EXHIBIT F

PRIVACY AND INFORMATION
SECURITY PROVISIONS
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Santa Barbara County Department of Behavioral Wellness

17-84613
Page 1 of 27
EXHIBIT F
Privacy and Information Security Provisions
Part I: HIPAA Business Associate Addendum
1. Recitals
A. A business associate relationship under the Health insurance Portability and

Accountability Act of 1996, Public Law 104-191 ("HIPAA"), the Health Information
Technology for Economic and Clinical Health Act, Public Law

111-005 (‘the HITECH Act"), 42 U.S.C. § 17921 et seq., and their

implementing privacy and security regulations at 45 C.F.R. Parts 160 and

164 (“the HIPAA regulations”) between Department and Contractor arises only to
the extent that Contractor performs functions or activities on behalf of the
Department pursuant to this Agreement that are described in the definition of
“business associate” in 45 C.F.R. § 160.103, including but not limited to utilization
review, quality assurance, or benefit management.

B. The Department wishes to disclose to Contractor certain information pursuant ta
the terms of this Agreement, some of which may constitute Protected Health
Information (*PHI"}, including protected health information in electronic media
(“ePHI"), under federal law, to be used or disclosed in the course of providing
services and activities as set forth in Section 1.A. of Exhibit F, Part 1 of this
Agreement. This information is hereafter referred to as “Depariment PHY".

C. To the extent Contractor performs the services, functions and activities on behalf of
Department as set forth in Section 1.A. of Exhibit F, Part { of this Agreement,
Contractor is the Business Associate of the Department acting on the
Department's behalf and provides services, arranges, performs or assists in the
performance of functions or activities on behalf of the Department and creates,
receives, maintains, transmits, uses or discloses PHI and ePHi in the provision of
such services or in the performance of such functions or activities. The Department
and Contractor are each a party to this Agreement and are collectively referred to
as the "parties.”

D. The purpose of this Part | is to protect the privacy and security of the PHI and ePHI
that may be created, received, maintained, transmitted, used or disclosed pursuant
to this Agreement, and to comply with certain standards and requirements of
HIPAA, the HITECH Act and the HIPAA regutations, including, but not limited to,
the requirement that the Department must enter into a contract containing specific
requirements with Contractor prior to the disclosure of PHI to Contractor, as set
forth in 45 C.F.R. Parts 160 and 164 and the HITECH Act.

E. The terms used in this Part [, but not otherwise defined, shall have the same
meanings as those terms have in the HIPAA regulations. Any reference to
statutory or regulatory language shall be to such language as in effect or as
amended.

ALEH FY 19-22 BC Page 85 of 155



ALEHFY 19-22 BC

Santa Barbara County Department of Behavioral Wellness
17-94613
Page 2 of 27
EXHIBIT F
Privacy and Information Security Provisions

Definitions

A Breach shall have the meaning given to such term under HIPAA, the HITECH Act,
and the HIPAA regulations.

B. Business Associate shall have the meaning given to such term under
HIPAA, the HITECH Act, and the HIPAA regulations.

C. Covered Entity shall have the meaning given o such term under HIPAA, the
HITECH Act, and the HIPAA regulations.

D. Department PH{ shall mean Protected Health Information or Electronic Protected
Health Information, as defined below, accessed by Contractor in a database
maintained by the Department, received by Contractor from the Department or
acquired or created by Contractor in connection with performing the functions,
activities and services on behalf of the Department as specified in Section 1.A. of
Exhibit F, Part | of this Agreement. The terms PHI as used in this document shall
mean Department PHI.

E. Electronic Health Records hall have the meaning given to such term in the
HITECH Act, including, but not limited fo, 42 U.S.C. § 17921 and implementing
regulations.

F. Electronic Protected Health Information {(ePH!) means individually identifiable

health information transmitted by electronic media or maintained in electronic
media, including but not limited to electronic media as set forth under 45 C.F R,
§ 160.103.

G. Individually Identifiable Health Information means health information, including
demographic information collected from an individual, that is created or received by
a health care provider, health plan, employer or health care clearinghouse, and
relates to the past, present or future physical or mental heaith or condition of an
individual, the provision of health care to an individual, or the past, present, or
future payment for the provision of health care to an individual, that identifies the
individual or where there is a reasonable basis to believe the information can be
used to identify the individual, as set forth under 45 C.F.R. § 160.103.

H. Privacy Rule shall mean the HIPAA Regulations that are found at 45 C.F.R. Parts
160 and 164, Subparts A and E.

I Protected Health information (PHI) means individually identifiable health
information that is transmitted by electronic media, maintained in electronic media,
or is transmitted or maintained in any other form or
medium, as set forth under 45 C.F.R. § 160.103 and as defined under
HIPAA,
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Santa Barbara County Department of Behavioral Weliness
17-94613
Page 3 of 27
EXHIBIT F
Privacy and Information Security Provisions

J. Required by law, as set forth under 45 C.F.R. § 164.103, means a mandate
contained in law that compels an entity to make a use or disclosure of PHI that is
enforceable in a court of law. This includes, but is not limited to, court orders and
court-ordered warrants, subpoenas or summons issued by a court, grand jury, a
governmental or tribal inspector general, or an administrative body authorized to
require the production of information, and a civil or an authorized investigative
demand. It also includes Medicare conditions of participation with respect to health
care providers participating in the program, and statutes or regulations that require
the production of information, including statutes or regutations that require such
information if payment is sought under a government program providing public
benefits.

K. Secretary means the Secretary of the U.S. Depariment of Health and
Human Services ("HHS") or the Secretary's designee.

L. Security Incident means the attempted or successful unauthorized access, use,
disclosure, modification, or destruction of Department PHI, or confidential data
utilized by Contractor to perform the services, functions and activities on behalf of
Department as set forth in Section 1.A. of Exhibit F, Part | of this Agreement; or
interference with system operations in an information system that processes,
maintains or stores Department PHI.

M.  Security Rule shall mean the HIPAA regulations that are found at 45 C.F.R. Parts
160 and 164,

N. Unsecured PHI shall have the meaning given to such term under the HITECH Act,
42 U.8.C. § 17932(h), any guidance issued by the Secretary pursuant to such Act
and the HIPAA regulations.

3. Terms of Agreement

A. Permitted Uses and Disclosures of Department PHI by Contractor. Except as
otherwise indicated in this Exhibit F, Part |, Contractor may use or disclose
Department PHI only to perform functions, activities or services specified in
Section 1.A of Exhibit F, Part | of this Agreement, for, or on behalf of the
Department, provided that such use or disclosure would not violate the HIPAA
regulations, if done by the Depariment. Any such use or disclosure, if not for
purposes of treatment activities of a health care provider as defined by the Privacy
Rule, must, to the extent practicable, be limited to the limited data set, as defined
in 45 C.F.R. § 164.514(e)(2), or, if needed, to the minimum necessary to
accomplish the intended purpose of such use or disclosure, in compliance with the
HITECH Act and any guidance issued pursuant to such Act, and the HIPAA
regulations.

B. Specific Use and Disclosure Provisions. Except as otherwise indicated in this
Exhibit F, Part [, Contractor may:
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1) Use and disclose for management and administration. Use and disclose
Department PHI for the proper management and administration of the
Contractor's business, provided that such disclosures are required by law,
or the Contractor obtains reasonable assurances from the person to whom
the information is disclosed that it will remain confidential and will be used or
further disclosed only as required by law or for the purpose for which it was
disclosed to the person, and the person notifies the Contractor of any
instances of which it is aware that the confidentiality of the information has
been breached.

2) Provision of Data Aggregation Services. Use Department PHI to provide
data aggregation services to the Department to the extent requested by the
Department and agreed to by Contractor. Data aggregation means the
combining of PHI created or received by the Contractor, as the Business
Associate, on behalf of the Department with PHI received by the Business
Associate in its capacity as the Business Associate of another covered
entity, fo permit data analyses that relate to the health care operations of the
Department.

C. Prohibited Uses and Disclosures

1) Contractor shall not disclose Department PH! about an individual to a health
plan for payment or health care operations purposes if the Department PHI
pertains solely to a health care item or service for which the health care
provider invoived has been paid out of pocket in full and the individual
requests such restriction, in accordance with 42 U.S.C. §§ 17935(a) and 45
C.F.R. § 164.522(a).

2) Contractor shall not directly or indirectly receive remuneration in exchange
for Department PHI, except with the prior written consent of the
Department and as permitted by 42 U.S.C. § 17935(d)(2).

D. Responsibilities of Contractor

Contractor agrees:

1) Nondisclosure. Not to use or disciose Department PHI other than as
permitted or required by this Agreement or as required by law.

2) Compliance with the HIPAA Security Rule. To implement administrative,
physical, and technical safeguards that reasonabiy and appropriately protect
the confidentiality, integrity, and availability of the Department PHI, inciuding
electronic PHI, that it creates, receives, maintains, uses or transmits on
behalf of the Department, in compliance with 45 C.F.R. §§ 164.308, 164.310
and 164.312, and to prevent use or disclosure of Department PHI ather than
as provided for by this Agreement. Contractor shall implement reasonable
and appropriate policies and procedures to comply with the standards,
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implementation specifications and other requirements of 45 C.F.R. § 164,
subpart C, in compliance with 45 C.F.R. § 164.316. Contractor shall develop
and maintain a written information privacy and security program that
includes administrative, technical and physical safeguards appropriate to
the size and complexity of the Contractor's operations and the nature and
scope of its activities, and which incorporates the requirements of section 3,
Security, below. Contractor will provide the Department with its current and
updated policies upon request.

Security. Contractor shall take any and all steps necessary to ensure the
continuous security of alt computerized dafa systems containing PHI and/or
P, and to protect paper documents containing PHI and/or Pl. These steps
shall include, at a minimum:

a) Complying with afl of the data system security precautions listed in
Attachment A, Business Assaciate Data Security Requirements;

b) Achieving and maintaining compliance with the HIPAA Security Rule
(45 C.F.R. Parts 180 and 164}, as necessary in conducting
operations on behalf of DHCS under this Agreement; and

c) Providing a level and scope of security that is at least comparable to
the level and scope of security established by the Office of
Management and Budget in OMB Circutar No. A-130, Appendix Ill-
Security of Federal Automated Information Systems, which sets forth
guidelines for automated information systems in Federal agencies,

Security Officer. Contractor shall designate a Security Officer to oversee
its data security program who shall be responsible for carrying out the
requirements of this section and for communicating on security matters with
the Department.

Mitigation of Harmful Effects. To mitigate, to the extent practicable, any
harmful effect that is known to Contractor of a use or disclosure of
Department PHI by Contractor or its subcontractors in violation of the
requirements of this Exhibit F, Part .

Reporting Unauthorized Use or Disclosure. To report to Depariment any
use or disclosure of Department PHI not provided for by this Exhibit F, Part!
of which it becomes aware.

Contractor’s Agents and Subcontractors.

a) To enter into written agreements with any agents, including
subcontractors and vendors to whom Contractor provides
Department PHI, that impase the same restrictions and conditions on
such agents, subcontractors and vendars that apply to Contractor
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with respect to such Department PHI under this Exhibit F, and that
require compliance with all applicable provisions of HIPAA, the
HITECH Act and the HIPAA regulations, including the requirement
that any agents, subcontractors or vendors impiement reasonable
and appropriate administrative, physical, and technical safeguards to
protect such PHI. Contractor shall incorporate, when applicable, the
relevant provisions of this Exhibit F, Part | into each subcontract or
subaward to such agents, subcontractors and vendors, including the
requirement that any security incidents or breaches of unsecured PHI
be reported to Contractor.

b) In accordance with 45 C.F.R. § 164.504(e)(1)(ii), upon Contractor’s
knowledge of a material breach or violation by its subcontractor of the
agreement between Contractor and the subcontractor, Contractor
shall;

i Provide an apportunity for the subcontractor to cure the
breach or end the violation and terminate the agreement if the
subcontractor does not cure the breach or end the violation
within the time specified by the Depariment; or

ii. Immediately terminate the agreement if the subcontractor has
breached a material term of the agreement and cure is not
possible.

5) Availability of Information to the Department and Individuals to
Provide Access and Information:

a) To provide access as the Department may require, and in the time
and manner designated by the Department (upon reasonable notice
and during Contractor's norma!l business hours) to Department PHI
in a Designated Record Set, to the Department (or, as directed
by the Department), to an Individual, in accordance with 45 C.F.R.

§ 164.524. Designated Record Set means the group of records
maintained for the Department health plan under this

Agreement that includes medical, dental and billing records about
individuals; enrofiment, payment, claims adjudication, and case or
medical management systems maintained for the Department health
plan for which Contractor is providing services under this
Agreement; or those records used to make decisions about
individuals on behalf of the Department. Contractor shall use

the forms and processes developed by the Department for this
purpose and shall respond to requests for access to records
transmitted by the Department within fifteen (15) calendar days of
receipt of the request by producing the records or verifying that there
are none,
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a) If Contractor maintains an Electronic Health Record with PHI, and an

individual requests a copy of such information in an electronic format,
Contractor shall provide such information in an electronic format to
enable the Department to fulfill its obligations under the HITECH Act,
including but not limited to, 42 U.S.C. §17935(e).This section

shall be effective as of the date that 42 U.S.C. § 17935(e) and

its implementing regulations apply to the Department.

9) Amendment of Department PHI. To make any amendment(s) to
Department PHI that were requested by a patient and that the
Department directs or agrees should be made to assure compliance with
45 C.F.R. § 164.526, in the time and manner designated by the
Department, with the Contractor being given a minimum of twenty (20)
days within which to make the amendment.

10} Internal Practices. To make Contractor's internal practices, books and
records relating to the use and disclosure of Department PHI available to
the Department or to the Secretary, for purposes of determining the
Department's compliance with the HIPAA regulations. If any information
needed for this purpose is in the exclusive possession of any other entity or
person and the other entity or person fails or refuses to furnish the
information to Contractor, Contractor shall provide written notification fo the
Department and shall set forth the efforts it made to obtain the information.

11)  Documentation of Disclosures. To document and make available to the
Department or (at the direction of the Department)tc an Individual such
disclosures of Departiment PHI, and information related to such disclosures,
necessary to respond to a proper request by the subject Individual for
an accounting of disclosures of such PHI, in accordance with the HITECH
Act and its implementing regulations, including but not limited to 45 C.F.R.
§ 164.528 and 42 U.8.C. § 17935(c). If Contractor maintains
electronic health records for the Department as of January 1, 2009,
Contractor must provide an accounting of disclosures, including those
disclosures for treatment, payment or health care operations, effective with
disctosures con or after January 1, 2014. If Contractor acquires electronic
heaith records for the Department after January 1, 2009,

Contractor must provide an accounting of disclosures, including those
disclosures for treatment, payment or health care operations, effective with
disclosures on or after the date the electronic health record is acquired, or
on or after January 1, 2011, whichever date is later. The electronic
accounting of disclosures shall be for disclosures during the three years
prior to the request for an accounting. This section shall be effective only as
of the date that 42 U.S.C. § 17935(c} and its implementing regulations
apply to the Department.

1) Breaches and Security Incidents. During the term of this Agreement,
Contractor agrees to implement reasonable systems for the discovery and
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prompt reporting of any breach or security incident, and to take the following
steps:

aj Initial Notice to the Department. (1) To notify the Department
immedlately by telephone call plus email or fax upon the
discovery of a breach of unsecured PHI in electronic media or in any
other media if the PHI was, or is reasanably believed to have been,
accessed or acquired by an unauthorized person. (2) To notify the
Department within 24 hours by email or fax of the discovery of any
suspected security incident, intrusion or unauthorized access, use or
disclosure of PHI in violation of this Agreement or this Exhibit F, Part
I, or potential loss of confidential data affecting this Agreement. A
breach shall be treated as discovered by Business Associate as of
the first day on which the breach is known, or by exercising
reasonable diligence would have been known, to any person (other
than the person committing the breach) who is an employee, officer
or other agent of Business Associate.

b} Notice shall be provided to the Department Program Contract
Manager and the Department Information Security Officer. if the
incident occurs after business hours or on a weekend or holiday and
involves electronic PHI, notice shall be provided by calling the
Department information Security Officer. Notice shall be made using
the DHCS "Privacy Incident Report” form, including all information
known at the time. Contractor shall use the most current version of
this form, which is posted on the DHCS Information Security Officer
website (www.dhcs.ca.gov, then select “Privacy” in the left column
and then “Business Partner” near the middle of the page} or use this
link:

http:.//iwww.dhcs.ca.goviformsandpubsiaws/priviPages/DHCSBusine
ssAssociatesOnly.aspx

c) Upon discovery of a breach or suspected security incident, intrusion
or unauthorized access, use or disclosure of Department PHI ,
Contractor shall take:

i. Prompt corrective action to mitigate any risks or damages
involved with the breach and to protect the operating
environment; and

ii. Any action pertaining to such unauthorized disciosure required
by applicable Federal and State laws and regulations.

d) Investigation and Investigation Report. To immediately investigate

such suspected security incident, security incident, breach, or
unauthorized access, use or disclosure of PHI . Within 72 hours of
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the discovery, Contractor shall stibmit an updated “Privacy Incident
Report” containing the information marked with an asterisk and all
other applicable information listed on the form, to the extent known at
that time, to the Department Program Contract Manager and the
Department Information Security Cfficer.

e) Complete Report. To provide a complete report of the investigation
to the Department Program Contract Manager and the Department
Information Security Officer within ten {10) working days of the
discovery of the breach or unauthorized use or disclosure. The report
shall be submitted on the “Privacy Incident Report’ form and shall
include an assessment of all known factors relevant to a
determination of whether a breach occurred under applicable
provisions of HIPAA, the HITECH Act, and the HIPAA regulations.
The report shall aiso include a full, detailed corrective action plan,
including information on measures that were taken to halt and/or
contain the improper use or disciosure. If the Department requests
information in addition to that listed on the “Privacy Incident Report”
form, Contractor shall make reasonable efforts to provide the
Department with such information. If, because of the circumstances
of the incident, Contractor needs more than ten(10) working days
from the discovery to submit a complete report, the Department may
grant a reasonable extension of time, in which case Contractor shall
submit periodic updates until the complete report is submitted. If
necessary, a Supplemental Report may be used to submit revised or
additional information after the completed report is submitted, by
submitting the revised or additional information on an updated
“Privacy Incident Report” form. The Department will review and
approve the determination of whether a breach occurred and
individual notifications are required, and the corrective action plan.

) Responsibility for Reporting of Breaches. If the cause of a breach
of Department PHI is attributable to Contractor or its agents,
subcontractors or vendors, Contractor is responsible for all required
reporting of the breach as specified in 42 U,S.C. § 17932and its
implementing regulations, including notification to media outlets and
to the Secretary. If a breach of unsecured Department PHI involves
more than 500 residents of the State of California or its jurisdiction,
Contractor shall notify the Secretary of the breach immediately upon
discovery of the breach. If Cantractor has reason {o believe that
duplicate reporting of the same breach or incident may occur
because its subcontractors, agents or vendors may report the breach
or incident to the Departrnent in addition to Contractor, Contractor
shall notify the Department, and the Department and Contractor may
take appropriate action to prevent duplicate reporting.
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Responsibility for Notification of Affected Iindividuals. if the
cause of a breach of Department PHI is atiributable to Contractor or
its agents, subcontractors or vendors and notification of the affected
individuals is required under state or federal law, Contractor shall
bear all costs of such notifications as well as any costs associated
with the breach. In addition, the Department reserves the right to
require Contractor o notify such affected individuals, which
notifications shall comply with the requirements set forth in 42 U.S.C.
§ 17932 and its implementing regulations, including, but not limited
to, the requirement that the notifications be made without
unreasonable delay and in no event later than 60 calendar days. The
Department Program Contract Manager and the Department
Information Security Officer shall approve the time, manner and
cantent of any such nofifications and their review and approval must
be obtained before the notifications are made. The Department will
provide its review and approval expeditiously and without
unreasonable delay.

Department Contact Information. To direct communications to the
above referenced Department staff, the Contractor shall initiate
contact as indicated herein. The Department reserves the right to
make changes to the contact information below by giving written
notice to the Contractor. Said changes shall not require an
amendment to this Addendum or the Agreement to which it is
incorporated.

Department DHCS Privacy Officer DHCS Information Security
Program Officer
Contract
Manager
See the Exhibit A, |Privacy Officer Information Security Officer
Scope of Wark foric/o: Office of HIPAA DHCS Information Security
Program Contract/Compliance Department of Office
Manager Health Care Services P.O. Box 897413, MS 6400
information .0. Box 997413, MS 4722 Sacramento, CA 95899-7413
acramento, CA 95899-7413
Email: iso@dhcs.ca.gov
Email:
rivacyofficer@dhcs.ca.gov Telephone: [TSD Service
Desk (916} 440-7000 or (800}
13) Termination of Agreement. In accordance with § 13404(b) of the HITECH
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a) Provide an opportunity for the Department to cure the breach or end
the violation and terminate the Agreement if the Department does not
cure the breach or end the viclation within the time specified by
Contractor; or

b} Immediately terminate the Agreement if the Department has
breached a material term of the Exhibit F, Part | and cure is not
possible.

14)  Sanctions and/or Penalties. Contractor understands that a failure to
comply with the provisions of HIPAA, the HITECH Act and the HIPAA
regulations that are applicable to Contractors may result in the imposition of
sanctions and/or penalties on Contractor under HIPAA, the HITECH Act
and the HIPAA regulations.

Obligations of the Department

The Department agrees to:

1) Permission by Individuals for Use and Disclosure of PHI. Provide the
Contractor with any changes in, or revocation of, permission by an
Individual to use or disclose Department PHI, if such changes affect the
Contractor's permitted or required uses and disclosures.

2) Notification of Restrictions. Notify the Contractor of any restriction to the
use or disclosure of Department PHI that the Department has agreed to in
accordance with 45 C.F.R. § 164,522, to the extent that such restriction
may affect the Contractor’s use or disclosure of PHI.

3) Requests Conflicting with HIPAA Rules. Not request the Contractor to
use or disclose Department PHI in any manner that would not be
permissible under the HIPAA regulations if done by the Department.

4) Notice of Privacy Practices. Provide Business Associate with the Notice
of Privacy Practices that DHCS produces in accordance with 45 C.F.R. §
164.520, as well as any changes to such notice. Visit the DHCS Privacy
Office to view the most current Notice of Privacy Practices at:
hitp:/iwww.dhes.ca.goviformsandpubs/laws/priviPages/default.aspx or the
DHCS website at www.dhes.ca.gov {select “Privacy in the right column and
“Notice of Privacy Practices” on the right side of the page).

Audits, Inspection and Enforcement

If Contractor is the subject of an audit, compliance review, or complaint
investigation by the Secretary or the Office of Civil Rights, U.S. Department of
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Health and Human Services, that is related to the performance of its obligations
pursuant to this HIPAA Business Associate Exhibit F, Part I, Contractor shall notify
the Department. Upon request from the Department, Contractor shall

provide the Department with a copy of any Department PHI that

Contractor, as the Business Associate, provides to the Secretary or

the Office of Civil Rights concurrently with providing such PHI to the

Secretary. Contracter is responsible for any civil penalties assessed due to an
audit or investigation of Contractor, in accordance with 42 U.S.C. § 17934(c).

G. Termination

1) Term. The Term of this Exhibit F, Part |, shall extend beyond the termination
of the Agreement and shall terminate when all Department PH! is destroyed
or returned to the Department, in accordance with 45 C.F.R. §
164.504(e)(2)(i}1).

2) Termination for Cause. in accordance with 45 C.F.R. § 164.504(e)(1 )i},
upon the Department's knowledge of a material breach
or violation of this Exhibit £, Part |, by Contractor, the Department shall:

a) Provide an opportunity for Contractor to cure the breach or end the
violation and terminate this Agreement if Contractar does not
cure the breach or end the violation within the time specified by
the Department; or

b} Immediately terminate this Agreement if Contractor has breached a
material term of this Exhibit F, Part |, and cure is not possible.
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Part II: Privacy and Security of Personal Information and Personally Identifiable Information Not
Subject to HIPAA

1. Recitals

A, In addition to the Privacy and Security Rules under the Health Insurance Portability
and Accountability Act of 1996 (HIPAA) the Department is subject to various
other legal and contractual requirements with respect to the personal
information (P!} and personally identifiable information {Pll)it maintains. These
include:

1) The Califomia Information Practices Act of 1977 (Caiifornia Civil Code §§
1798 et seq.).

2) The Agreement between the Social Security Administration (SSA) and the
Department, known as the Information Exchange Agreement (IEA), which
incorporates the Computer Matching and Privacy Protection Act Agreement
(CMPPA) between the SSA and the California Health and Human Services
Agency. The IEA, including the CMPPA, is attached to this Exhibit F as
Attachment B and is hereby incorporated in this Agreement.

B. The purpose of this Exhibit F, Part Il is to set forth Contractor's privacy and security
obligations with respect to Pl and Pli that Contractor may create, receive,
maintain, use, or disclose for or on behalf of Department pursuant to this
Agreement. Specifically this Exhibit applies to Pl and Pit which is not Protected
Health Information (PHI) as defined by HIPAA and therefore is not addressed in
Exhibit F, Part | of this Agreement, the HIPAA Business Associate Addendum.

C. The IEA Agreement referenced in A.2) above requires the Department to extend its
substantive privacy and security terms to subcontractors who receive data
provided to DHCS by the Social Security Administration. If Contracior receives
data from DHCS that includes data provided to DHCS by the Social Security
Administration, Contractor must comply with the following specific sections of the
IEA Agreement: E. Security Procedures, F. Contractor/Agent Responsibilities, and
G. Safeguarding and Reporting Responsibilities for Personally Identifiable
Information (“Pil"), and in Attachment 4 to the IEA, Electronic Information
Exchange Security Requirements, Guidelines and Procedures for Federal, State
and Local Agencies Exchanging Electronic Information with the Social Security
Administration. Contractor must also ensure that any agents, including a
subcontractor, to whom it provides DHCS data that includes data provided by the
Social Security Administration, agree to the same requirements for privacy and
security safeguards for such confidential data that apply to Contractor with respect
to such information.

D. The terms used in this Exhibit F, Part Il, but not otherwise defined, shall have the
same meanings as those terms have in the above referenced statute and
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Agreement. Any reference to statutory, regulatory, or contractuatl language shail
be to such language as in effect or as amended.

Definitions

A, “Breach” shall have the meaning given to such term under the IEA and CMPPA. |t
shall include a "Pll loss” as that term is defined in the CMPPA.

B. “Breach of the security of the system” shall have the meaning given to such term
under the California Information Practices Act, Civil Code § 1798.29(d).

C. *‘CMPPA Agreement” means the Computer Matching and Privacy Protection Act
Agreement between the Social Security Administration and the California Health
and Human Services Agency (CHHS).

D. “Department PI" shall mean Personal Information, as defined below, accessed in a
database maintained by the Department, received by Contractor from the
Department or acquired or created by Contractor in connection with performing the
functions, activities and services specified in this Agreement on behalf of the
Depariment.

E. “I[EA” shall mean the Information Exchange Agreement currently in effect between
the Social Security Administration (SSA) and the California Department of Healith
Care Services (DHCS).

F. “Notice-triggering Personal Information” shall mean the personal information
identified in Civil Code section 1798.29(e) whose unauthorized access may trigger
notification requirements under Civil Code § 1709.29. For purposes of this
provision, identity shall include, but not be limited to, name, identifying number,
symbol, or other identifying particular assigned to the individual, such as a finger or
voice print, a photograph or a biometric identifier. Notice-triggering Personal
Information includes P! in electronic, paper or any other medium.

G. “Personally Identifiable information” (PH) shall have the meaning given to such
term in the [EA and CMPPA.

H. ‘Personal Information” (Pl) shall have the meaning given to such term in California
Civil Code § 1798.3(a).

1. “Required by law” means a mandate contained in iaw that compels an entity to
make a use or disclosure of Pl or Pll that is enforceable in a court of law. This
includes, but is not limited to, court orders and court-ordered warrants, subpoenas
or summons issued by a court, grand jury, a governmental or tribal inspector
general, or an administrative body authorized to require the production of
informatian, and a civil or an authorized investigative demand. It also includes
Medicare conditions of participation with respect to health care providers
participating in the program, and statutes or regulations that require the production
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of information, including statutes or regulations that require such information if
payment is sought under a government program providing public benefits.

d. “Security Incident” means the attempted or successful unauthorized access, use,
disclosure, modification, or destruction of PI, or confidential data utilized in
complying with this Agreement; or interference with system operations in an
information system that processes, maintains or stores PI.

3. Terms of Agreement
A. Permitted Uses and Disclosures of Department PI and PIl by Contractor

Except as otherwise indicated in this Exhibit F, Part ll, Contractor may use or
disclose Department Pl only to perform functions, activities or services for or on
behalf of the Department pursuant to the terms of this Agreement provided that
such use or disclosure would not violate the California Information Practices Act
(CIPA) if done by the Department.

B. Responsibilities of Contractor
Contractor agrees:

1) Nondisclosure. Not to use or disclose Department Pl or Pll other than as
permitted or required by this Agreement or as required by applicable state
and federal law.

2) Safeguards. To implement appropriate and reasonable administrative,
technical, and physical safeguards to protect the security, confidentiality
and integrity of Departrnent Pl and P!, to protect against anticipated threats
or hazards to the security or integrity of Department Pl and Pii, and to
prevent use or disclosure of Department Pl or Pl other than as provided for
by this Agreement. Contractor shall develop and maintain a written
information privacy and security program that include administrative,
technical and physical safeguards appropriate to the size and complexity of
Contractor’s operations and the nature and scope of its activities, which
incorporate the requirements of Section 3, Security, below. Contractor will
provide DHCS with its current policies upon request.

3) Security. Contractor shall take any and all steps necessary to ensure the
continuous security of all computerized data systems containing PHI and/or
P1, and to protect paper documents containing PHI and/or PI. These steps
shall include, at a minimum:

a) Complying with all of the data system security precautions listed in
Attachment A, Business Associate Data Security Requirements; and
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b) Providing a level and scope of security that is at least comparable to
the level and scope of security established by the Office of
Management and Budget in OMB Circular No. A-130, Appendix llI-
Security of Federal Automated Information Systems, which sets forth
guidelines for automated information systems in Federal agencies.

c) If the data obtained by User(s) from DHCS includes Pii, User(s} shal
aiso comply with the substantive privacy and security requirements in
the Computer Matching and Privacy Protection Act Agreement
between the SSA and the California Health and Human Services
Agency (CHHS) and in the Agreement between the SSA and DHCS,
known as the information Exchange Agreement (IEA), which are
attached as Attachment B and are incorporated into this Agreement.
The specific sections of the IEA with substantive privacy and security
requirements o be complied with are sections E, F, and G, and in
Attachment 4 to the IEA, Electronic Information Exchange Security
Requirements, Guidelines and Procedures for Federal, State and
Local Agencies Exchanging Electronic Information with the SSA.
The User(s) also agree to ensure that any agents, including a
subcontractor, to whom they provide DHCS PIl agree to the same
requirements for privacy and security safeguards for confidential data
that apply to the User(s) with respect to such information.

4) Mitigation of Harmful Effects.To mitigate, to the extent practicable, any
harmful effect that is known to Contractor of a use or disclosure of
Department Pl or Pl by Contractor or its subcontractors in violation of this
Exhibit F, Part il

5) Contractor’s Agents and Subcontractors. To impose the same
restrictions and conditions set forth in this Exhibit F, Part Il on any
subcontractors or other agents with whom Contractor subcontracts any
activities under this Agreement that involve the disclosure of Department Pl
or Pll to the subcontractor.

6) Availability of Information to DHCS.To make Department P! and PII
available to the Department for purposes of oversight, inspection,
amendment, and response to requests for records, injunctions,
judgments, and orders for production of Depariment P and PIl. If
Contractor receives Department PIl, upon request by DHCS, Contractor
shall provide DHCS with a list of all employees, contractors and agents
who have access to Department Pll, including employees, contractors and
agents of its subcontractors and agents.

7) Cooperation with DHCS. With respect to Department PI, to cooperate with
and assist the Department to the extent necessary to ensure the
Department’s compliance with the applicable terms of the CIPA including,
but not timited to, accounting of disclosures of Department P, correction of
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errors in Department P!, production of Department PI, disclosure of a
security breach involving Department Pl and notice of such breach to the
affected individual(s).

Breaches and Security Incidents. During the term of this Agreement,
Contractor agrees to implement reasonable systems for the discovery
and prompt reporting of any breach or security incident, and to take the
following steps:

a) Initial Notice to the Department. (1) To notify the Department
immediately by telephone call plus email or fax upon the
discovery of a breach of unsecured Department Pl or Pll in electronic
media or in any other media if the Pl or Pli was, or is reasonably
believed to have been, accessed or acquired by an unauthorized
persaon, or upon discovery of a suspected security incident involving
Department PIl. (2) Tc notify the Department within 24 hours by
email or fax of the discovery of any suspected security incident,
intrusion or unauthorized access, use or disclosure of Department Pl
or Pl in violation of this Agreement or this Exhibit F, Part |, or
potential loss of confidential data affecting this Agreement. A breach
shall be treated as discovered by Contractor as of the first day on
which the breach is known, or by exercising reasonable diligence
would have been known, to any person (other than the person
committing the breach) who is an employee, officer or other agent of
Contractor.

b) Notice shall be provided to the Department Program Contract
Manager and the Department Information Security Officer. If the
incident accurs after business hours or on a weekend or holiday and
involves electronic Department P! or Pll, notice shall be provided by
calling the Department Information Security Officer. Notice shali be
made using the DHCS “Privacy Incident Report” form, including all
information known at the time. Contractor shall use the most current
version of this form, which is posted on the DHCS information
Security Officer website (www.dhcs.ca.gov, then select “Privacy” in
the left column and then “Business Partner” near the middle of the
page) or use this link:
hitp:/fwww.dhes.ca.gov/formsandpubs/iaws/priviPages/DHCSBusine
ssAssociatesOnly.aspx

c) Upon discovery of a breach or suspected security incident, intrusion
or unauthorized access, use or disclosure of Department PHI ,
Contractor shall take:

i Prompt corrective action to mitigate any risks or damages

involved with the breach and to protect the operating
environment; and
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ii. Any action pertaining to such unauthorized disclosure required
by applicable Federal and State laws and regulations.

d) Investigation and Investigation Report.To immediately investigate
such suspected security incident, security incident, breach, or
unauthorized access, use or disclosure of PHI . Within 72 hours of
the discovery, Contractor shall submit an updated “Privacy Incident
Report’ containing the information marked with an asterisk and all
other applicable information listed on the form, to the extent known at
that time, to the Department Program Contract Manager and the
Department Information Security Officer:

e) Complete Report. To provide a complete report of the investigation
to the Department Program Contract Manager and the Department
Information Security Officer within ten (10) working days of the
discovery of the breach or unauthorized use or disclosure. The report
shall be submitted on the “Privacy Incident Report” form and shall
include an assessment of all known factors relevant to a
determination of whether a breach occumred. The report shall also
include a full, detailed corrective action plan, including information on
measures that were taken to halt and/or contain the improper use or
disclosure. If the Department requests information in addition to that
listed on the “Privacy Incident Report" form, Contractor shall make
reasonable efforts to provide the Depariment with such information.
If, because of the circumstances of the incident, Contractor needs
more than ten({10) working days from the discovery to submit a
complete report, the Department may grant a reasonable extension
of time, in which case Contractor shall submit periodic updates until
the camplete report is submitted. If necessary, a Supplemental
Report may be used to submit revised or additional information after
the completed report is submitted, by submitting the revised or
additional information on an updated “Privacy Incident Report” form.
The Department will review and approve the determination of
whether a breach occurred and individual notifications are required,
and the corrective action plan.

f) Responsibility for Reporting of Breaches. If the cause of a breach
of Department PI or Pil is attributable to Contractor or its agents,
subcontractors or vendors, Contractor is responsible for all required
reporting of the breach as specified in CIPA, § 1798.29(a) — (d) and
as may be required under the IEA. Contractor shall bear all costs of
required notifications to individuals as well as any costs associated
with the breach. The Department Program Contract Manager and the
Department Information Security Officer and Privacy Officer shall
approve the time, manner and content of any such notifications and
their review and approval must be obtained before the notifications
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are made. The Department will provide its review and approval
expeditiously and without unreasonable delay. If Contractor has
reason to believe that duplicate reporting of the same breach or
incident may occur because its subcontractors, agents or vendors
may report the breach or incident to the Department in addition to

Contractor, Contractor shall notify the Department, and the

Department and Contractor may take appropriate action to prevent

duplicate reporting.

g) Department Contact Information. To direct communications to the
above referenced Department staff, the Contractor shall initiate
contact as indicated herein. The Department reserves the right to
make changes to the contact information below by giving written

notice to the Contractor. Said changes shall not require an

amendment to this Addendum or the Agreement to which it is

incorporated.

Department
Program
Contract
Manager

DHCS Privacy Officer

DHCS Information Security
Officer

Manager
information

See the Exhibit A, [Privacy Officer
Scope of Work forjc/o: Office of HIPAA
Program Contract|Compliance Department of

Health Care Services
P.O. Box 997413, MS 4722
Sacramento, CA 95899-7413

Email:
rivacyofficer@dhcs.ca.qov

Information Security Officer
DHCS Information Security
Office

P.0O. Box 997413, MS 6400
Sacramento, CA 85899-7413

Email: iso@dhcs.ca.gov
Telephone: ITSD Service

Desk (916) 440-7000 or {800)

ALEH FY 19-22 BC

Designation of Individual Respensible for Security. Contractor shall
designate an individual, {e.g., Security Officer), to oversee its data security
program who shall be responsible for carrying cut the requirements

of this Exhibit F, Part Il and for communicating on security matters with the

Depariment.
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Part llI: Miscellaneous Terms and Conditions Applicable to Exhibit F
1. Disclaimer

The Department makes no warranty or representation that compliance by Contractor with
this Exhibit F, HIPAA or the HIPAA regulations will be adequate or satisfactory for
Contractor's own purposes or that any information in Contractor's possession or control,
or transmitted or received by Contractor, is or will be secure from unauthorized use or
disclosure. Contractor is sofely responsible for all decisions made by Contractor regarding
the safeguarding of the Department PHI.

2, Amendment

A. The parties acknowledge that federal and state laws relating to electronic data
security and privacy are rapidly evolving and that amendment of this Exhibit F may
be required to provide for procedures to ensure compliance with such
developments. The parties specifically agree to take such action as is necessary
to implement the standards and requirements of HIPAA, the HITECH Act, and the
HIPAA regulations. Upon either party’s request, the other party agrees to promptly
enter into negotiations concerning an amendment to this Exhibit F embodying
written assurances consistent with the standards and requirements of HIPAA, the
HITECH Act, and the HIPAA regulations. The Department may terminate this
Agreement upon thirty (30) days written notice in the event:

1) Contractor does not promptly enter into negotiations to amend this Exhibit F
when requested by the Department pursuant to this section; or

2) Contractor does not enter into an amendment providing assurances
regarding the safeguarding of Department PHI that the Department deems
is necessary to satisfy the standards and requirements of HIPAA and the
HIPAA regulations.

3. Judicial or Administrative Proceedings

Contractor will notify the Department if it is named as a defendant in a criminal
proceeding for a violation of HIPAA or other security or privacy law. The Department may
terminate this Agreement if Contractor is found guilty of a criminal viclation of HIPAA. The
Department may terminate this Agreement if a finding or stipulation that the Contractor
has violated any standard or requirement of HIPAA, or ather security or privacy laws is
made in any administrative or civil proceeding in which the Contractor is a party or has
been joined. DHCS will consider the nature and seriousness of the violation in deciding
whether or not to terminate the Agreement.

4. Assistance in Litigation or Administrative Proceedings

Contractor shall make itself and any subcontractors, employees or agents assisting
Contractor in the performance of its obligations under this Agreement, available to the
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Department at no cost to the Department to testify as witnesses, or otherwise, in the
event of litigation or administrative proceedings being commenced against the
Department, its directors, officers or employees based upon claimed violation of HIPAA,
or the HIPAA regulations, which involves inactions or actions by the Contractor, except
where Contractor or its subcontractor, employee or agent is a named adverse party.

5. No Third-Party Beneficiaries

Nothing express or implied in the terms and conditions of this Exhibit F is intended to
confer, nor shall anything herein confer, upon any person other than the Department or
Contractor and their respective successors ar assignees, any rights, remedies,
obligations or liabilities whatsoever.

6. Interpretation

The terms and conditions in this Exhibit F shall be interpreted as broadly as necessary to
implement and comply with HIPAA, the HITECH Act, and the HIPAA regulations. The
parties agree that any ambiguity in the terms and conditions of this Exhibit F shall be
resolved in favor of a meaning that complies and is consistent with HIPAA, the HITECH
Act and the HIPAA regulations.

7. Conflict
In case of a conflict between any applicable privacy or security rules, laws, regulations or
standards the most stringent shall apply. The most stringent means that safeguard which
provides the highest level of protection to PH! from unauthorized disclosure. Further,

Contractor must comply within a reasonable period of time with changes to these
standards that occur after the effective date of this Agreement.

8. Regulatory References

A reference in the terms and conditions of this Exhibit F to a section in the HIPAA
regulations means the section as in effect or as amended.

9. Survival

The respective rights and obligations of Contractor under Section 3, Item D of Exhibit F,
Part |, Responsibilities of Contractor, shall survive the termination or expiration of this
Agreement.

10. No Waiver of Obligations
No change, waiver or discharge of any liability or obligation hereunder on any one or
more occasions shall be deemed a waiver of performance of any continuing or other
obligation, or shall prohibit enforcement of any obligation, on any other occasion.

11.  Audits, Inspection and Enforcement
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From time to time, and subject to all applicable federal and state privacy and security faws
and regulations, the Department may conduct a reasonable inspection of the facilities,
systems, books and records of Contractor to monitor compliance with this Exhibit F.
Contractor shall promptly remedy any violation of any provision of this Exhibit F. The fact
that the Department inspects, or fails to inspect, or has the right to inspect, Contractor's
facilities, systems and procedures does not relieve Contractor of its responsibility to
comply with this Exhibit F. The Department's failure to detect a non-compliant

practice, or a failure to report a detected non-compliant practice to Contractor does not
constitute acceptance of such practice or a waiver of the Department's enforcement
rights under this Agreement, including this Exhibit F.

12. Due Diligence

Contractor shall exercise due diligence and shall {ake reasonable steps to ensure that it
remains in compliance with this Exhibit f and is in compliance with applicable provisions
of HIPAA, the HITECH Act and the HIPAA regulations, and that its agents, subcontractors
and vendors are in compliance with their obligations as required by this Exhibit F.

13. Term

The Term of this Exhibit F shall extend beyond the termination of the Agreement and
shall terminate when all Department PHI is destroyed or returned to the Department, in
accordance with 45 C.F.R. § 164.504(e)(2)(ii)(1), and when all Department Pl and Pll is
destroyed in accordance with Attachment A.

14. Effect of Termination

Upon termination or expiration of this Agreement for any reason, Contractor shall return
or destroy all Department PHI, Pl and Pil that Cantractor still maintains in any form,
and shall retain no copies of such PHI, Pt or Pil. If return or destruction is not feasibie,
Contractor shall notify the Department of the conditions that make the return or
destruction infeasible, and the Department and Contractor shall determine the terms
and conditions under which Contractar may retain the PHI, Pl or Pil. Contractor shall
continue to extend the protections of this Exhibit F to such Department PH{, Pl and Pii,
and shall limit further use of such data to those purposes that make the return or
destruction of such data infeasible. This provision shall apply to Department PHI, Pl
and Pl that is in the possession of subcontractors or agents of Contractor.
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Attachment A

Business Associate Data Security Requirements

1. Personnel Controls

A. Employee Training. All workforce members who assist in the performance of

functions or activities on behalf of the Department, or access or disclose
Department PHI or Pl must complete information privacy and secutity training, at
least annually, at Contractor's expense. Each workforce member who receives
infaormation privacy and security training must sign a certification, indicating the
member's name and the date on which the training was completed. These
certifications must be retained for a period of six (6) years following termination of
this Agreement.

B. Employee Discipline. Appropriate sanctions must be applied against workforce
members who fail to comply with privacy policies and procedures or any provisions
of these requirements, including termination of empioyment where appropriate.

C. Confidentiality Statement. All persons that will be working with Department PHi
or Pl must sign a confidentiality statement that includes, at a minimum, General
Use, Security and Privacy Safeguards, Unacceptable Use, and Enforcement
Policies. The statement must be signed by the workforce member prior to access
to Department PHI or Pl. The statement must be renewed annually. The
Contractor shall retain each person’s written confidentiality statement for
Department inspection for a period of six (6) years following termination of this
Agreement,

D. Background Check. Before a member of the warkforce may access Department
PHI or Pl, a background screening of that worker must be conducted. The
screening should be commensurate with the risk and magnitude of harm
the employee could cause, with more thorough screening being done for those
employees who are authorized to bypass significant technical and operational
security controis. The Contractor shall retain each workforce member's
background check documentation for a period of three (3) years.

2. Technical Security Controls

A. Workstation/Laptop encryption. All workstations and laptops that store
Department PHI or Pl either directly or temporarily must be encrypted using a FIPS
140-2 certified algorithm which is 128bit or higher, such as Advanced Encryption
Standard (AES). The encryption solution must be full disk unless approved by the
Department Information Security Office.

B. Server Security. Servers containing unencrypted Department PHI or Pi must have

sufficient administrative, physical, and technical controls in place to protect that
data, based upon a risk assessment/system security review.
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C. Minimum Necessary. Only the minimum necessary amount of Department PHI or
Pl required to perform necessary business functions may be copied, downloaded,
or exported.

D. Removable media devices. All electronic files that contain Department PHI or P!
data must be encrypted when stored on any removable media or portable device
(i.e. USB thumb drives, floppies, CD/DVD, Blackberry, backup tapes etc.).
Encryption must be a FIPS 140-2 certified algorithm which is 128bit or higher, such
as AES.

E. Antivirus software. All workstations, laptops and other systems that process
and/or store Department PHI or Pl must install and actively use comprehensive
anti-virus software solution with automatic updates scheduled at least daily.

F. Patch Management. All workstations, taptops and other systems that process
and/or store Department PHI aor Pl must have critical security patches applied, with
system reboot if necessary. There must be a documented patch management
process which determines installation timeframe based on risk assessment and
vendor recommendations. At a maximum, all applicable patches must be installed
within 30 days of vendor release. Applications and systems that cannot be
patched within this time frame due to significant operational reasons must have
compensatory controls impiemented to minimize risk until the patches can be
installed. Applications and systems that cannot be patched must have
compensatory controls implemented to minimize risk, where pessible.

G. User IDs and Password Controls. All users must be issued a unique user name
for accessing Department PHI or Pl. Username must be promptly disabled,
deleted, or the password changed upon the transfer or termination of an employee
with knowledge of the password. Passwords are not to be shared. Passwords
must be at least eight characters and must be a non-dictionary word. Passwaords
must not be stored in readable format on the computer. Passwords must be
changed at least every 90 days, preferably every 60 days. Passwords must be
changed if revealed or compromised. Passwords must be composed of characters
from at least three of the following four groups from the standard keyboard:

1) Upper case letters (A-Z)

2) Lower case letters {(a-z)

3) Arabic numerals (0-9)

4} Non-alphanumeric characters (punctuation symbols)

H. Data Destruction. When no longer needed, all Department PHI or Pi must be
wiped using the Gutmann or US Department of Defense {DoD) 5220.22-M (7
Pass) standard, or by degaussing. Media may also be physically destroyed in
accordance with NIST Special Publication 800-88. Other methods require prior
written permission of the Department Information Security Office.
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. System Timeout. The system providing access to Department PHI! or Pl must
provide an automatic timeout, requiring re-authentication of the user session after
no more than 20 minutes of inactivity.

J. Warning Banners. All systems providing access to Department PHI| or P must
display a warning banner stating that data is confidential, systems are logged, and
system use is for business purposes only by authorized users. User must be
directed to fog off the system if they do not agree with these requirements.

K. System Logging. The system must maintain an automated audit trail which can
identify the user or system pracess which initiates a request for Department PHJ or
PI, or which alters Department PHI or PI. The audit trail must be date and time
stamped, must log both successful and failed accesses, must be read only, and
must be restricted to authorized users. If Department PHI or Pl is stored in a
database, database logging functionality must be enabled. Audit trail data must be
archived for at least 3 years after occurrence.

L. Access Controls. The system providing access to Department PHI or Pl must
use role based access controls for all user authentications, enforcing the principle
of least privilege.

M. Transmission encryption. All data transmissions of Department FH! or PI
outside the secure internal network must be encrypted using a FIPS 140-2 certified
algorithm which is 128bit or higher, such as AES. Encryption can be end to end at
the network level, or the data files containing Department PHI can be encrypted.
This requirement pertains to any type of Department PHI or Pl in motion such as
website access, file transfer, and E-Mail.

N. Intrusion Detection. All systems involved in accessing, holding, transporting, and
pratecting Department PHI or Pl that are accessible via the Internet must be
protected by a comprehensive intrusion detection and prevention solution.

Audit Controis

A System Security Review. Contractor must ensure audit control mechanisms that
record and examine system activity are in place. All systems processing and/or
storing Department PHI or Pl must have at least an annual system risk
assessment/security review which provides assurance that administrative,
physical, and technical controls are functioning effectively and providing adequate
levels of protection. Reviews should include vulnerability scanning toois.

B. Log Reviews. All systems processing and/or storing Department PHI or Pl must
have a routine procedure in place to review system logs for unauthorized access.

C. Change Control. All systems processing and/or storing Department PHI or Pl

must have a documented change control procedure that ensures separation of
duties and protects the confidentiality, integrity and availability of data.
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4. Business Continuity / Disaster Recavery Controls
A. Emergency Mode Operation Plan. Confractor must establish a documented plan

to enable continuation of critical business processes and protection of the security
of Department PHI or Pl held in an electronic format in the event of an emergency.
Emergency means any circumstance or situation that causes normal computer
operations to become unavailable for use in performing the work required under
this Agreement for more than 24 hours.

B. Data Backup Plan. Contractor must have established documented procedures to
backup Department PHI to maintain retrievable exact copies of Department PHI or
Pl. The plan must include a regular schedule for making backups, storing backups
offsite, an inventory of backup media, and an estimate of the amount of time
needed to restore Department PHI or Pl shouid it be lost. At a minimum, the
schedule must be a weekiy full backup and monthly offsite storage of Department

data.
5. Paper Document Controls
A Supervision of Data. Department PHI or Pi in paper form shall not be left

unattended at any time, unless it is locked in a file cabinet, file room, desk or office.
Unattended means that information is not being observed by an employee
authorized to access the information. Department PHI or P! in paper form shall not
be left unattended at any time in vehicles or planes and shall not be checked in
baggage on commercial airplanes.

B. Escorting Visitors. Visitors to areas where Department PHI or Pl is contained
shall be escorted and Department PHI or PI shall be kept out of sight while visitors
are in the area.

C. Confidential Destruction. Department PHI or PI must be disposed of through
confidential means, such as cross cut shredding and pulverizing.

D. Removal of Data. Only the minimum necessary Department PHi or Pl may be
removed from the premises of the Contractor except with express written
permission of the Department. Department PHI or Pi shall not be considered
"removed from the premises” if it is only being transported from one of Contractor's
locations to another of Contractors locations.

E. Faxing. Faxes containing Department PHI or Pl shall not be left unattended and
fax machines shall be in secure areas. Faxes shall contain a confidentiality
statement notifying persons receiving faxes in error to destroy them. Fax numbers
shail be verified with the intended recipient before sending the fax.

F. Mailing. Mailings containing Department PHI or Pl shall be sealed and secured
from damage or inappropriate viewing of such PH! or PI ta the extent passible.
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Mailings which include 500 or more individually identifiable records of Department
PHI or Pl in a single package shall be sent using a tracked mailing method which
includes verification of delivery and receipt, unless the prior written permission of
the Department to use ancther method is obtained.
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O I —
INFORMATION EXCHANGE AGREEMENT
BETWEEN
THE 50CIAL SECURITY ADMINISTRATION (55A)
AND
THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES

A. PURPOSE: The purpose of this Information Exchange Agreement (“IEA”) is to establish
terms, conditions, and safeguards under which SSA will disclose to the State Agency certain
information, records, or data (herein “data”) to assist the State Agency in administering
certain federally funded, state-administered benefit programs (including state-funded, state
supplementary payment programs under Title XV of the Social Security Act) identificd in
this[EA. By entering into this [EA. the State Agency agrees to comply with;

s the terms and conditions set forth in the Computer Matching and Privacy Protection Act
Agreement (“CMPPA Agreement”) attached as Attachment 1, governing the State
Agency’s use of the data disclosed from SSA’s Privacy Act System of Records; and

« all other terms and conditions set forth in this IEA and Attachments 2 through 6.

B. PROGRAMS AND DATA EXCHANGE SYSTEMS: (1) The State Agency will use the
data received or accessed from SSA under this [EA for the purpose of administering the
federally funded, state-administered programs identified in Table 1 below. In Table 1, the
State Agency has identified: (a) each federally funded, state-administered program that it
administers; and (b) each SSA data exchange system to which the State Agency needs aceess
inorder to administer the identified program. The list of SSAs data exchange systems is
attached as Attachment 2. Attachment 2 provides a brief explanation of each system, as
well as use parameters, as necessary.

TABLE 1

FEDERALLY FUNDED BENEFIT PROGRAMS _
Program SSA Data Exchange System(s)

o BENDEX/SDX/SVES IV/SOLQ/SVES-1-
b Medicaid Citizenship/Quarters of Coverage/PUPS

Temporary Assistance to Needy Familfes
(TANF)

Supplemental Nutrition Assistance Program
(SNAP- formally Food Stamps)

Unemployment Compensation

State Child Suppart Agency

Low-Income Home Energy Assistance
Program (LI-HEAP)

Workers Compensation

Oaggolag) o o

Vocational Rehahilitation Services
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{1 Faster Care {iV-£}

“ f;‘;f"”d"“" Health Insucance Program | wpyne cOX/SVES IV, 5VES-1 Citizenship

[ ] women, infants and Children (W.LE.}

Medicare $avings Programs {M5P) LIS File
I Medicare 1144 (Outreach} Medicarc 1 144 Ouircach Fike

{7 Qtber Federally Funded, State-Administered Programs {List Beiow)

Program 354 Data Exchange Systemis}
odi-Cat hooes it AR
ekt =23 Program (MIAR; se SO /SVES ¥

{23 The Sune Agency will wse zuch identified dat exchange systemn galy for the purpose of
wdiministering the spevitic prowrum for whish aveess 1o the dute exchunge systam is provided.
584 data exchange sysiems are protected by the Privacy Act and Federad low protubits the
wie af 384 ¢ duts for any purpose other than the purpose of adminisiering the spesilic
progrmm for which such Jdats @ disclosed, In particudar, the Stae Agency will
8} use the tea petnen dats diselosed by $5A only 16 detenmine individunl cligibility for,
ar the umount of, wsistanee wnder a provrm Hsted i 26 US.CL § 6103{1X7) and (8),
by ume eltizenship sratus dnox disclosed by 384 only o determine zntitfement of men
applicanss W {ay the Medicid progrant and CHIP parsauns o te Children's Health
msurance Progrem Resuthonization Act of 2009, Pub. L. 11135 or (b federndly
nided, seatg-ahiniistered bealih or income mainienance programs approved by $5A
1o revely e the S8 Thare Nos theough the Centens for Medicars £ Medicaid Services
{OMS) Federad DNata Servives Hub (Hab),
Applicanis for Social Seourity numbers (SSN) repaort their citizenship daw 3 the tine tes
apmby for their $%8%s there 1s o ebligetion for an individua! w report to 854 5 change in his
or her usseigration suiug antd e ot she Gles @ claim for benefiis

. PROGRAM QUESTIONNAIRE: Priar to signing this IFA, e Stae Agenoy will
somphec and wabmis i 884 3 progeem gquestionngire for cach of the fedemily funded,
state-administered progrmns chocked i Table § above. S3A will not disclose any Jam
andder thin TFA erod o fue revelvad and approved the sampleted program gquwstionnaire fos
cacls of the progrants nleatified in Tablde T above
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P. TRANSFER OF DATA: 554 will ransmit the daex to the Stte Ageney undar this IEA
using the datt teansmission mothod idenfified in Table 2 below:

TABLE 2

TRANSFER OF DATA

7 Data walt be tramsmisted direetly between $54 mnd the State Agenes.

B Dugs will be cransmyiteed directly between S84 sad The California Office of Technotogs
(S Tranamission’T rmnsfer Component ("STC) by Fide Tronster Munagenent System
{FTR45), 2 seoure mechanisom approved by S3A. The ST wiif serve o the conduil Between 5S4
arsd the State Ageney pursiant $o the Samte §TC Agrecmcat.

(7] Date will b2 transosisted directly beswaen SSA and UMY’ Hub by a seeure method of transfer
approved by 354, UMS will transmiit the 854 Dure Ser betvween 584, and the State Agency
purstand e an agrovment betwaen 554 and CMS negarding the use of the Hub,

T 1 Tvsta witl be transmitied Jeeldecs e dirgaly betwern SSA and the ntentate Conneation
Netword CHCON) o through the fname of STC Agenws :Vendor ] as the conduit between S84
and the Interstite Cooneetion Netwod (UICONT] ICON 33 5 wide urca tekecommunications
nrtwork somnecting state apencies that pdminister the state unemployment insurance laws, %When
receiving data through CON, the Spde Agency vall comply with the “Sxstems Security
Rogquirenients foe S84 Web Aocess 1o 354 Intoramaiion Through she ICOMN, wtached as
Attachment 3.

E, SECURITY PROCEDURES: The Suate Ageney will camply with limitations on use.
treatment, ad sadeuarding of dats winder the Privacy Avtof 1974 (S US.C §552a), as
smended by the Camputer Malching and Privacy Protertion Act of 1988, selated Office of
Munagement aod Budget guidelines, the Federa! [nformation Security Management Act of
002 444 U150 § 3541, of sey. ) and related Mationad Institute of Stindards and Technolugy
guidelines, In addition, the State Agency will comply with 884 s "Electronic Information
Exchunpe Sevunty Reguinements sad Procedures for Staie god Local Agencies Exchanging
Elevtronie information with the Soctal Security Administmition.” anached as Attachment 4.
well 28 the Security Contification Reguirements for use of the 854 Darg Ser tan<mitted via
CME” Hub, anached ay Attachumont §. The 5854 seourity controls identified under
Attachment 4 of this 16 A prevail for all 58A Jdata recvived b the Suue Agency, a3 identified
in Table T of thiv ITA. For any tax return data, the Siate Apency will also comply with the
“lax information Sccurity Guidelines for Federal, Swate and Local Agencics.” Publication
1075, publishad by the Seorctary of thwe Treasury ard available at the following Intermal
Revenue Service (RS webalter Bitp s g pebapepsdt p1079 pdt This RS
Pubdication 1075 is invorpurated by relerence ifo this FEA.

F, STATE AGENCY'S RESPONSIBILITIES: e Suie Ageney will not dinect individusis
0 K84 Peid offices to ubigin dia tat the State Agency (s guthosized © reveive under this
IEA inmeordance with Table | Where disperiiios exist botween individusl-suppited dat

o an S84 field offics:
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o Cheok s regords (o B osure tha the Juss oFthe avigingd submission hos ot shenged (e g,
lmag mame seveotly changed ),

o Lot the tedividuad to verfy e dete submitied i sovunte. and.

s Copsolt with the 584 Eegtora! Offtes Contact o diseiss sptions before b ming
individusls 1o comaot 385 for meattien. The Reglonal Utfice Contaet will inform the
Sizke Agency of the zurvent protocs! through which the ndividual should contsa 384,

te, wisiiing the feld offics, calling the national network seevice mumber, of creating 33

oufise geoennl vig sy Socled Seourity,

CTONTRACTORAGENT ZESPONSIBILITIES: The Smie Apeney will reswis aceess 0
sher dutis obwined from 834 w only those avthoriged Staic emplosees, contmvtesz, snd
ayents who ased such dets 1o porlomm thelr official dunes 1 connection with pumoses
identilied incthis TEA. Ar S5A s regerst, the Siate Agency will obwia from cach of its
2omtraciors gred agents g current K= of the employess of #ts contractors and agent who have
aveess e 854 daa disciosed ynder iz IEA. The Suite Ageney will mauire s contractors.,
agend and all enployees of weh commctors or agents with authorized zcoess i the 534
data disclosed smder this [EA, 10 comply with the terms and conditions set fond n this 1EA,
amd not o duplivere, dissernuniteg, or disclose swh Jua withow eblaining 8847 geior written
agpronal. oo addition, the Smats Agercy will comply with the Hmitstions on wse, Jupheation
and rebisclonwr of SRA data st fimth in Seution [X of the UMPPA Aurcemoent especiafly
wAE regpest 1o {is conteasions 4wk agents.

&

H. SAFEGUARBDING AND REPORTING RESPONSIBILITIES FOR PURSONALLY
IDENTIFIABLE INFORMATION (*PII™):

1. The Stae Agency will ensure that s srplovers. contacion., and agents:

2 properly ssfeeuard PH furnished by 884 under 1his IER from foss, thefl o
nrlvertent disclosrs;

B, understund tun they ase reponsible for sateguanting tis indormaten at all ey,
regandiess of whether or nos the State emplovse, comncior, ur anent is ot his o fur
peguilar daty station;

L cusare that laptops aad othee slestionic deviesd/mediz contanme PIare eoorypied
andior password pratecied

4. serd emails comainimg PH oy i eocrspied ar 1 (o and fram addresses that gre
sevtre; amd

e, et diselosure of the intormution and demibs relating w g PH loss ooly o thase with
& aved w0 ko

3 1 an emplover of the State Agenoy of an employes of the Steiz Agency's comncter a7
apent becomes sware of sugpeeted or actund foss of FIL be o7 she must immedinely
contast the Stete Agency official maponsible for Systeonn Seounty deagauiad boiow of
s o her delepate, That State Aygency officinl or delegute must then noufy the $84
Regionnl Office Contact and the 55A Svslemns Securty Conmist idennfied bedow. I, wor
ay reason, the responsible Seste Ayeney offivtal or delesore s unoadde o monfy the ShA
Regivonal (4Tiow or the 35A Syuems Security Uontas within § aner, e pesporible Siste
Ageney oftlgisl or delogate murst seport the incidenms by aditoching 85875 Naton
ebrork Service Cemier @2 1-877-0597-485Y  The rosporaible State Agendy offizial or
defesate will wse the worksheen stiuclied s Altachenest §. 1o gquickbs gather and

Ao
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orgamze fermation aboia the Iidad. The responsible Stute Agcney offichd o
delegzate muet provide 10 854 timedy updates g3 amy cdditionzl infornntion about the hess
of Bl becomes available

3. BBA will make the neccssiry contact within 354 3 Gle o formal repart In aueenkinge
with S8A provedures S5 9l geify de Department of Homelasd Seouriny’s Lnted
Swtes Computer Buergeney Readiness Team 1f less o potentind loss of P weinted to ¢
data exchmuee under this TEA ocours.

4, Wike St Ageney expeniences . foss or Breach ef dat i will deternune whether oy oo
o prov ide potive o idividesls whose dowe has Been bt o7 breackss and beor any cons

associated with the nonice oF @ mitiation,

. POINTSOF CONTACT:

FOR SSA

San Francisco Regionat OfTice: Data Exchange §ssues:

Kaney Barjon Saruh Reagan

{3ate BExchunge Coordinator Caveernment [Rlosmston Specialis
Frapk Hagel Federal Building Ofiee of fhe General Counsel

1221 Mevin Aveme Offie of Privacy and Disciosure
Bichmond, A 348G] 617 Almweyer

Phooe: {5103 9M-8254 6407 Sceurily Boudewind

Fax: {310y 9708801 Bulimgre, M0 21233

Prome: {4163 563-9127
Fax: (80 040515
Emunls N o :

Emails Ny Bogjess

Program gad Policy Ixsues: Systems Beeurity Issues:

Michse! Wilkins Sean Hugan, Acting Direceor

State Dunsse Program Mangger Davision of Comphance and

Offiee of Retirement and Ddsubifity Pulicy ASSUSSIen

Otfice of Daa Exchunge und Policy (fee of Information Seourin
Publicafions Oftiee of Syagems

Offes of Duw Exchangs Sovia! Seourdly Adminsteation

3604 Annex Building 3822 Annex Building

4031 Secuwrity Boulevand $401 Security Boulevard

Baltimore, MD 21235 Halianre, MDD 11233

Phone: {410) 9663045 Phome: {4103 9653519

Fax: (410) 64054 Far (101 5970843

Eeasils Michoo! Witk s g Farnil. Sean Hagan s

Yyuisems Iasues;

Micheile 5. Anderson. Branch Chie!

DRIAE Daie Faghunge amnd Verifiention
Brach
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Offwe of Indvemution Teehaology Business
Buppen

Offers of Systoms

501 Rober B4, Ball Baildipg

401 Becurity Boulevard

Bultyrsers, b3 21233

Phone:r (410) 9655943

Fax: (41 98863147

Emaid Michoile £ ARderonse s 2

FORSTATE AGENCY

Agreement Bsaes: Technical {s2mes:

REouvky Bvans Y Chalamcherla

Chied, Fligitilley Adminismtion Section Chisl, Agplivstion Developrem &
Prugram Revies Branch Nupport Braach

Medi-Cal Eligihilay Division {8MCED; Foterrprise Inpovasive Techoniogm
1501 Capitel Avenus Services (RTTS)

Sucrnmente, ©A 93814 1304 Capisal Avenns

Fhone: (216) 3188434 Noermnenie, CA 958104

Fax: ¢918) 3329477 Phone: (318 312-8044

Eammd Hochy Fvans gdbosciomn Fas; [219) 447063
Ermail: YR .4l

het b dhieycr 2o

Senn Wicioud

Chief. Busmes & Applicanon
Imtegraten Section

Eowrprine Innovagive Technolog
Sgrvices (RITR)

15307 Capitol Averue
Soweumento, CA 95814

Bliome: {9163 350-7088

Fan: (F16) 440-7065

Emails sam Wichnd v dbos cagoy

4 DURATION: The cifcctive date of tas TRA 15 March &, 317 This 1EA will remasin in
effect for m tong 280 (112 CMPPA Apreement yoveminy this TEA s tn cffect betveen $54
wid the State or the State Agency) ond (1) the Sizte Agensy wbmiis g eenificatios in
sreamdaoee with Section X below i leaxt 30 davs before the expimtton and renvwal of suech
CHPPA wrecment.

b CEETIFICATION ANE PROGEAM CHANGES: At lesss 30 day s befors the cupitation
amsd rerewol of the State CHPPA Agzrcomont governing this IRA the Smee Agency will
eertity in writimy 0 588 dat (9 i B in compllunee » 1B the ferros and condition of this
A {2y the dots exchange processes under this 1174 have been and will be conducned
withow chunge. and 13y 3wl upon SRV requesi. provide asdil reporis or olber doguimests
thart demonsirpge review and oversight activiees, 11 thers are subsiantive chonges i ey of
the programs or dots exchunpe provesses Hated wothis 1A, dis proties sl modin e LA In
&

ot

2

A v
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acvordanee with Sectivn L. beluw = the Siate Ageney will submit for 384 approval sew
progrmm sgusstounaires wnder Seninn O aboe deseribing ssch chunges prior s wiing 3547
date 1o administer sueh aew or charged progran,

$- MOBIFICATHWN: Moslificotions © s IEA must be in writiog aoad agiced o by the
parties

M. VERMINATION: The parties ooy terminaw this [BA of any e upon smutaai wiitgen
casent In addriton, 2ither porty may unilsserally womvinate this IFA upon 90 days advazse
wilitzn notice to te other party. Such uadlaterad ermination will B effertive 39 doys atter
the date of the soties, or & o later e speeified inthe notics.

55A ma immediately and unilamratly suspeod de dan Sow soder duis JEA, op emimate
this {EA, W S84, in fie sele discretion, detmrmines thar the Stre Agerey fincluding i
emmpioyees, canipactors, and agenis) hatt (1) mwsde an unnuthorized nse o dheclosure of
E8Aupplivd dare: or {23 vialatod or filed 1o Rollow ey torms and conditions of this IFA or
the CMPPA Agresment

M INTEGRATION: This R4, Incleding sl sttachmems. consututes the sative agreemend of
the parttos Wit respect W it subject matter. There hove been a0 repressmatons, sarrantivs,
of pramuises ausde putside of this IEA  This (BA shell ke mecalence over say ol
decument that sy be in confllct with i

TTACHMENTS
CMPPA Agreement
- BRA Duta Exchange Svdtems
- Bestemis Scourity Reguirements for 884 Web Access 10 884 foonaion

Theoaph #00OMN
S - Blectronic informetion Bxchange Sgeurity Reguirenents and Proveduges for Sue and
Locsl Ageneies Exchanging Eleateoniz Information with e Social Sceurin

Lob G one

Admiistrotion
§ - Sesurity Cestificntion Regueoments for use of e 354 fare Ser Trnnsmiized vig O
Huotr

6 - PIT Lows Reporing Workshee:

2 'f&; :
LE
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HATURFS: The vizmuderios b
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2037 JEA CHxyIncATOR OF COMLANCT

PEASF)

CERTIFICATION OF¥ COMPLIANCE
FOR
THE INFORMATION EXCHANGE AGREEMENT
BETWEEN
THE SOCIAL SECURITY ADMINISTRATION (SSA)
AND
THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES (STATE
AGENCY)
(Stute Agemcy Tevel)

In acconfance with the tesms of the laformalion Exchinge Agreemend (IEASF) between SSA and
the Skme Agency, the State Agency, through its authorized representutive, bereby certifies that,
# of the date of this centificntion:

. The Stme Agency is in compliance with the serms and conditions of the IEASF;

2. The State Agency has conducted the data exchange processes under the FEATF withowt
chunge. except as modified in accordance with the IEA/F;

3. The Staee Agency will continue 10 conduct the data exchange processes under the IEAF
withoot change, except as may be madified in accordance with the IEA/F:

4. Upon SSA’S request, the Siate Agency will provide sudit reports or other documents thid
demonsimte compliance with the review and oversight activities required snder the
IEAJF and the goveming Computer Maiching und Privacy Protection Act Agrecmenl;
and

3. Incomplianve with the requirements of the “Elegtronic Information Exchunge Sccurity
Reguireencnts and Procedures for State amd Locul Agencies Exchanging Electranic
Information with the Social Security Administration.” {fast upduted July 2015)
Attiachmen? 4 1o the IEA/F, us periadically updated by SSA, the Siate Agency hus nod
made any changes in the following arcas that could potentialiy affect the security of 8SA
data:

General Syslem Svcurity Design und Operating Environme nt

Syster Access Control

Avtomaated Audit Trail

Munitesing and Anomaly Desection

Munagement Qversight

Dusa snd Communications Security

Contracions of Efectronic information Exchange Purtners

Cloud Service Providers for Elecironic Information Exchange Panners

* » & & & 5 9
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2017 [EA CENTIICATION OF COVMIANCE
AR}

The State Agency will submit an updated Security Design Plan a1 feast 30 days prior so
auking any changes (0 the areas Jisted above and provide updulced comrictor employcee
lists before allowing new employees” access to SSA provided data.

6. The State Agency uprces thel use of computer technology wo transfer the dats is more
economical, efficient. and fasier than using a manual process. As such, the Staie Agency
will continue bo atilize data cxchange to obtain data it needs to administer the programs
for which it is aathorized, under the JEA/F. Funther, before directing an individual 1o an
SSA ficld office to obtain datn, the State Agency will verify that the infarmation it
submiticd 1o SSA via data exchange is coerect, und verify with the individual that the
information be/she supplicd is accurate. The use of electronic duta exchunge expediics
ptogram administrution and limits SSA field office traffie.

The signatory below warrunis and represcats that e of she is u representative of the Siate
Agency duly authorized to make this certification oa behall of the Sisic Agency,

DEPARTMENT OF HEALTH CARE SERVICES OF CALIFORNIA

Jennifer Kent
Dircctor

s/i* /i3
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ATTACHMENT 1

COMPUTER MATCHING AND PRIVACY PROTECTION ACT AGREEMENT

(CMPPA)
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COMPUTER MATCHING AND PRIYACY PROTECTION ACT AGREEMENT
BETWEEN
THE SOCIAL SECURITY ADMINISTRATION
AND
THE HEALTH AND HUMAN SERVICES AGENCY
OF CALIFORNIA

[ R Purpose and Legal Authority
A, Purpose

This Computer Matching nnd Privacy Protwection Act (CMPPA) Agreement
{Agreement) between the Social Security Administration (SSA) and the Health
and Human Services Agency of California {State Agency) sets forth the werms and
conditlons governing disclosures of records, information. or data (collectively
referred (o berein as ~data™) mude by SSA to the State Agency that administers
Tederally funded benefit programs, including those under various provisions of the
Social Security Act {Act), such s section 1137 (42 U.S.C. § 13205-7), as well as
the sate-funded state supplementary payment programs under Tithe X1 of the
Act. The terms snd conditions of this Agreement ensure that SSA makes such
disclosures of datu. and the Stafe Agency uses such disclosed dam, in accordince
with the requirementy of the Privacy Act of 1974, as amended by the CMPPA of
1988, 8 U.8.C. § 5522,

Undier section 1137 of the Act, the State Agency is required 10 use an incomu sk
cligibility verification system to administer specified federaliy funded benefit
programs, including the state-funded stale supplementary payment programs
under Tutle XV1ofthe Act. To assist the State Agency in determining entiticrment
to-and eligibility for benefits under those programs. as well ag other federally
funded bencfit programs, SSA discloses ceytain data about applicants (and in
limited circumstances. members of an applicant’s houschoid). for gtnte benefits
from SSA Privacy Act Systems of Records (SOR) and verifies the Social Security
aumbers (SSN) of the applicants.

B. Legal Authority

SSA s authony to disclose daws and the State Agency™s authority to collect,
maintain, and use data protected under SSA SORs for specificd purposes is:

*  Scctions 453, 1106(%}, and 1137 of the Act (42 U.S.C. §§ 653, 130&(b),
ard £3200~7) (income and eligibility verification Jdata):
26 US.C. § 61030K7) and {3) (tax rewurn data);
Section 202(xIINBNiv) of the Act (42 US.C. § 40200 3x Bxiv)) aad
© Section 161 1o PXIXGD of the Act (42 U.S.C. § 1382(e) | XIKiit)}
{prisoner duia);
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»  Scction 205(rX3) of the Act (42 U.S.C. § 405(rX3}) and the letelligence
Reform and Terroctsm Prevention Act of 2004, Pub. L. 108458,
§ 7213¢aX2)} (death data);

»  Sections 402, 412, 421, and 435 of Pub. L. 104-195 (B US.C. §§ 1612,
1622, 1631, and 1645) (quarters of coverage data);

s Children’s Health Insurance Program Reauthorization Act of 2009
(CHIPRA), Pub. L. 111-3 (citizenship data): and

% Routine use exception to the Privacy Act, 5 U.S.C. § $52a(bX3) (daty
necessiury sa administer other programs compatible with SSA programs),

Thiy Agreement further carries out section 1106¢a) of the Act (42 US.C. § 1306),
the regulations promulgated pursuant to that section (20 C.F.R. Part 401), the
Privacy Act of 1974 (5 U.S.C. § 552a), as amended by the CMPPA, related Office
of Management and Budget (OMB) guidelines, the Federal Information Security
Masagement Act of 2002 (FISMA) (44 US.C. § 3541, et 3¢q.), as amended by
the Federal Information Security Modernization Act of 2044 (Pub. L. 113-283):
and refated Nationg! [nstitute of Standards and Technology (MIST) guidelines,
which provide the requirements that the State Agency must follow with regard 1o
use, trealinent. and safeguarding of data.

Scope

A The State Agency will comply with the terms and conditions of this Agreement
and the Privacy Act, a5 amended by the CMPPA.

B. The Stee Agoncy will execuse an Information Exchange Agreement {IEA) with
SSA, documenting additional terms nd conditions applicable to those specific
data exchanges. including the particulsr bencfit programs administered by the
State Agency, the data clements that will be disclosed. and the data protection
requirentents implemented 1o assist the Stake Agency m the mdministration of
those programs.

. The State Agency will use the 85A date governed by this Agreement to determine
entithenent and eligibility of individuals for one or more of the following
programs, which are specifically identified in the [EA:

t. Temporary Assistance to Needy Families (TANF) program under Part A
of Title IV of the Act;

2. Medicaid provided under an approved Siate plan or an approved waiver under
Tithe XIX of the Act;

3. State Children's Health Insurance Program {CHIP) under Tide XX1 of
the Act, a3 amended by the Children™s Health Insurance Program
Reauthorizatiom Act of 2004,
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4. Supplementai MNutritional Assistance Program (SNAP) under the Food Stamp
Actof I9T7(FUS.C. §2011. e seq.);

5. Women, Infants snd Children Program (WIC) under the Child Nutrition Act
of 1966 (42 US.C. § 1771, et seq.};

6. Medicare Savings Programs {MSP) under 42 US.C. § 1396a(10)%):

7. Uncmployment Compensation programs provided under a stase Jaw deseribed
in section 3304 of the (aternal Revenue Code of 1954;

%, Low Income Heating and Encrgy Assistance (LIHEAP or home energ)y
grants} program under 42 US.C. § 8621,

9. State-administered supplementary payments of the type described in
section 1616(a) of the Act;

10. Programs under & pian approved under THies £, X, XIV, or XV1 of the Act;

11. Foster Care and Adoption Assistance under Title IV of the Act;

12. Child Suppont Enforcement programs under section 453 of the Act
(42U.8.C. 63513

13. Other applicable federally funded programs administercd by the State Agency
under Titles L, IV, X, XIV. XVY, XVIIL, XIX, XX, snd XX1 of the Act: and

14, Any other federally funded programs administered by the Suate Agency that
are compatible with SSA's programs.

D. The State Agency will ensure that $SA data disclosed for the specific purpose of
administering & particular federally funded benefit program is used only 1o
administer that program.

Justification and Expected Resulty
AL Justitication

This Agreement and related data exchanges with the Siate Agency are necossary
fur 554 10 assist the State Agency in its administration of federnlly funded benefit
programs by providing the dats required to accurately determine emtitlement and
eligibifity of individuals for benelits provided under these programs. SSA uses
computer technology to transfer the data because it is more economical, cfficient,
and fasaer than using manual processes.

B. Expected Resulis

The State Agency will use the data provided by SSA to improve public scrvice
s peogram efficiency and integrity. The use of 3SA data expedites the
application process and ensures that benefits zre awarded only 1o applicants that
satisfy the Statc Agency’s program critecia. A cost-benefit analysis for the
exchange made under this Agreement is not required in accordance with the
determimation by the S3A Data Integrity Board (DIB)} 1o waive such analysis
pursuant 16 § 11.5.€. § 552a(u)}(4XB).

Page 125 of 155



Exhibit F, Atachment B

IY.  Record Description
A. Symems of Records {SOR}
S5A SORs used for purposes of the subject data exchanges include:

« 60-0058 — Master Files of SSN Holders and SSN Applications;

e 60-0059 — Eamings Recording and Self-Employment Income System;

e« 60-0090 .- Master Beneficiary Recond;

e 60-0103 — Supplemental Security Income Record (SSR} and Special
Veterans Benefits (SVB):

60-0269 — Prisoner Update Processing System (PUPS); and

60-0321 - Modicare Part D and Part D Subsidy File.

e &

The Statc Agency will only use the tax retarn data contained in SOR 60-0059
{Eamings Recording and Self-Employment Income System) in accordance with
2 USC. §6103.

8 Data Elements
Dazs ciements disclosed im computer masching governed by this Agreement are
Personally [dentifiable information (P11} from specified SSA SORs. including
names. SSNs, addresses, amounts, and other information related to SSA benefits
sad carnings information. Specific listings of duta ¢lements are available st:

hup;fwwi ssa yov ‘dataexchange:

C. Number of Reconds Involved

The maximum number of records involved in this matching activity is the number
of records maintained in SSA's SORs listed above in Section 1V AL

V. Notice and Oppertunity to Coatest Procedures
A. Notice to Applicams

The State Agency will notify all individuals who apply for federadly funded,
state-sdministered benefits that any data they provide are subject to verification
through computer matching with SSA. The Stale Agency and SSA will pravide
such natice through appropriate language prnted on application forms or separate
handouts.
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B. Notice to Beneficiaries/Recipients’Annuitants

The Simie Agency will provide notice to beneficianics, recipients, and annuitants
under the programs covered by this Agreement informing them of ongoing
computer matching with SSA, SSA will provide such notice through publication
in the Federai Register and periodic mailings to all beneficianies, recipients, and
annuitants describing S5A's marching activitics.

C. Opportunity to Contest

The State Agency will not terminate, suspend, reduce. deny, of take other adverse
action against an applicant for or recipient of federally funded, state-administered
benefrs based on data disclosed by SSA from its SORs umil the individual is
notified in writing of the potentrisl adverse action and provided an opportunity to
contest the planned action. “Adverse action™ means any action that results in &
termination, suspension, reduction, or final denial of eligibility, payment, or
benefit. Such notices will:

i. Inform the individual of the match findings and the opportunity %o contest
these findings:

2. Give the individual omit the expiration of any time period established for the
relevant program by & statute or regulation for the individual to respond to
the notice. If no such time period is established by & statute or regulation for
the program. a 30-day period will be provided. The time period begins on
the date on which notice is mailed or otherwise provided to the individual 1o
respond; and

3. Clearly state that, unfess the individual responds to the notice in the required
time period. the State Agency will conclude that the SSA duta are comect snd
will effectuate the planned action or otherwise make the necessary
adjustment % the individual's benefit or entitlement.

Records Accuracy Assessment and Verification Procedures

Pursuant to 5 U.S.C. § 552a(pX 1 XA Xii). SSA’s DIB has determined that the State
Agency may usc SSA’s benefit data without independent verification. SSA has
independently usscssed the accuracy of ity bencfits data to be more than 99 percent
accurate when the benefit record is created.

Prisoncr and death Jdata, some of which is not independently verified by SSA, does
ot have the same deygree of accuracy as SSA's benefit data. Therefore. the State
Agency must independently verify these duta through applicable State verificalion
procedures and the notice wnd opportunity to contest procedures specified in

Section V of this Agreument before mking any adverse action agamst any individual
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Rased on SSA's Office of Quality Review “Fiscal Yesr 2014 Enumeration Accuracy
Report,” the 884 Enumeration System database {the Master Files of SSN Holders
aud SSN Appiications System) used for SSN maiching ts 99 percent accurate fer
records updated by SSA employees.

Individuals applying for S88Ns report their citizenship status at the time they apply for
their 5SMs. There is no obligation for an individual to report o SSA & change in his
or her immigration status until he ot she files for & Social Secutity bencfit. The Stute
Agency must independently verify citizenship data through applicable State
verification procedures and the notice and opportunity 1o contest provedures specified
in Section V of this Agreement befors taking any adverse action against any
individual,

VII.  Disposition and Records Retention of Matched Ttems

A. The State Agency will retain all datu received from SSA to administer programs
governad by this Agreement only for the reguired processing tiowes for the
applicable federally funded benefit programs and will then destray all such data.

B. The State Agency may retsin SSA data in hardeopy 10 meet evidentiary
requirements, provided that they retire such data in accordance with applicable
stte jaws governing the State Agency’s retention of reconds.

C. The Suate Agency may gxe any aceretions. deletions, or changes to the 554 data
governed by this Agreement 1o update their master files of federslly funded.
state-administered benefit program spplicams and recipiemts and rewin such
master files in accordance with applicable state faws goveming the State
Agency’s netention of reconds,

D. The State Agency may not create separste files or records comprised solely of the
datz provided by SSA o administer programs governed by this Agreement,

E. SSA will delee clocronic datx input files received from the State Agency after it
processes the applicuble mateh. SSA will retire its data in accordanee with the
Federal Records Retention Schedule (44 U.S.C. § 3303a).

VILl. Security Procedsres

SSA and the Stute Agency will comply with the security and safeguarding
requirerncuts of the Privacy Act, as amended by the CMPPAL related OMB
guidclines, FISMA, related NIST guidelines. and the current revision of Internal
Revenue Service (IRS) Publication 078, Tax Informusion Secwrity Uradetines for
Federal, Stare und Local Agencies, availabie at hlip, swww irs gov. [n addition, S8A
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and the Staic Agency will bave in place administrative, technical, and physical
safeguards for the matched data and resulss of such matches. Additional
sdministrative, technical, and physical security requirements goveming sff data SSA
provides clectronically to the State Agency. including SSA’s Electronic Information
Exchange Security Requirements and Procedures for State and locul Agencies
Exchanging Electronic Information with 854, s well s specific guidance on
safeguarding and reparting responsibilities for PI1, are sci forth in the IEAs,

$5A has the right 10 monitor the State Agency's compliance with FISMA, the serms
of this Agreement. and the TEA and to make onsite inspections of the State Ageacy
for purposes of auditing compliance, if necessary, during the lifetime of this
Agreement of of any extension of this Agreement. This right includes onsite
inspection of any entity thm receives SSA information from the Staie Agency under
the terms of this Agreement, if §SA determines it is necessary.

IX.  Records Usage, Duplicatios, and Redisclosure Restrictions

A The Supe Agency will use and access S5A dats and the records created using that
data only for the purpose of verifving eligibility for the specific federally funded
benefit programs identified in the IEA,

B. The State Agency will comply with the following limitations on use, duplication,
and redisclosure of SSA dan:

I. The Swute Agency will not use or redisclose the data disclosed by SSA for any
purpose other than to determine eligibility for. or the amount of, benefits
under the state-administered income/bealth maintenance programs identified
in this Agreement.

2. The State Agency will not extract information concerning individuals who are
aeither applicanis for, nor recipicnts of, benefits under the statc-administered
income health maintenance programs identified in this Agreement. In limited
circumstances that are approved by SSA, the State Agency may extract
information sbout ar: individua! other than the applicant’recipient when the
applicant/recipies by provided identifying intonmaticn about the individual
and the individual s income oc resources affect the applicant’s‘revipient’s
eligibility for such program.

3. The State Agency will not disclose to an applicantrecipient information about
another individual {i.e.. an applicant’s household member) without the written
consery! from the individual 10 whom the information pertains.

4. The Swte Agency will use the Federal 1ax information (FT1) disclosed by SSA

only to deteruine individual eligibility for, or the mmount of, assistance under
a state plan pursuans to scction 1137 programs and child suppon enforcement
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programs in accordance with 26 U.S.C. § 8103(IX7) and (%), The State
Agency receiving FTT will maintain all FT7 from IRS in accordance with

26 US.C. § 6103 (p)4) and the [RS Publicution 1075, Contractors and agents
acting on behalf of the State Agency will ondy have sccess to tax return data
where specifically authorized by 26 U.S.C. § 6103 and the curment revision
IRS Publication 1078,

5. The State Agency will oac the citizenship status data disclosed by SSA only o
determine entitlement of new applicants 19: () the Medicaid program and
CHIP pursuant to CHIPRA, Pub. L. 111-3; or {b) federally funded,
state-administered health or inconie maintenance programs approved by SSA.
The Suate Agency will furtber comply with additional terms and conditions
re¢garding use of citizenship data, as set forth m the State Agency*s TEA.

5. The State Agency will restrict access w the data disclosed by $8A 10 only
those authorized Swate emplovees. contraciors, and agents who need such data
o perform their official dutics in conncction with the purposes identifisd in
this Agrecment,

7. The State Agency will emer into & writien agreement with each of ita
contractors and aygents who need SSA duta to perfonm their ofFicial duties
whereby such contractor or agent agrees to abide by all relevant Federal faws,
restrictions of access, use, and disclosure, and security requirements in this
Agreement. The State Apency will provide ils contractors and agents with
copics of this Agreement, related [EAs, and all retated attachments before
initial disclosure of SSA data w such contractors and agents. Prior to signing
this Agreemwent, and thereafter 31 SSA"s request, the State Agency wiit obtain
from its contractors snd agents & current list of the employvees of such
contractors and agents with access to SSA data and provide such lists to 5SA.

8. [fthe Sute Agency is suthorized or fequired ~ pursuant o an-applicable law,
regulation, or intra-governmental documentation - 10 provide SSA data 1o
another State or focat government entity for the administration of the federalty
funded, state-administered programs covered by this Agreement, the State
Agency must ensure thn the State or Jocal government entity, including s
empioyees, abides by all relevamt Federal laws. restrictions an access, use. and
disclosure, and security requirements in this Agrecment and the IEA. As
85A’5 reguoest, the Suase Agency will provide copics of sy applicable law,
regulation, or intra-governmental documentation that authorizes the
intra-governmenta! relationship with the State of local govemment entity.
Lipon request fiom SSA, the State Agency will also ¢stablish how 2 ensures
that Stale or local govemment entity complics with the terms of this
Agreement sod the IEA.

9. The Swie Agency's employees, contractors, and agents swho access, use, of
disclosie SSA data in a manner or purpose sof authorined by this Agreement
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may he subject to ¢ivil and crizninal sanctions pursuant 1o applicable Federal
stawlcs.

10. The Staze Agency will conduct triennial compliance reviews of its
contractor(s) and agent(s) no luter than three years afier the initial approval of
the security certification to SSA. The State Agency will shiure documentation
of its recurring compliance reviews with its contracror(s} and ageni(s) with
SSA. The State Agency will provide documentution 1o SSA during its
scheduled compliance and certification reviews or upon request.

€. The Stme Agency will not duplicate in a scparate file or disseminate. without prior
wrilten permission from SSA, the data governed by this Agreement for any
purpose ather than to determine entitlement 10, or cligibility for. federally funded
henefits. The State Agency proposing the redisclosune must specify in writing to
SSA what data are being disclosed. 10 whom, und the reasons that justify the
rediscfosure. §SA will not give pennission for such redisclosure unkess the
redisciosure is required by [aw or essential to the conduct of the matching
program and authorized under a routine use. To the extent SSA approves the
requested redisclosure. the State Agencey will ensure that any entity receiving the
redisclosed data will comply with the procedures and limitations on use,
duplication. and redisclosure of SSA dita, ax well as all administrative, technical,
and physical security requirements governing ail data §SA provides clectronically
10 the State Agency including specitic guidance on safeguarding and reporting
responsibilities for PIL. as set forth in this Ayreement and the accompanying
{EAs.

Compiroller General Access

The Comptroller General (1he Government Accountability Office) may bave access o
all records of the Stale Agency that the Comptroller Gengral deems necexsary to
monitor and verify compliance with this Agreement in sccordance with

SLS.C §552m0%iNK).

Duration, Modification, and Terminstion of the Agreement

A. Dunatien

l.  This Agreement is effective from July 1. 2017 (Eftective Date} through
December 31, 2018 (Expiration Date).

P2

In agcordance with the CMPPA, SSA will: (a} publish a2 Computer
Mutching Notice in the Federal Register at least 30 Jays prior o the
Ff¥ective Date. (b} send required notices fo the Congressional committess of
jurisdictron under 3 ULS.C 8 S52uie N 20 AN at least 40 days prior to the
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Effective Date; and {¢) send the required report 1o OMB ar least 40 days
priae 1o the Effective Date.

ad

Within 3 moaths pricr the Expiration Date. the SSA DIB may, without
additional review, renow this Agreement for & period not (o exceed
12 months, pursvant 1o $ US.C. § 552a(0X2XD), if:

e the applicable data exchange will continue without any change: and

«  S8A and the State Agency certify 1o the DIB in writing that the
upplicable data exchange has been conducted in compliance with this
Agreement,

4. Ifcither SSA of the State Agency does not wish to renew this Agreement, it
must notify the other panty of its intent not o renew at lcast 3 months prior
o the Expiration Date,

B. Modilication

Any modification 1 this Agrcement must be in writing. signed by both partics,
and approved by the SSA DIB.

C., Temination

The partics may terminate this Agreement at any lime upon mutual writien
consent of both partics. Either party may unilaterally terminate this Agreement
upon 90 days advance written notice 1o the other party: such unilateral termination
will be effective 90 days affer the date of the notice, or at 4 later date specified in
thz notice.

SSA may immediatcly and unilatcrally suspend the data flow or terminate this
Agreement if SSA determines, in its sole discretion. that the State Agency has
violated or failed 10 comply with this Agreement.
XII. Reimbursement
In sccordance with section L106(b) of the Act, the Commissioner of SSA has

determined not to charge the State Agency the costs of fumishing the electronic data
from the 85A SORs under this Agreement.

XHI. Disclaimer

SSA is not liable for any damages or loss resulting from errors in the data provided
to the Stare Agency under any IF As governed by this Agreement. Furthermore, SSA
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is oot liable for any dumages or loss resulting from the destruction of any materials
or data provided by the State Agency.

The performance or delivery by SSA of the goods andior services described heretn
and the timeliness of ssid delivery sre awthorized only 10 the exient that they arc
consistent with proper performance of the official duties and obligatioas of SSA and
the relative importance of this request 1o others. If for any reason SSA delays or
fails 10 provide wervices, or discontinues the services oc any pert thereof, SSA s not
tiable for any damages or loss resulting from such delay or foe sny such faiture or
discontinuance.

X1Y. Points of Contarct

A. SSA Poiat of Centact

San Francisce Regionai Office:

Jamie Lucero, Director

San Francisco Regional Oftice. Center for Disability and Programs Suppont
1221 Nevin Ave., 6% Floor

Richmond, CA 9480}

Phone: 510-970-3297

Fax: 510-970-8101

Email: Jamic.Lucerod ssa gov

B. State Agenzy Point of Centact

Sonia Herrers

California Health sod Human Services Agency
1600 Ninth Street

Sacramento, CA 95814

Phone: 916-654-3459/ Fax: 916-440-5001
Email: Sonia Herrernidchhs.ca.gov
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XV, SSA and Dats Integrity Board Approvai of Model CMPPA Agreement
The signatories below warrant and represent that they have the competent authority
on behalf of SSA 16 appruve the model of this CMPPA Agreement.
SOCIAL SECURITY ADMINISTRATION

Ve -

) . 2 3
b ;Qu; ,’2(.‘":;:1‘,2.5;1;4 Fhe
Mary Zim an

Acting Deputy Lxecutive Director
Office of Privacy and Disclosure
Office of the General Counsel

Mﬁ.ﬁ,ﬁa “e
Date

{ certify thut the SSA Data Integrity Board approved the model of this CMPPA
Agreement.

JAL

(ilenn Sklar
Acting Chair
S5A Data Integrity Board

1o 17
Date
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XV15% Aathorized Signatures

The signatories below warram and represent that they have the competent authority
on behalf of their respective agency to enter into the obligations set forth i this
Agrecment.

SOCIAL SECURITY ADMINISTRATION

7
e
G M. Kim
Regional Commissioner
San Francisco

b

HEALTH AND HUMAN SERVICES AGENCY

A, L. /Q“&a/

Diana 8. Dovley
Secretary

%4‘/, A0l7
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ATTACHMENT 2

AUTHORIZED DATA EXCHANGE SYSTEM(S)
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Attachment 2

Authorized Data Exchange System(s)

BEER (Beneficiary Earnings Exchange Record): Employer data for the last calendar year.

BENDEX (Beneficiary and Earnings Data Exchange): Primary source for Title II cligibility,
benefit and demographic data.

LIS (Low-Income Subsidy): Data from the Low-Income Subsidy Application for Medicare Part
D beneficiaries —~ used for Medicare Savings Programs (MSP).

Medicare 1144 (Qutreach): Lists of individuals on SSA roles, who may be eligible for medical
assistance for: payment of the cost of Medicare cost-sharing under the Medicaid program
pursuant io Sections 1902(a)(10XE) and 1933 of the Act; transitional assistance under Scetion
1860D-31(f) of the Act; or premiums and cost-sharing subsidies for low-income individuals
under Section 1860D-14 of the Act.

PUPS (Prisoner Update Processing System): Confinement data received from over 2000 state
and local institutions (such as jails, prisons, or other penal institutions or correctional facilities) —
PUPS matches the received data with the MBR and SSR benefit data and generates alerts for
review/action.

QUARTERS OF COVERAGE (QC): Quatters of Coverage data as assigned and described
under Title 1T of the Act -- The term "quarters of coverage" is also referred to as "credits” or
“Sacial Security credits” in various S8A public information documents, as well as to refur to
"qualifying quarters” to determine entitlement to receive Food Stamps.

SDX (SSI State Data Exchange): Primary source of Title XVI eligibility, bengfit and
demographic data as well as data for Title VI Special Veterans Benefits (SVB).

SOLQ/SOLQ-I {State Ou-line Query/State On-line Query-Internet): A rcal-time online

system that provides SSN verification und MBR and SSR benelit datz similar to data provided
through SVES.
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Attachment 2

SVES (State Verificativn and Exchange System): A batch system that provides SSN
verification, MBR benefit information, and SSR information through a uniform data
tesponse based on authorized user-initiated queries. The SVES types are divided into
five different responses as follows:

SVESI: This batch provides strictly SSN verification.

SVES I/Citizenship* This batch provides strictly SSN verification and
citizenship data.

SVES I1: This batch provides strictly SSN verification and
MBR benefit information

SVES I1I: This batch provides strictly SSN verification and
SSR/SVB.

SVES IV: This batch provides SSN verification, MBR benefit

information, and SSR/SVB information, which
represents all available SVES data.

* Citizenship status data disclosed by SSA under the Children’s Health Insurance
Program Reauthorization Act of 2009, Pub. L. 111-3 is only for the purpose of
determining entitlement to Medicaid and CHIP program for new applicants.

TN 2
N
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ATTACHMENT 3

SYSTEM SECURITY REQUIREMENTS THROUGH THE ICON SYSTEM

Not Applicable
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Attachment 3

Systems Security Requirements for SWA Access
to SSA Information Through the ICON System

12/9/2016
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Systems Security Requirements for SWA Access to
SSA Information Through the ICON System

A. General Systems Security Standards

SWA’s that request and receive information from SSA through the ICON system
must comply with the following general systems security standards concerning access
to and control of SSA information. The SWA must restrict aceess to the information
to authorized employees who need it to perform their official duties. Similar to IRS
requirements, information retrieved from SSA must be stored in a manner that is
physically and electronically secure from access by unauthorized persons during both
duty and non-duty hours, or when not in use. SSA information must be processed
under the immediate supervision and contro! of authorized personnel. The SWA must
employ both physical and electronic safeguards to ensure that unauthorized personnel
cannot refricve SSA information by means of computer, remote terminal or other
means.

Alf persons who will have aceess to any SSA information must be advised of the
confidentiality of the information, the safeguards required to protect the information,
and the civil and criminal sanctions for non-compliance contained in the applicable
Federal and State laws. SSA may, at its discretion, make on-sitc inspections or other
provisions to ensure that adequate safeguards are being maintained by the SWA,

B. System Security Requirements for SWA’s

SWA’s that receive SSA information through the TCON system must comply with the
following systems security requireraents which must be met before DOL will approve
a request from an SWA for online access to SSA information through the ICON
systemm. The SWA system security design and procedures must conform to these
requirements. They must be documented by the SWA and subsequently certified by
either DOL or by an Independent Verification and Validation (IV&V) contractor prior
to initiating transactions to and from SSA through the ICON.

No specific format for submitting this documentation to DOL is required. However,
regardless of how it is presented, the information should be submitted to DOL in both
hardcopy and electronic format, and the hardcopy should be submitted over the
signaturc of an official representative of the SWA. Written documentation should
address each of the following security control areas:
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1. General System Security Design and Operating Environment

The SWA must provide a wntten description of its” system configuration and
security features. This should include the following:

a. A general description of the major hardware, software and communications
platforms currently in use, including a description of the system’s security
design features and user access controls; and

b. A description of how SSA information will be obtained by and presented to
SWA users, including sample computer screen presentation formats and an
explanation of whether the SWA system will request information from SSA
by micans of systems generated or user initiated transactions; and

c. A description of the organizational structure and relationships between
systems managers, systems securily personnel, and users, including an
estimate of the number of users that will have access to SSA data within the
SWA system and an explanation of their job descriptions.

Meeting this Requirement

SWA’s must explain in their documentation the overall design and security
features of their system. During onsite certification, the IV&V contractor, or other
certifier, will use the SWA’s design documentation and discussion of the
additional systems security requirements (following) as their guide for conducting
the onsite certification and for verifying that the SWA systems and procedures
conform to SSA rcquirements,

Following submission to the DOL in connection with the initial cortification
process, the documentation must be updated any time signilicant architectural
changes are made to the system or to its’ security features. During its future
compliance reviews (scc below), the SSA will ask to review the updated design
documentation as needed.

2. Automated Audit Trail

SWA’s receiving SSA information through the ICON system must implement and
maintain a fully automated audit trail system capable of data collection, data
retrieval and data storage. At ¢ minimum, data collected through the audit trail
system must associatc cach query transaction to its initiator and rclevant busincss
purpose (i.c. the SWA client record for which SSA data was requested), and each
transaction must be time and date stamped. Each query transaction must be stored
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in the audit file as a separate record, not overlaid by subsequent query
transactions.

Access to the audit file must be restricted to authorized users with a “need to
know™ and audit file data must be unalterable (read only) and maintained for a
minimum of three (preferably seven) years. Retrieval of information from the
automated audit trail may be accomplished online or through batch access. This
requirement must be met before DOL will approve the SWA’s request for access
ta SSA information through the ICON system.

If SSA-supplicd information is retained in the SWA system, or if certain data
elements within the SWA system will indicate to users that the information has
been verified by SSA, the SWA sysiem also must capture an audit trail record of
any user who views 8SA information stored within the SWA system. The audit
trail requirements for these inquiry transactions are the same as those outlined
above for SWA transactions requesting information directly from SSA.

Meeting this Requirement

The SWA must include in their documentation a description of their audit trail
capability and a discussion of how it conforms to SSA’s requirements. During
onsite certification, the IV&V contractor, or other certifier, will request a
demonstration of the system’s audit trail and retrioval capability. The SWA must
be able to identify employee’s who initiate online requests for SSA information
(or, for systcms gencrated transaction designs, the SWA case that triggered the
transaclion), the time and date of the request, and the purpose for which the
transaction was originated. The certifier, or IV&V contractor, also will request a
demonstration of the system’s audit trail capability for tracking the activity of
SWA employees that are permitted to view SSA supplicd information within the
SWA system, if applicable.

During its future compliance reviews (sce below), the SSA also will test the SWA
audit trail capability by requesting verification of a sample of transactions it has
processed from the SWA after implementation of access to SSA information
through the ICON system.

3. System Access Control

The SWA must utilize and maintain technological (logical) access controls that
limit access to SSA information to only those users authorized for such access
based on their official duties. The SWA must use a recognized user access
security software package (e.g. RAC-F, ACF-2, TOP SECRET) or an cquivalent
security software design. The access control software must utilize personal
identification numbers (PIN) and passwords {or biometric identifiers) in
combination with the user’s system identification code. The SWA must have
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management control and oversight of the function of authorizing individual user
access Lo SSA information, and over the process of issuing and maintaining access
control PINs and passwords for access to the SWA system.

Meeting this Requirement

The SWA must include in their documentation a description of their technological
access conirols, including identitying the type of software used, an overview of
the process used fo grant access to protected information for workers in different
Jjob categories, and a description of the function responsible for PIN/password
issuance and maintenance.

During onsite certification, the IV&V contractor, or other certitier, will mset with
the individual(s) respoasible for these functions (o verify their responsibilities in
the SWA’s access control process and will observe a demonstration of the
procedures for logging onto the SWA system and for accessing SSA information.

4. Monitpring and Anomaly Detection

The SWA’s system must include the capability to prevent employees from
browsing (i.e. unauthorized access or use of SSA information) SSA records for
information not related to an SWA client case {(e.g. celebrities, SWA employees,
relatives, ete.) If the SWA system design is transaction driven {i.e. employees
cannot initiate transactions themselves, rather, the SWA system triggers the
transaction to SSA), or if the design includes a “permission module” (i.e. the
transaction requesting information from SSA cannot be wriggered by an SWA
employee unless the SWA system contains a record containing the client’s Social
Security Numbcr), then the SWA nceds only minimal additional monitoring and
anomaly detection. If such designs are used, the SWA only needs to monitor any
attempts by their employees to obtain information from SSA for clients nol in
their client system, or attempts to gain access to SSA data within the SWA system
by employees not authorized to have access to such information,

If the SWA design does not include either of the security control features
described above, then the SWA must develop and implement compensating
security controls to prevent their employees [rom browsing SSA records. These
controls must include monitoring and anomaly detection features, either
systematic, manual, or a combination thereof. Such features must include the
capability to detect anomalies in the volume and/or type of queries requested by
individual SWA employecs, and systematic or manual procedures for verifying
that requests for SSA information arc in compliance with valid official business
purposes. The SWA system must produce reports providing SWA management
and/or supcrvisors with the capability to appropriately monitor user activity, such
as:

[
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s User ID exception reports

This type of report capturcs information about users who enter incorrect
user ID’s when attempting to gain access to the system or to the
transaction that initiates requests for information from SSA, including
failed attempts to enter a password.

» Inquiry match exception rcports

This type of report captures information about users who may be initiating
transactions for Social Security Numbers that have no client case
association within the SWA system.

* System error exception reports

This type of report captures information about users who may not
understand or be following proper procedures for access to SSA
information through the TCON system.

o Inquiry activity statistical reports

This type of report captures information about transaction usage patterns
among authorized users, which would provide SWA management a tool
for monitoring typical usage patterns compared to extraordinary usage.

The SWA must have a process for distributing these monitoring and exception
reports to appropriate local managers/supervisors, or to local security officers, to
ensure that the reports are used by those whose responsibilitics include monitoring
the work of the authorized users.

Meeting this Requirement

The SWA must cxplain in their documentation how their system design will
monitor and/or prevent their employees from browsing SSA information. If the
design is bascd on a “permission module” (see above), a similar design, or is
transaction driven (i.e. no employee initiated transactions) then the SWA does not
need to implement additional systematic and/or managerial oversight procedures
to monitor their employees access to SSA information. The SWA only needs to
monitor user access control violations. The documentation should clearly explain
how the system design will prevent SWA employees from browsing SSA recoeds.

If the SWA system design permits employee initiated transactions that are
uncontrolled (i.e. no systematically enforced relationship to au SWA client), then
the SWA must develop and document the monitoring and anomaly detection
process they will employ to deter their employees from browsing SSA
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information. The SWA should include sample report formats demonstrating their
capability to produce the types of reports described above, and the SWA should
include a description of the process that will be used to distribute these reports to
managers/supervisors, and the management controls that will ensure the reports
are used for their intended purpose.

During onsite certification, the [V&V contractor, or other certifier, will request a
demonstration of the SWA’s monitoring and anomaly detection capability.

* Ifthe design is based on a permission module or similar design. or is
transaction driven, the SWA will demonstrate how the system triggers requests for
information from SSA.

e If the design is based on a permission module, the SWA will demonstrate the
process by which requests for SSA information are prevented for Social Security
Numbers not present in the SWA system {e.g. by attempting to obtain information
from SSA using at least one, randomly created, fictitious nurmber not known to the
SWA systen.)

e Ifthe design is based on systematic and/or managerial monitoring and
oversight, the SWA will provide copies of anomaly detection reports and
demonstrate the report production capability.

During onsite certification, the TV&V contractor, or other certificr, also will meet
with a sample of managers and/or supervisors responsible for monitoring ongoing
compliance to assess their level of training to monitor their employee’s use of
SSA information, and for reviewing reports and taking necessary action.

5. Management Oversight and Quality Assurance

The SWA must establish and/or maintain ongoing management oversight and
quality assurance capabilities to ensure that only authorized employees have
access to SSA information through the ICON system, and to ensure there is
ongoing compliance with the terms of the SWA’s data exchange agreement with
SSA. The management oversight function must consist of one or more SWA
management officials whose job funetions include responsibility for assuring that
access to and usc of SSA information is appropriate for cach employee position
type for which access is granted.

This function also should include responsibility for assuring that employees
granted access to SSA information receive adequate training on the sensitivity of
the information, safeguards that must be followed, and the penalties for misuse,
and should perform periodic self-reviews to monitor ongoing usage of the online
access to SSA information. In addition, there should be the capability to
randomly sample work activity involving online requests for SSA information to
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determine whether the requests conply with these guidelines. These functions
should be performed by SWA employess whose job functions are separate from
thosc who request or usc information from SSA.

Meeting this Requirement

The SWA must document that they will establish and/or maintain ongoing
management oversight and quality assurance vapabilities for monitoring the
issuance and maintenance of user ID’s for online access to SSA information, and
oversight and monitoring of the use of SSA information within the SWA business
process. The outside entity should describe how these functions will be
performed within their organization and identify the individual(s) or component(s)
responsible for performing these functions.

During onsite certification, the TV&V contractor, or other certifier, will meet with
the individual(s) responsible for these functions and request a description of how
these responsibilities will be carried out.

6. Security Awareness and Employee Sanctions

The SWA must establish and/or maintain an ongoing function that is responsible
for providing security awarcncss training for cmployees that includes information
about their responsibility for proper use and protection of SSA information, and
the possible sanctions for misuse. Security awareness training should occur
periodically or as needed, and should address the Privacy Act and other Federal
and State laws governing use and misuse of protected information. In addition,
there should be in place a series of administrative procedures for sanctioning
employees who violate these laws through the unlawful disclosure of protected
information.

Meeting this Requirement

The SWA must document that they will establish and/or maintain an ongoing
function responsible for providing security awareness training for employees that
includes information about their responsibility for proper use and protection of
S8A information, and the possible sanctions for misuse of SSA information. The
SWA should describe how these functions will be performed within their
organization, identify the individual{s) or component(s) responsiblc for
performing the functions, and submit copies of existing procedures, training
material and employee acknowledgment statements.

During onsite certification, the TV&V contractor, or other certificr, will meet with
the individuals responsible for these functions and request a description of how
these responsibilities are carried out. The IV&V contractor, or other certifier, also
will meet with a sample of SWA employees to assess their level of training and

m
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understanding of the requirements and potential sanctions applicable to the use
and misuse of SSA information.

7. Data and Communications Sccurity

The encryption method employed must meet acceptable standards designated by
the National Institute of Standards and Technology (NIST). The recommended
encryption method to secure data in transport for use by SSA is the Advanced
Encryption Standard (AES) or friple DES (DES3) if AES is unavailable,

D. Onsite Systems Security Certification Review

The SWA must obtain and participate in an onsite review and compliance
certification of their security infrastructure and implementation of these security
requirements prior to being pormitted to submit online transaction to SSA through the
[CON system. DOL will require an initial onsite systems security certification review
to be performed by cither an independent TV&V contractor, or other DOL approved
certifier. The onsile cerlification will address each of the requirements described
above and will include, where appropriate, a demonstration of the SWA’s
implementation of each requirement. The review will include a walkthrough of the
SWA'’s data center to observe and document physical security safeguards, a
demonstration of the SWA’s implementation of online access to SSA information
through the ICON system, and discussions with managers/supervisors. The IV&V
contractor, or other certifier, also will visit at least onc of the SWA's ficld offices to
discuss the onling access to SSA information with a sample of line workers and
managers to assess their level of training and understanding of the proper usc and
protection of SSA information.

The IV&V contractor, or other certifier, will separately document and certify SWA
compliance with cach SSA security requirement. To [ully comply with SSA’s
security requirements and be certified to connect to SSA through the ICON system,
the SWA must submit to DOL a complete package of documentation as described
above and a complete certification from an independent TV&V contractor, or other
DOL approved certifier, that the SWA system design und infrastructure is in
agrcement with the SWA documentation and consistent with SSA rcquircments. Any
unresolved or unimplemented security control features must be resolved by the SWA
before DOL will authorize their connection to SSA through the ICON systeni.

Following initial certification and authorization from DOL to connect to SSA through
the TCON system, SSA is responsible for future systems security compliance reviews.
SSA conducts such reviews approximately once every three vears, or as nceded if
there is a significant change in the SWA’s computing platform, or if there is a
violation of any of S8SA’s systems security requirements or an unauthorized disclosure
of SSA information by the SWA. The format of those reviews generally consists of
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reviewing and updating the SWA compliance with the systems security requirements
described above.
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SENSITIVE DOCUMENT

ATTACHMENT 4

ELECTRONIC INFORMATION EXCHANGE SECURITY REQUIREMENTS
AND PROCEDURES

(Technical Systems Security Requirements- TSSR)

Attachment 4 is a sensitive document, not a public document, and shail not in any manner be made available to the public withaut pricr
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ATTACHMENT 5

SYSTEM CERTIFICATION REQUIREMENTS FOR THE CMS HUB

Not Applicable

ALEH FY 19-22 BC Page 151 of 155



Exhibit F, Attachment B

ATTACHMENT 6

WORKSHEET FOR REPORTING LOSS OR PORTENTIAL LOSS

OF PERSONALLY INDETIFIABLE INFORMATION
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ATTACHMENT 6

09/27/06

‘Worksheet for Reporting Loss or Potential Loss of Personally Identifiablce

Information

1. Information about the individual making the report to the NCSC:

Name:

Paosition:

Deputy Commissioner Level Organization: |

Phone Numbers:

Work: |

I Cell: |

| Home/Other: |

E-mail Address: |

Check one of the following:

Management Official

| | Security Officer | | Non-Management |

2. Information about the data that was lost/stolen:
Describe what was lost or stolen (e.g., case file, MBR data):

Which element(s) of PII did the data contain?

Name Bank Account Info

SSN Medical/Hcalth Information
Date of Birth Benefit Payment Info

Place of Birth Mother’s Maiden Name
Address Other (describe):

Estimated volume of records involved:

3. How was the data physically stored, packaged and/or contained?
Paper or Elcctronic? (circle onc);

[f Electronic, what t

pe of device?

Laptop Tablet Backup Tape Blackberry ]
Workstation Secrver CD/DVD Blackberry Phone #
Hard Drive | Floppy Disk USB Drive

Other (describe):
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Additional Questions if Elcctronic:

Yes [ No | Not Sure

a. Was the device encrypted?
b. Was the device password protecled?
c. Ifa laptop or tablet, was a VPN SmartCard lost?

Cardholder’s Name:
Cardholder’s SSA logon PIN:
Tardware Make/Model:
Hardware Serial Number:

Additional Questions if Paper:

Yes | No | Not Sure

a. Was the information in a locked briefcase?

b. Was the information in a locked cabinct or drawer?
c. Was the information in a locked vehicle trunk?

d. Was the information redacted?

g. Other circumstances:

4, I the employee/contractor who was in possession of the data or to whom the
data was assigned is not the person making the report to the NCSC (as listed in
#1), information about this employee/contractor:

Name:
Position:
Deputy Commissicner Level Organization: |

Phone Numbers:

Work: | | Celt: | | Mlome/Other: |
E-mail Address: |

5. Circumstances of the loss:
a, When was it lost/stolen?

b. Brief description of how the loss/theft occurred:
¢. When was it reported to SSA management official (date and time)?

6. Have any other SS5A components been contacted? If so, who? (Include deputy
commissioner level, agency level, regional/associate level component names)
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MENT 6

09/27/06

7. 'Which reports have been filed? (include FPS, local police, and SSA reports)

Report Filed

Yes

No

Report Number

Federal Protective Service

Local Police

Yes

SSA-3114 (Incident Alert)

SSA-342 (Report of Survey)

Other (describe)

8. Other pertinent information (include actions under way, as well as any contacts
with other agencies, law enforcement or the press):
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