
County of Santa Barbara 

BOARD OF SUPERVISORS 

Minute Order 

January 15, 2019 

Present: 5 - Supervisor Williams, Supervisor Hart, Supervisor Hartmann, Supervisor Adam, and 
Supervisor Lavagnino 

BEHAVIORAL WELLNESS File Reference No. 19-00051 

RE: Consider recommendations regarding the Behavioral Wellness Alcohol and Drug Program - First 
Amendment to State Contract for Substance Abuse Prevention and Treatment Block Grant, Fiscal Year 
(FY) 2017-2020, as follows: (4/5 Vote Required) 

a) Approve and authorize the Director of Behavioral Wellness to execute the First Amendment to the 
multi-year revenue Agreement No. 17-94159 AO 1 with the State Department of Health Care Services for 
Substance Abuse Prevention and Treatment Block Grant funds, to increase funds for Fiscal Year 
2018-2019 for a total maximum in the amount of $7,852,953.00 for the period of July 1, 2017 to June 30, 
2020; 

b) Approve a Budget Revision Request No. 0006104 increasing appropriations of $28,905.00 in 
Behavioral Wellness Department, Alcohol and Drug Program Fund for Services and Supplies funded by 
unanticipated Substance Abuse Prevention and Treatment Federal Block Grant Revenue; and 

c) Determine that the above actions are government fiscal activities or funding mechanisms which do not 
involve any commitment to any specific project which may result in a potentially significant physical 
impact on the environment, and are therefore not a project under the California Environmental Quality Act 
(CEQA) pursuant to section 15378(b)(4) of the CEQA guidelines. 

A motion was made by Supervisor Hartmann, seconded by Supervisor Adam, that this matter be 
Acted on as follows: 

a) Approved and authorized; and 

b) and c) Approved 

The motion carried by the following vote: 

Ayes: 5 - Supervisor Williams, Supervisor Hart, Supervisor Hartmann, Supervisor 
Adam, and Supervisor Lavagnino 
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TO: 

FROM: 

SUBJECT: 

BOAR.v OF SUPER VISORS 
AGENDA LETTER 

Clerk of the Board of Supervisors 
l 05 E. Anapam u Street, Suite 407 

Santa Barbara, CA 9 31 0 l 
(805) 568-2240 

Agenda Numb, . 

~~·9 ,... 3 r. .. -.. ri r.l i~, ... :,,. - , :l .J· l .'!J 

" r • I? i-v (._- •. ; ; .', • 1 1\1. _., , , .. , . . ._ . 

,.: .... . J~~~~/?It\:. -.. :, 
Department Name: Behavioral Wellness 
Department No.: 043 
For Agenda Of: January 15, 2019 
Placement: Administrative 
Estimated Time: 

Continued Item: No 

4/5 

Board of Supervisors ~~ P 
Department Alice Gleghorn, PhD, Directo -~-f' (Sj, ... '-CR.-G 
Director(s) Department of Behavioral Wellness, 681 -5220 
Contact Info: Pam Fisher, PsyD. Deputy Director, Chief of Clinical Operations, 

681-5220 

Behavioral \iVellness Alcohol and Drug Program -First Amendment to State 
Contract for Substance Abuse Prevention and Treatment Block Grant FY 2017-
2020 

County Counsel Concurrence 

As to form: Yes 
Auditor- Controller Concurrence 

As to form: Yes 

Other Concurrence: 
As to form: NI A 

Recommended Actions: 

That the Board of Supervisors: 

A. Approve and authorize the Director of Behavioral Wellness to execute the First Amendment to the 
multi-year revenue Agreement (#17-94159 AOl) with the State Department of Health Care 
Services for Substance Abuse Prevention and Treatment Block Grant funds, to increase funds for 
Fiscal Year 2018-2019 for a total maximum in the amount of $7,852,953 for the period of July 1, 
2017 to June 30, 2020; 

B. Approve a Budget Revision Request (BJE #0006104) increasing appropriations of $28,905 in 
Behavioral Wellness Department, Alcohol and Drug Program Fund for Services and Supplies 
funded by unanticipated Substance Abuse Prevention and Treatment Federal Block Grant 
Revenue; and 

C. Determine that the above actions are government fiscal activities or funding mechanisms which 
do not involve any commitment to any specific project which may result in a potentially significant 
physical impact on the environment, and are therefore not a project under the California 
Environmental Quality Act (CEQA) pursuant to section 15378(b)(4) of the CEQA guidelines. 
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Summary Text: 

Behavioral Wellness is mandated by the California Welfare and Institutions Code to provide services to 
individuals with substance use issues in Santa Barbara County. Behavioral Wellness provides these 
services primarily through contracted providers. This is being brought to the Board of Supervisors for 
approval of the recommended-action authorizing the Behavioral Wellness Director to sign this amended 
agreement to accept additional Substance Abuse Prevention and Treatment Block Grant First funds to 
provide additional services, and to approve the Budget request Revision #0006014. 

Background: 

The Department of Health Care Services (DHCS) directs local County funding to primary prevention, 
treatment and recovery services through a block grant from the federal Substance Abuse and Mental 
Health Services Administration (SAMHSA). SAMHSA, established in 1992 within U.S. Department of 
Health and Human Services, provides funds for substance abuse primary prevention, Friday Night Live, 
Perinatal Treatment Services, and Room and Board for Transitional Housing programs in California 
through DHCS by the authority of Title 45 of the Code of Federal Regulations Part 96 and through the 
SABG agreement. The SABG is a federal award under Title 45 Code of Regulations (CFR) Part 75. The 
SAPT Agreement No. 17-94159 was approved by the Board of Supervisors in December 2017, to provide 
$7,824,072 for the period July 1, 2017 through June 30, 2020. 

DHCS recently amended the three-year contract to provide modified language terms and conditions and 
increased discretionary funds only for FY 18-19 by $28,881 for a total contract maximum of $7,852,953 
consisting of a federal SAPT Block Grants (SABG) funds. This multi-year revenue agreement amendment 
allows Behavioral Wellness Alcohol and Drug Program (ADP) to receive additional discretionary fund 
reimbursement from the State Department of Health Care Services (DHCS) for Substance Abuse 
Prevention and Treatment (SAPT) services for the purpose of providing alcohol and other drug prevention, 
treatment and recovery support services to residents of Santa Barbara County. The additional funds have 
been earmarked to provide additional alcohol and drug free housing. 

In addition, the SAPT amendment provides minor changes to the agreement terms and conditions. 
Behavioral Wellness will amend affected provider contracts under its authority to make non-material 
changes to its subcontracts, and will return to the Board with amendments if any other material provisions 
are needed in its SAPT subcontracts. 

Approval of the recommended action will enable Behavioral Wellness and its subcontractors to receive 
reimbursement for services provided prevention and treatment services to individuals with substance 
abuse issues throughout Santa Barbara County through June 30, 2020. 

Performance Measures and Outcomes: 

Services delivered by the contracted service providers have performance measures and outcomes written 
into each contract and service. Data is entered into the California's Outcomes Measurement System for 
Treatment (Cal OMS). As a recipient of SABG funds, Behavioral Wellness must: 

1. Adhere to SAMHSA National Outcome Measures. 
2. Maintain effective internal control over the SABG funds. 
3. Comply with federal statutes, regulations, including 45 CFR Part 75, and terms and conditions of 

the SABG grant. 
4. Evaluate and monitor its activities and the activities of all subcontractors for compliance with 

applicable statutes, regulations, and terms and conditions of the subaward. 
5. Address any instances of noncompliance promptly. 

ADP State SAPT SABG Agreement BL 17-20 AO I 
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Fiscal and Facilities Impacts: 

Budgeted: No 

Fiscal Analysis: 

!Funding Sources 
General Fund 
State 
Federal 
Fees 
Other: SABG Award $ 
Annual Total: $ 
Three Year Total: 

FY 17-18 

2,608,024 $ 
2,608,024 $ 

FY 18-19 

2,636,905 $ 
2,636,905 $ 

$ 

FY 19-20 

2,608,024 
2,608,024 
7,852,953 

Narrative: This multi-year contract provides the annual provisional budget along with the maximum 
reimbursement amount for the subsequent years. Behavioral Wellness budgeted for the SAPT/SABG for 
FY 17-18 and it was approved in the Adopted Budget. However, a Budget Revision Request is necessary 
to adjust the Alcohol and Drug Program Fund budget to recognize the increased revenue of $28,905 for 
FY 18-19 and to establish an appropriations budget. The BJE appropriation is in the amount of $28,905, 
rather than for the amount of State's increase of $28,881 due to the original SAPT/SAGB agreement funds 
having been uploaded in the County Fiscal FIN system incorrectly (minus six dollars). Behavioral 
Wellness is now correcting the discrepancy plus adding the increase of $28,881 . There is no increase in 
General Fund contributions. Approval of the recommended action will not increase the use of General 
Fund dollars by the Department of Behavioral Wellness. We will return each year for subsequent budget 
approval. 

Key Contract Risks: 

The funding is subject to congressional appropriation of funds. If the funding for any fiscal year is reduced 
or deleted by the Budget Act for purposes of this program, DHCS has the option to either cancel this 
Contract with no liability occurring to DHCS, or offer an amended agreement to Contractor to reflect the 
reduced amount. It also passes on to the County the responsibility to repay any audit exception taken by 
the Federal government and the State or the California State Auditor. The contract also imposes procedural 
and reporting requirements implemented by Behavioral Wellness that could be subject to audit in the 
future. However, Behavioral Wellness contracts with its service providers include language requiring 
contractors to repay any amounts disallowed in audit findings, minimizing financial risks to County. 

Special Instructions: 

Please email one (1) copy of the minute order to Denise Morales at: dmorales@co.santa-barbara.ca.us 
and a copy to BWellcontractstaff@co.santa-barbara.ca.us. 

Attachments: 

Attachment A: DHCS SAPT FY 17-20 Agreement No. 17-94159 AO 1 
Attachment B: BRR #000614 
Attachment C: DHCS SAPT FY 17-20 Agreement No. 17-94159 

Authored by: 

D. Morales 
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STATE OF CALIFORNIA 

STANDARD AGREEMENT AMENDMENT 
STD 213A DHCS (Rev 03/18) -

Agreement Number Amendment Number 

[:gj Check here if additional pages are added: 72 Page(s) 17-94159 A01 

Registration Number: 

1. . .. This. Agreement_ is._entered. into. between _the . State. Ag ency. and .. Contractor. named. below: ................................. ................................... . 
State Agency's Name (Also known as DHCS, CDHS, DHS or the State) 

Department of Health Care Services 
Contractor's Name (Also rererred to as Contractor) 

County of Santa Barbara 

2. The term of this Agreement is: July1,2017 

through June 30, 2020 

3. The maximum amount of this $7,852,953 

Agreement after this amendment is: Seven Million, Eight Hundred Fifty-Two Thousand, Nine Hundred Fifty-Three Dollars 

4. The parties mutually agree to this amendment as follows. All actions noted below are by this reference made a part 
of the Agreement and incorporated herein: 

I. The effective date of this amendment is the date approved by DHCS 

II. Purpose of amendment: This amendment modifies the terms and conditions as outl ined in 
the original contract and increases budget year 2. 

Ill. Certain changes made in this amendment are shown as: Text additions are displayed in 
bold and underline. Text deletions are displayed as strike through text (i.e., .stfi.ke). 

IV. Paragraph 3 (maximum amount payable) on the face of the original STD 213 is increased by 
$28,881 and is amended to read: $7,824,072 (Seven Million, Eight Hundred Twenty Four 
Thousand, Seventy Two Dollars) $7,852,953 (Seven Million, Eight Hundred Fifty-Two 
Thousand, Nine Hundred Fifty-Three Dollars). 

(Continued on next page) 
........................... ······················~·-·································································································-········~·-······ .. ·················································•········ .... ··················································· 

All other terms and conditions shall remain the same. 

IN WITNESS WHEREOF, this A reement has been executed b the arties hereto. 

CONTRACTOR 

Contractor's Name (If other than an individual. stale whether a corporation, partnership, etc.) 

County of Santa Barbara 

Alice Gleghorn, Ph.D, Director, Behavioral Wellness 
Address 

300 North San Antonio Road, Bldg. 3 
Santa Barbara, CA 93110-1332 

ST ATE OF CALIFORNIA 
Agency Name 

Department of Health Care Services 

Carrie Talbot, Chief, Contract Management Unit 
Address 

1000 G Street, 4th Floor, MS 4200, P.O. Box 997413 
Sacramento, CA 95899-7413 

Date Signed (Do not type) 

CALIFORNrA 
Department of General Services 

Use Only 

t8J Exempt per: W&I Code 14087.4 
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V. Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add the 
following revised exhibit: · 

Exhibit A, Attachment I A 1 - Program Specifications (25 pages) 

All references to Exhibit A, Attachment I - Program Specifications, in any exhibit incorporated 
into this agreement, shall hereinafter be deemed to read Exhibit A, Attachment I A 1 - Program 
Specifications. Exhibit A, Attachment I - Program Specifications is hereby replaced in its 
entirety by the revised exhibit. 

VI. Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add the 
following revised exhibit: 

Exhibit BA 1 - Budget Detail and Payment Provisions (13 pages) 

All references to Exhibit B - Budget Detail and Payment Provisions, in any exhibit incorporated 
into this agreement, shall hereinafter be deemed to read Exhibit B A 1 - Budget Detail and 
Payment Provisions. Exhibit B - Budget Detail and Payment Provisions is hereby replaced in 
its entirety by the revised exhibit. 

VII . Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add the 
following revised exhibit: 

Exhibit B, Attachment I A 1 - Funding Amounts (1 page) 

All references to Exhibit B Attachment I - Funding Amounts, in any exhibit incorporated into 
this agreement, shall hereinafter be deemed to read Exhibit B Attachment I A1 - Funding 
Amounts. Exhibit B Attachment I - Funding Amounts is hereby replaced in its entirety by the 
attached revised exhibit. 

VIII. Paragraph 4 (incorporated exhibits) on the face of the original STD 213 is amended to add the 
following revised exhibit: 

Exhibit FA 1 - Privacy and Information Security Provisions (32 pages) 

All references to Exhibit F - Privacy and Information Security Provisions in any exhibit 
incorporated into this agreement shall hereinafter be deemed to read Exhibit F A 1 - Privacy 
and Information Security Provisions. Exhibit F - Privacy and Information Security Provisions is 
hereby replaced in its entirety by the attached revised exhibit. 

IX. All other terms and conditions shall remain the same. 



County of Santa Barbara 
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Exhibit A, Attachment I A1 
Program Specifications 

Part I - Substance Use Disorder Prevention and Treatment Block Grant Services 

Section 1 - Formation and Purpose 

A. Authority 

1. This Exhibit A, Attachment I, Part I of the Contract is entered into by and between the 
Department of Health Care Services {DHCS) and the Contractor, under the authority of 
Chapter 3 of Part 1, Division 10.5 of the Health and Safety Code (HSC), and with the 
approval of Contractor's County Board of Supervisors {or designee), for the purpose of 
providing alcohol and drug services, and shall be reimbursed pursuant to Exhibit A, 
Attachment I. DHCS and the Contractor identified in the Standard Agreement are the sole 
parties to this Contract. This Contract is not intended, nor shall it be construed, to confer 
rights on any third party. 

B. Federal Award Subrecipient 

1. The Substance Abuse Prevention and Treatment Block Grant {SABG) is a federal award 
within the meaning of Title 45, Code of Federal Regulations {CFR), Part 75. This Contract 
is a subaward of the federal award to DHCS. 

2. Contractor is a subrecipient and subject to all applicable administrative requirements, cost 
principles, and audit requirements that govern federal monies associated with the SABG set 
forth in the Uniform Guidance 2 CFR Part 200, as codified by the U.S. Department of 
Health and Human Services (HHS) at 45 CFR Part 75. 

3. As a subrecipient, the Contractor shall: 

a) Maintain effective internal control over the SABG funds. 

b) Comply with federal statutes, regulations, including 45 CFR Part 75, and terms and 
conditions of the SABG grant. 

c) Evaluate and monitor its activities and the activities of all subcontractors for compliance 
with applicable statutes, regulations, and terms and conditions of the subaward. 

d) Address any instances of noncompliance promptly, including noncompliance identified 
in audit findings. 

4. The Contractor shall disclose, in writing to DHCS, any potential conflict of interest in 
accordance with Health and H~man Services' (HHS3 grant policy. {See, 
https://www.hhs.gov/sites/default/files/grants/grants/policies-reg ulations/hhsgps 107. pdO. 

5. The Contractor shall timely disclose, in writing to DHCS, all violations of Federal criminal 
law involving fraud, bribery, or gratuity violations potentially affecting the grant. If the 
Contractor fails to make a required disclosure, DHCS may seek those remedies described 
in 45 CFR Section 75.371 . 

6. The Contractor shall have a single audit performed in accordance with the audit 
requirements set forth in 45 CFR Part 75, Subpart F. 
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C. Control Requirements

Exhibit A, Attachment I A 1 
Program Specifications 

County of Santa Barbara 
17-94159 A01

1. Performance under the terms of this Exhibit A, Attachment I, Part I, is subject to all
applicable federal and state laws, regulations, and standards. In accepting DHCS drug and
alcohol SABG allocation pursuant to HSC Sections 11814(a) and (b), Contractor shall: (i)
establish, and shall require its subcontractors to establish, written policies and procedures
consistent with the control requirements set forth below; (ii) monitor for compliance with the
written procedures; and (iii) be accountable for audit exceptions taken by DHCS against the
Contractor and its subcontractors for any failure to comply with these requirements:

a) HSC, Division 10.5, Part 2 commencing with Section 11760.

b) Title 9, California Code of Regulations (CCR) (herein referred to as Title 9), Division 4,
commencing with Section 9000.

c) Government Code, Title 2, Division 4, Part 2, Chapter 2, Article 1.7.

d) Government Code, Article 7, Federally Mandated Audits of Block Grant Funds Allocated
to Local Agencies, Chapter 1, Part 1, Division 2, Title 5, commencing at Section 53130.

e) Title 42 United State Code (USC), Sections 300x-21 through 300x-31, 300x-34, 300x-
53, 300x-57, and 330x-64 through 66.

f) Title 2, CFR 200 -The Uniform Administration Requirements, Cost Principles and Audit
Requirements for Federal Awards.

g) Title 45, Code of Federal Regulations (CFR), Sections 96.30 through 96.33 and
Sections 96.120 through 96.137.

h) Title 42, CFR, Sections 8.1 through 8.6.

i) Confidentiality of Alcohol and Drug Abuse Patient Records (42 CFR Part 2, Subparts A
-E).

j) Title 21, CFR, Sections 1301.01 through 1301.93, Department of Justice, Controlled
Substances.

k) State Administrative Manual (SAM), Chapter 7200 (General Outline of Procedures).

Contractor shall be familiar with the above laws, regulations, and guidelines and shall 
assure that its subcontractors are also familiar with such requirements. 

2. The provisions of this Exhibit A, Attachment I, Part I, are not intended to abrogate any
provisions of law or regulation, or any standards existing or enacted during the term of this
Contract.

3. Contractor shall adhere to the applicable provisions of Title 45, CFR, Part 96, Subparts C
and L, as applicable, in the expenditure of SABG funds. Document 1A, 45 CFR 96,
Subparts C and L, is incorporated by reference.
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Exhibit A, Attachment I A1 
Program Specifications 

County of Santa Barbara 
17-94159 A01 

4. Driving-Under-the-Influence Program Requirements (Documents 1C) contains additional 
requirements that shall be adhered to by the Contractor. 

5. Contractor and all its subcontractors shall comply with the Minimum Quality Drug Treatment 
Standards for SABG for all Substance Use Disorder (SUD) treatment programs either 
partially or fully funded by SABG. The Minimum Quality Drug Treatment Standards for 
SABG are attached to this Contract as Document 2F(b), incorporated by reference. The 
incorporation of any new Minimum Quality Drug Treatment Standards into this Contract 
shall no~ require a formal amendment. 

Section 2 - General Provisions 

A Restrictions on Salaries 

Contractor agrees that no part of any federal funds provided under this Contract shall be used 
by the Contractor or its subcontractors to pay the salary and wages of an individual at a rate in 
excess of Level I of the Executive Schedule. Salary and wages schedules may be found at 
https:/Aw.oA'.opm.gov!polisv data oversight/pay leave/salaries wages/salary 
tables/17Tables/exes.'html/EX. aspx 
https:1/grants.nih.gov/grants/policy/salcap summary.htm. SABG funds used to pay a 
salary in excess of the rate of basic pay for Level I of the Executive Schedule shall be subject 
to disallowance. The amount disallowed shall be determined by subtracting the individual's 
actual salary from the Level I rate of basic pay and multiplying the result by the percentage of 
the individual's salary that was paid with SABG funds (Reference: Terms and Conditions of the 
SABG award). 

B. Primary Prevention 

1. The SABG regulation defines "Primary Prevention Programs" as those programs "directed 
at individuals who have not been determined to require treatment for substance abuse" (45 
CFR 96.121), and "a comprehensive prevention program which includes a broad array of 
prevention strategies directed at individuals not identified to be in need of better treatment" 
(45 CFR 96.125). Primary prevention includes strategies, programs.1. and initiatives which 
reduce both direct and indirect adverse personal, social, health, and economic 
consequences resulting from problematic Alcohol and Other Drug (AOD) availability, 
manufacture, distribution, promotion, sales, and use. The desired result of primary 
prevention is to promote safe and healthy behaviors and environments for individuals, 
families.1. and communities. The Contractor shall expend not less than its allocated amount 
of the SABG Primary Prevention Set-Aside funds on primary prevention as described in the 
SABG requirements (45 CFR 96.124). 

2. Contractor is required to have a current and DHCS approved County Strategic Prevention 
Plan (SPP). The SPP must demonstrate that the County utilized the Substance Abuse and 
Mental Health Services Administration's Strategic Prevention Framework (SPF) in 
developing the plan as described at http://www.samhsa.gov/capt/applying-strategic­
prevention-framework. DHCS will only approve SPP's that demonstrate that the Contractor 
utilized the SPF. Contractor shall: 

a) Follow DHCS guidelines provided in the SPP Guide (Document 1 N, incorporated by 
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Exhibit A, Attachment I A 1 
Program Specifications 

referense) and the Strategis Prevention PlanSPP Workbook for Counties Utilizing 
utilizing the Strategic PFevention FrameworkSPF 
(http://www.dhcs.ca.gov/provgovpart/Documents/Substance%20Use%20Disorder 
-PPFD/SPP Workbook.pdfDocument 10, incorporated by reference) . 

b) Begin Prepare preparing a new SPP by October 1 of the year prior to the expiration 
date of the current SPP. 

c) Submit a timeline, no later than October 1 of the year prior to the expiration date of the 
current SPP, for approval to DHCS Prevention Analyst that includes proposed dates 
for submitting each section chapter of the SPP (outlined in the SPP Guide and the SPP 
Workbook). 

d) Submit drafts of each SPP section chapter to DHCS Prevention Analyst for review 
and approval according to the approved timeline. 

e) Submit a completed draft of the SPP to DHCS Prevention Analyst no later than May 
31 61 that includes the previously approved section chapters for final review and 
approval. 

f) Provide an electronic copy of the final SPP to DHCS Prevention Analyst within 1 O 
business days of approval and input planning data from the approved SPP into the 
prevention data collestion servicePrimary Prevention Substance Use Disorder Data 
Service (PPSDS) as requestedaccording to the PPSDS Data Quality Standards 
(http://www.dhcs.ca.gov/provgovpart/Documents/Substance%20Use%20Disorder 
-PPFD/PPSDS Data Quality Standards.pdf). 

3. Contractor shall submit a Prevention Mid Year Budget to DHCS by January 31 of eash 
fissal year. The budget shall forecast how the SABG Primary Prevention Set Aside funds 
will be expended for the fiscal year. 

C. Friday Night Live 

Contractors and subcontractors receiving SABG Friday Night Live (FNL) funding must: 

1. Engage in programming that meets the FNL Youth Development Standards of Practice, 
Operating Principles and Core Components outlined at http://fridaynightlive.org/about­
us/cfn Ip-overview/. 

2. Use the prevention data collection and reporting service for all FNL reporting including 
profiles and chapter activity. 

3. Follow the FNL Data Entry Instructions for the prevention data collection and reporting 
servicePPSDS as provided by DHCS. 

4. Meet the Member in Good Standing (MIGS) requirements, as determined by DHCS in 
conjunction with the California Friday Night Live Collaborative and the California Friday 
Night Live Partnership. Contractors that do not meet the MIGS requirements shall obtain 
technical assistance and training services from the California Friday Night Live Partnership 
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Exhibit A, Attachment I A 1 
Program Specifications 

and develop a technical assistance plan detailing how the Contractor intends to ensure 
satisfaction of the MIGS requirements for the next review. 

D. Perinatal Services Netv,iorkPractice Guidelines 

Contractor shall comply with the perinatal program requirements as outlined in the Perinatal 
Services NetworkPractice Guidelines. The Perinatal Services Net\vorkPractice Guidelines 
2016 17FY 2018-19 are attached to this Contract as Document 1G, incorporated by reference. 
The Contractor shall comply with the current version of these guidelines until new Perinatal 
Services Netv.1ork Practice Guidelines are established and adopted. The incorporation of any 
new Perinatal Services ~,etv.1ork Practice Guidelines into this Contract shall not require a 
formal amendment. Contractor receiving SABG funds must adhere to the Perinatal Sert'ices 
Netv.iork Practice Guidelines, regardless of whether the Contractor exchanges perinatal funds 
for additional discretionary funds . 

E. Funds identified in this Contract shall be used exclusively for county alcohol and drug abuse 
services to the extent activities meet the requirements for receipt of federal block grant funds 
for prevention and treatment of substance abuse described in subchapter XVII of Chapter 6A of 
Title 42, the USC. 

F. Room and Board for Transitional Housing, Recovery Residences, and Drug Medi-Cal 
Organized Delivery System (DMC-ODS) Residential Treatment 

Contractor may use SABG discretionary fl:.lnds to cover tho cost of room and board of residents 
living in temporary, drug and alcohol_free, transitional housing if the resident is actively 
engaged in treatment for a medically necessary SUD provided to the resident off site. 
Contraotor shall develop guidelines for contracted housing proi.•iders and provide monitoring 
and oversight and fl:.llf.ill all SABG reporting requirements. Contraotors and subcontraotors 
using SABG disoretionary fl:.lnds to cover the oost of room and board for transitional housing 
~ 

1. Faoilitate the benef.ioiary's movement in reoovery from a SUD to independent living and 
integration into post treatment return or re entry into the community. 

2. Require that all individuals in the transitional housing be engaged in SUD treatment, off 
site , at all times during the individual's stay. 

a. Ensure payment of room and board expenses for a residential stay be limited to short term 
(up to 24 months). 

4. Ensure the transitional housing be secure, safe, and aloohol and dn,1g free. 

1: Contractor may use SABG discretionary funds, or SABG perinatal funds (for 
perinatal beneficiaries only). to cover the cost of room and board of residents in 
short term {up to 24 months) transitional housing and recovery residences. SABG 
discretionary funds, or SABG perinatal funds {for perinatal beneficiaries only), may 
also be used to cover the cost of room and board of residents in DMC-ODS 
residential treatment facilities. For specific guidelines on the use of SABG funds for 
room and board. please refer to the SABG Policy Manual. 
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Exhibit A, Attachment I A 1 
Program Specifications 

G. Restrictions on Use of SABG Funds to Pay for Services Reimbursable by Medi-Cal 

L Contractor shall not utilize SABG funds to pay for a service that is reimbursable by 
Medi-Cal. 

2. The Contractor may utilize SABG funds to pay for a service included in the California 
State Plan or the Drug Medi-Cal Organized Delivery System (DMC-ODS). but which is 
not reimbursable by Medi-Cal. 

3. If the Contractor utilizes SABG funds to pay for a service that is included in the 
California State Plan or the DMC-ODS, the Contractor shall maintain documentation 
sufficient to demonstrate that Medi-Cal reimbursement was not available. 

Section 3 - Performance Provisions 

A. Monitoring 

1. Contractor's performance under this Exhibit A, Attachment I, Part I, shall be monitored by 
DHCS during the term of this Contract. Monitoring criteria shall include, but not be limited 
to: 

a) Whether the quantity of work or services being performed conforms to Exhibit B. 

b) Whether the Contractor has established and is monitoring appropriate quality 
standards. 

c) Whether the Contractor is abiding by all the terms and requirements of this Contract. 

d) Whether the Contractor is abiding by the terms of the Perinatal Services Network 
Practice Guidelines (Document 1 G). 

e) Whether the Contractor conducted annual onsite monitoring reviews of services and 
subcontracted services for programmatic and fiscal requirements. Contractor shall 
submit copy of its monitoring and audit reports to DHCS within two weeks of issuance. 
Reports shouldshall be sent by secure, encrypted e-mail to: 

SUDCountyReports@dhcs.ca.gov or 

Substance Use Disorder - Program, Policy, and Fiscal Division 
Performance Managementand Integrity Branch 
Department of Health Care Services 
PO Box 997413, MS-2627 
Sacramento, CA 95899-7413 

2. Failure to comply with the above provisions shall constitute grounds for DHCS to suspend 
or recover payments, subject to the Contractor's right of appeal, or may result in termination 
of the Contract.i. or both. 
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1. Contractor shall provide services based on funding set forth in Exhibit B, Attachment I and 
under the terms of this Contract. 

2. Contractor shall provide services to all eligible persons in accordance with federal and state 
statutes and regulations. Contractor shall assure that in planning for the provision of 
services, the following barriers to services are considered and addressed: 

a) Lack of educational materials or other resources for the provision of services. 

b) Geographic isolation and transportation needs of persons seeking services or 
remoteness of services. 

c) Institutional, cultural, and/or ethnicity barriers. 

d) Language differences. 

e) Lack of service advocates. 

f) Failure to survey or otherwise identify the barriers to service accessibility. 

g) Needs of persons with a disability. 

3. Contractor shall comply with any additional requirements of the documents that have been 
incorporated herein by reference, including, but not limited to, those on the "List of Exhibit 
A, Attachment I Documents incorporate by Reference for Fiscal Year 2017-18" which is 
attached to Exhibit A, Attachment I. 

4. The funds described in Exhibit A, Attachment I shall be used exclusively for providing 
alcohol and/or drug program services. 

5. DHCS shall issue a report to Contractor after conducting monitoring, utilization, or auditing 
reviews of the county or county subcontracted providers. When the DHCS report identifies 
non-compliant services or processes, it shall require a Corrective Action Plan (CAP). The 
Contractor in coordination with its subcontracted provider shall submit a CAP to DHCS 
within the designated timeframe specified by DHCS. The CAP shouldshall be sent by 
secure, encrypted e-mail to: SUDCountyReports@dhcs.ca.gov or 

Substance Use Disorder - Program, Policy, and Fiscal Division 
Performance Managementand Integrity Branch 
Department of Health Care Services 
PO Box 997413, MS-2621 
Sacramento, CA 95899-7413 

6. The CAP shall include: 

a) Restate each A statement of the deficiency. 

b) A--1,!:ist all of the action2 steps to be taken to correct theeach deficiency. 
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c) Identify the A-date by which each deficiency shall be of completion for each 
deficiency corrected. 

d) Identify the individual who WAG will be responsible for correction and ongoing 
compliance. 

7. DHCS will provide written approval of the CAP to the Contractor within 30 calendar days. If 
DHCS does not approve the CAP submitted by the Contractor, DHCS will provide guidance 
on the deficient areas and request an updated CAP from the Contractor with a new 
deadline for submission. 

8. If the Contractor does not submit a CAP, or, does not implement the approved CAP 
provisions within the designated timeline, then DHCS may withhold funds until the 
Contractor is in compliance! DHCS shall inform the Contractor when funds will be withheld. 

C. Sub-recipient Pre-Award Risk Assessment 

Contractor shall comply with the sub-recipient pre-award risk assessment requirements 
contained in 2 CFR Part 200 Uniform Administrative Requirements, Cost Principles and Audit 
Requirements for Federal Awards. Contractor, as the SABG first tier sub recipient, shall review 
the merit and risk associated with all potential grant second tier sub recipients (subcontractors~ · 
annually prior to making an award. Contractor shall perform and document annual sub­
recipient pre-award risk assessments for each subcontractor and retain documentation for audit 
pu·rposes. 

Section 4 - Investigations and Confidentiality of Administrative Actions 

A. Contractor shall execute the Confidentiality Agreement, attached as Document 5A. The 
Confidentiality Agreement permits DHCS to communicate with Contractor concerning 
subcontracted providers that are subject to administrative sanctions. 
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Part II - General 

County of Santa Barbara 
17-94159 A01 

This Contract is subject to any additional restrictions, limitations, or conditions enacted by the 
Congress, or any statute enacted by the Congress, which may affect the provisions, terms, or 
funding of this Contract in any manner. 

B. Hatch Act 

Contractor agrees to comply with the provisions of the Hatch Act (Title 5 USC, Sections 1501-
1508), which limit the political activities of employees whose principal employment activities are 
funded in whole or in part with federal funds. 

C. No Unlawful Use or Unlawful Use Messages Regarding Drugs 

Contractor agrees that information produced through these funds, and which pertains to drugs 
and alcohol-related programs, shall contain a clearly written statement that there shall be no 
unlawful use of drugs or alcohol associated with the program. Additionally, no aspect of a drug 
or alcohol:related program shall include any message on the responsible use, if the use is 
unlawful, of drugs or alcohol (HSC Section 11999-11999.3). By signing this Contract, 
Contractor agrees that it will enforce, and will require its subcontractors to enforce, these 
requirements. 

D. Noncompliance with Reporting Requirements 

Contractor agrees that DHCS has the right to withhold payments until Contractor has submitted 
any required data and reports to DHCS, as identified in Exhibit A, Attachment I, Part Ill -
Reporting Requirements, or as identified in Document 1 F(a), Reporting Requirements Matrix 
for Counties. 

E. Limitation on Use of Funds for Promotion of Legalization of Controlled Substances 

None of the funds made available through this Contract may be used for any activity that 
promotes the legalization of any drug or other substance included in Schedule I of Section 202 
of the Controlled Substances Act (21 USC 812). 

F. Debarment and Suspension 

Contractor shall not subcontract with or employ any party listed on the government wide 
exclusions in the System for Award Management (SAM), in accordance with the 0MB 
guidelines at 2 CFR 180 that implement Executive Orders 12549 (3 CFR part 1986 Comp. p. 
189) and 12689 (3 CFR part 1989., p. 235), "Debarment and Suspension." SAM exclusions 
contain the names of parties debarred, suspended, or otherwise excluded by agencies, as well 
as parties declared ineligible under statutory or regulatory authority other than Executive Order 
12549. 

The Contractor shall advise all subcontractors of their obligation to comply with applicable 
federal debarment and suspension regulations, in addition to the requirements set forth in 42 
CFR Part 1001. 
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If a Contractor subcontracts or employs an excluded party DHCS has the right to 
withhold payments. disallow costs. or issue a CAP, as appropriate, pursuant to HSC 
Code 11817.B(h). 

G. Restriction on Distribution of Sterile Needles 

No SABG funds made available through this Contract shall be used to carry out any program 
that includes the distribution of sterile needles or syringes for the hypodermic injection of any 
illegal drug unless DHCS chooses to implement a demonstration syringe services program for 
injecting drug users. 

H. Health Insurance Portability and Accountability Act (HIPAA) of 1996 

All work performed under this Contract is subject to HIPAA, Contractor shall perform the work 
in compliance with all applicable provisions of HIPAA. As identified in Exhibit F, DHCS and 
County shall cooperate to assure mutual agreement as to those transactions between them, to 
which this provision applies. Refer to Exhibit F for additional information. 

1. Trading Partner Requirements 

a) No Changes. Contractor hereby agrees that for the personal health information 
(Information), it will not change any definition, data condition or use of a data element or 
segment as proscribed in the Federal Health and Human Services (HHS) Transaction 
Standard Regulation (45 CFR 162.915 (a)) . 

b) No Additions. Contractor hereby agrees that for the Information, it will not add any data 
elements or segments to the maximum data set as proscribed in the HHS Transaction 
Standard Regulation (45 CFR 162.915 (b)). 

c) No Unauthorized Uses. Contractor hereby agrees that for the Information, it will not use 
any code or data elements that either are marked "not used" in the HHS Transaction's 
Implementation specification or are not in the HHS Transaction Standard's 
implementation specifications (45 CFR 162.915 (c)). 

d) No Changes to Meaning or Intent. Contractor hereby agrees that for the Information, it 
will not change the meaning or intent of any of the HHS Transaction Standard's 
implementation specification (45 CFR 162.915 (d)). 

2. Concurrence for Test Modifications to HHS Transaction Standards 

Contractor agrees and understands that there exists the possibility that DHCS or others 
may request an extension from the uses of a standard in the HHS Transaction Standards. 
If this occurs, Contractor agrees that it will participate in such test modifications. 

3. Adequate Testing 

Contractor is responsible to adequately test all business rules appropriate to their types and 
specialties. If the Contractor is acting as a clearinghouse for enrolled providers, Contractor 
has obligations to adequately test all business rules appropriate to each and every provider 
type and specialty for which they provide clearinghouse services. 

Page 10 of 25 



Exhibit A, Attachment I A1 
Program Specifications 

4. Deficiencies 

County of Santa Barbara 
17-94159 A01 

Contractor agrees to correct transactions, errors.,. or deficiencies identified by DHCS, and 
transactions errors or deficiencies identified by an enrolled provider if the Contractor is 
acting as a clearinghouse for that provider. When County is a clearinghouse, Contractor 
agrees to properly communicate deficiencies and other pertinent information regarding 
electronic transactions to enrolled providers for which they provide clearinghouse services. 

5. Code Set Retention 

Both parties understand and agree to keep open code sets being processed or used in this 
Contract for at least the current billing period or any appeal period, whichever is longer. 

6. Data Transmission Log 

Both parties shall establish and maintain a Data Transmission Log which shall record any 
and all Data Transmissions taking place between the Parties during the term of this 
Contract. Each party will take necessary and reasonable steps to ensure that such Data 
Transmission Logs constitute a current, accurate, complete, and unaltered record of any 
and all Data Transmissions between the parties, and shall be retained by each Party for no 
less than twenty-four (24) months following the date of the Data Transmission. The Data 
Transmission Log may be maintained on computer media or other suitable means provided 
that, if it is necessary to do so, the information contained in the Data Transmission Log may 
be retrieved in a timely manner and presented in readable form. 

I. Nondiscrimination and Institutional Safeguards for Religious Providers 

Contractor shall establish such processes and procedures as necessary to comply with the 
provisions of Title 42, USC, Section 300x-65 and Title 42, CFR, Part 54, (Reference Document 
18). 

J. Counselor Certification 

Any counselor or registrant providing intake, assessment of need for services, treatment or 
recovery planning, individual or group counseling to participants, patients, or residents in a 
DHCS licensed or certified program is required to be registered or certified as defined in Title 9, 
CCR, Division 4, Chapter 8, (Document 3H). 

K. Cultural and Linguistic Proficiency 

To ensure equal access to quality care by diverse populations, each service provider receiving 
funds from this Contract shall adopt the Federal Office of Minority Health Culturally and 
Linguistically Appropriate Service (CLAS) national standards (Document 3V). 

L. Intravenous Drug Use (IVDU) Treatment 

Contractor shall ensure that individuals in need of IVDU treatment shall be encouraged to 
undergo AOD treatment (42 USC 300x-23 (45 CFR 96.126(e)). 
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Contractor shall ensure the following related to Tuberculosis (TB): 

1. Routinely make available TB services to each individual receiving treatment for AOD use 
and/or abuse. 

2. Reduce barriers to patients' accepting TB treatment. 

3. Develop strategies to improve follow-up monitoring, particularly after patients leave 
treatment, by disseminating information through educational bulletins and technical 
assistance. 

N. Trafficking Victims Protection Act of 2000 

Contractor and its subcontractors that provide services covered by this Contract shall comply 
with the Trafficking Victims Protection Act of 2000 (22 United States Code (USC) 7104(g)) as 
amended by section 1702 of Pub. L. 112-239.:. 

0. Tribal Communities and Organizations 

Contractor shall regularly assess (e.g. review population information available through Census, 
compare to information obtained in the California Outcome Measurement System for Treatment 
(CalOMS-Tx) to determine whether the population is being reached, survey Tribal 
representatives for insight in potential barriers}, the substance use service needs of the 
American Indian/Alaskan Native (Al/AN) population within the County geographic area, and 
shall engage in regular and meaningful consultation and collaboration with elected officials of 
the tribe, Rancheria, or their designee for the purpose of identifying issues/barriers to service 
delivery and improvement of the quality, effectiveness, and accessibility of services available to 
Al/NA communities within the County. 

P. Participation of County Behavioral Health Director's Association of California. 

The County AOD Program Administrator shall participate and represent the County in meetings 
of the County Behavioral Health Director's Association of California for the purposes of 
representing the counties in their relationship with DHCS with respect to policies, standards, 
and administration for AOD abuse services. 

The County AOD Program Administrator shall attend any special meetings called by the 
Director of DHCS. Participation and representation shall also be provided by the County 
Behavioral Health Director's Association of California. 

Q. Youth Treatment Guidelines 

Contractor must comply with the guidelines in Document 1V, incorporated by this reference, 
"Youth Treatment Guidelines," in developing and implementing youth treatment programs 
funded under this Exhibit, until new Youth Treatment Guidelines are established and adopted. 
No formal amendment of this contract is required for new guidelines to be incorporated into this 
Contract. 
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R. Perinatal Services NetworkPractice Guidelines 

Contractor must comply with the perinatal program requirements as outlined in the Perinatal 
Services NetworkPractice Guidelines. The Perinatal Services NetworkPractice Guidelines are 
attached to this contract as Document 1 G, incorporated by reference. The Contractor must 
comply with the current version of these guidelines until new Perinatal Services 
NetworkPractice Guidelines are established and adopted. The incorporation of any new 
Perinatal Services NetworkPractice Guidelines into this Contract shall not require a formal 
amendment. 

Contractor receiving SABG funds must adhere to the Perinatal Services NetworkPractice 
Guidelines, regardless of whether the Contractor exchanges perinatal funds for additional 
discretionary funds. 

S. Byrd Anti-Lobbying Amendment (31 USC 1352) 

Contractor certifies that it will not and has not used Federal appropriated funds to pay any 
person or organization for influencing or attempting to influence an officer or employee of any 
agency, a member of Congress, officer or employee of Congress, or an employee of a member 
of Congress in connection with obtaining any Federal contract, grant or any other award 
covered by 31 USC 1352. Contractor shall also disclose to DHCS any lobbying with non­
Federal funds that takes place in connection with obtaining any Federal award. 

T. Nondiscrimination in Employment and Services 

By signing this Contract, Contractor certifies that under the laws of the United States and the 
State of California, incorporated into this Contract by reference and made a part hereof as if set 
forth in full , Contractor will not unlawfully discriminate against any person. 

U. Federal Law Requirements: 

1. Title VI of the Civil Rights Act of 1964, Section 2000d, as amended, prohibiting 
discrimination based on race, color, or national origin in federally-funded programs. 

2. Title VIII of the Civil Rights Act of 1968 (42 USC 3601 et seq.) prohibiting discrimination on 
the basis of race, color, religion, sex, handicap, familial status or national origin in the sale 
or rental of housing. 

3. Age Discrimination Act of 1975 (45 CFR Part 90), as amended 42 USC Sections 6101 -
6107), which prohibits discrimination on the basis of age. 

4. Age Discrimination in Employment Act (29 CFR Part 1625). 

5. Title I of the Americans with Disabilities Act (29 CFR Part 1630) prohibiting discrimination 
against the disabled in employment. 

6. Title II of the Americans with Disabilities Act (28 CFR Part 35) prohibiting discrimination 
against the disabled by public entities. 

7. Title Ill of the Americans with Disabilities Act (28 CFR Part 36) regarding access .. 
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8. Section 504 of the Rehabilitation Act of 1973, as amended (29 USC Section 794), 
prohibiting discrimination on the basis of individuals with disabilities. 

9. Executive Order 11246 (42 USC 2000(e) et seq. and 41 CFR Part 60) regarding 
nondiscrimination in employment under federal contracts and construction contracts greater 
than $10,000 funded by federal financial assistance. 

10. Executive Order 13166 (67 FR 41455) to improve access to federal services for those with 
limited English proficiency. 

11 . The Drug Abuse Office and Treatment Act of 1972, as amended, relating to 
nondiscrimination on the basis of drug abuse. 

12. Confidentiality of Alcohol and Drug Abuse Patient Records (42 CFR Part 2, Subparts A -
E). 

V. State Law Requirements: 

1. Fair Employment and Housing Act (Government Code Section 12900 et seq.) and the 
applicable regulations promulgated thereunder (2 CCR 7285.0 et seq.). 

2. Title 2, Division 3, Article 9.5 of the Government Code, commencing with Section 11135. 

3. Title 9, Division 4, Chapter 8 of the CCR, commencing with Section 13000. 

4 . No state or federal funds shall be used by the Contractor or its subcontractors for sectarian 
worship, instruction, or proselytization. No state funds shall be used by the Contractor or its 
subcontractors to provide direct, immediate, or substantial support to any religious activity. 

5. Noncompliance with the requirements of nondiscrimination in services shall constitute 
grounds for DHCS to withhold payments under this Contract or terminate all, or any type, of 
funding provided hereunder. 

W. Additional Contract Restrictions 

1. This Contract is subject to any additional restrictions, limitations, or conditions enacted by 
the federal or state governments that affect the provisions, terms, or funding of this Contract 
in any manner. 

X. Information Access for Individuals with Limited English Proficiency 

1. Contractor shall comply with all applicable provisions of the Dymally-Alatorre Bilingual 
Services Act (Government Code sections 7290-7299.8) regarding access to materials that 
explain services available to the public as well as providing language interpretation 
services. 

2. Contractor shall comply with the applicable provisions of Section 1557 of the Affordable 
Care Act (45 CFR Part 92), including, but not limited to, 45 CFR 92.201, when providing 
access to: (a} materials explaining services available to the public, (b} language assistance, 
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(c) language interpreter and translation services, and (d) video remote language 
interpreting services. 

Y. Subcontract Provisions 

Contractor shall include all of the foregoing Part II general provisions in all of its subcontracts. 
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Part 111- Reporting Requirements 
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Contractor agrees that DHCS has the right to withhold payments until Contractor has submitted 
any required data and reports to DHCS, as identified in this Exhibit A, Attachment I or as identified 
in Document 1 F (a), Reporting Requirement Matrix for Counties. 

A. The Contractor shall complete the following: 
1. Quarterly Federal Financial Management Report CQFFMR) 

a) The Contractor shall submit the QFFMR Form 5089 located: 
http:l/www.dhcs.ca.gov/provgovpart/Pages/SUD Forms.aspx. The 
Contractor shall submit the QFFMR describing the preceding quarter's 
SABG expenditure by March 1, June 1, September 1, and December 1 of 
each year. 

2. SABG Quarterly Ledger Detail 
a) The Contractor shall submit Form 5117 located: 

http:l/www.dhcs.ca.gov/provgovpart/Pages/SUD Forms.aspx. This form 
shall serve as backup detail for the QFFMR. The Contractor shall submit 
Form 5117 by March 1, June 1, September 1, and December 1 of each year. 

3. Budget Plan Report 
a) The Contractor shall submit Form 5116 located: 

http:l/www.dhcs.ca.gov/provgovpart/Pages/SUD Forms.aspx. This form 
shall set forth the budget for all funds from all sources that the Contractor 
intends to use to provide alcohol and other drug abuse services. The 
Contractor shall submit the form annually by May 15. 

Quarterly Federal Finansial Management Report (QFFMR) Quarterly lnvoising 

Quarterly invoises serve as the Quarterly Federal Financial Management Report (QFFMR). 
The Contractor shall submit the QFFMR quarterly to reflect cumulative SABG expenditures. 

For the beginning of each federal award year, the due dates are: 

December 1 161 Quarterly Expenditures 

March 1 1&t~Ad Quarterly Expenditures 

June 1 161,aR4, and 314 Cumulative Expenditures 

September 1 Total Fiscal Year Expenditures 

B. California Outcomes Measurement System for Treatment (CatOMS-Tx) 

The CalOMS-Tx business rules and requirements are: 

1. Contractor shall internally comply with the CalOMS-Tx data collection system requirements 
for submission of CalOMS-Tx data or contract with a software vendor that does. If 
applicable, a Business Associate Agreement (BAA) shall be established between the 
Contractor and the software vendor, and the BAA shall state that DHCS is allowed to return 
the processed CalOMS-Tx data to the vendor that supplied the data to DHCS. 
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2. Contractor shall conduct information technology (IT) systems testing and pass State 
certification testing before commencing submission of CalOMS-Tx data. If the Contractor 
subcontracts with a vendor for IT services, Contractor is responsible for ensuring that the 
subcontracted IT system is tested and certified by the DHCS prior to submitting CalOMS-Tx 
data. If Contractor changes or modifies the CalOMS-Tx IT system, then Contractor shall re­
test and pass state re-certification prior to submitting data from the new or modified system. 

3. Electronic submission of CalOMS-Tx data shall be submitted by Contractor within 45 days 
from the end of the last day of the report month. 

4. Contractor shall comply with data collection and reporting requirements established by the 
DHCS CalOMS-Tx Data Collection Guide (Document 3J) and all former Department of 
Alcohol and Drug Programs Bulletins and DHCS Information Notices relevant to 
CalOMS-Tx data collection. 

5. Contractor shall submit CalOMS-Tx admission, discharge, annual update, resubmissions of 
records containing errors or in need of correction, and "provider no activity" report records 
in an electronic format approved by DHCS. 

6. Contractor shall comply with the CalOMS-Tx Data Compliance Standards established by 
DHCS identified in Document 3S for reporting data content, data quality, data 
completeness, reporting frequency, reporting deadlines, and reporting method. 

7. Contractor shall participate in CalOMS-Tx informational meetings, trainings, and conference 
calls. Contractor staff responsible for CalOMS-Tx data entry must have sufficient 
knowledge of the CalOMS-Tx Data Quality Standards,~aAII new CalOMS-Tx users, whether 
employed by the Contractor or its subcontractors, shall participate in CalOMS-Tx trainings 
prior to inputting data into the system. 

8. Contractor shall implement and maintain a system that complies with the CalOMS-Tx data 
collection system requirement for electronic submission of CalOMS-Tx data. 

9. Contractor shall meet the requirements as identified in Exhibit F, Privacy and Information 
Security Provisions and Exhibit F, Attachment I - Social Security Administration Agreement. 

C. Pre1Jention Data Collection and Reporting ServicePrimary Prevention Substance Use 
Disorder Data Service 

The Primary Prevention Substance Use Disorder Data Service (PPSDS) Collection and 
Reporting Service business rules and requirements are: 

1. Contractors and/or subcontractors receiving SABG Primary Prevention Set-Aside funding 
shall input planning, service/activity and evaluation data into the service. When submitting 
data, Contractor shall comply with the Pre1Jention PPSDS Data Quality Standards 
(Document #1T 
http://www.dhcs.ca.gov/provgovpart/Documents/Substance%20Use%20Disorder­
PPFD/PPSDS Data Quality Standards.pdf ). 

2. Contractor shall report services/activities by the date of occurrence on an ongoing basis 
throughout each month. Contractor shall submit all data for each month no later than the 
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1 Q1h day of the following month. 

3. Contractor shall review all data input into the prevention data collection service on a 
quarterly basis. Contractor shall verify that the data meets the Prevention PPSDS 
Data Quality Standards. Certification is due by the last day of the month following the end 
of the quarter. 

4. Contraster shall report progress to DHCS on the goals and objectives in the County SPP 
(as described in Exhibit A, Attachment I, Part I, Section 2 (B) (2)) on an annual basis by 
September JQlh of eaoh fiscal year. 

4. If Contractor cannot meet the established due dates, a written request for an extension 
shall be submitted to DHCS Prevention Analyst 10 calendar days prior to the due date 
and must identify the proposed new due date. Note that extensions will only be 
granted due to system or service failure or other extraordinary circumstances. 

5. In order to ensure that all persons responsible for prevention data entry have sufficient 
knowledge of the Prevention PPSDS Data Quality Standards, all new users of the service, 
whether employed by the Contractor or its subcontractors, shall participate in prevention 
data oolleotion and reportingPPSDS training prior to inputting any data. 

D. System Failures and Contractor Obligations Regarding CalOMS-Tx and PPSDS 
Prevention Data Collection and Reporting Requirements General Information 

1. If the Contractor experiences system or service failure or other extraordinary circumstances 
of CalOMS Tx that affect.§. its ability to timety submit timely CalOMS-Tx and/or prevention 
data.a., and or meet other CalOMS Tx and/or prevention data oomplianoe requirements, 
Contractor shall report the problem in writing by secure, encrypted e-mail to DHCS ey-e­
fAa# at: ITServiceDesk@dhcs.ca.qov. before the established data submission deadlines. 
The written notice shall inolude a remediation plan that is subject to review and approval by 
DHCS. A graoe period of up to 60 days may be granted, at the State's sole discretion, for 
the Contractor to resolve the problem before SABG payments are withheld . 

2. If the Contractor is unable to submit CalOMS Tx data due to system or service failure 
or other extraordinary circumstance, a written notice shall be submitted prior to the 
data submission deadline at: SUDCalomssupport@dhcs.ca.gov. The written notice 
shall include a remediation plan that is subject to review and approval by DHCS. A 
grace period of up to 60 days may be granted, at the State's sole discretion, for the 
Contractor to resolve the problem before SABG payments are withheld. 

3. If the Contractor experiences system or service failure or other extraordinary 
circumstances of PPSDS that affects its ability to submit timely PPSDS data, 
Contractor shall report the problem to the PPSDS Help Desk at (916) 552-8933 or 
PrimaryPvSUDData@dhcs.ca.gov. 

4. If the Contractor is unable to submit PPSDS data due to system or service failure or 
other extraordinary circumstance, a written notice shall be submitted to the assigned 
DHCS Prevention Analyst prior to the data submission deadline and must identify the 
proposed new due date. 
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5. If DHCS experiences system or service failure, no penalties will be assessed to the 
Contractor for late data submission. 

6. Contractor shall comply with the treatment and prevention data quality standards 
established by DHCS. Failure to meet these standards on an ongoing basis may result in 
withholding SABG funds. 

7. If the Contractor submits data after the established deadlines, due to a delay or problem, 
Contractor is still responsible for collecting and reporting data from time of delay or 
problem. 

E. Drug and Alcohol Treatment Access Report (DATAR) 

The DA TAR business rules and requirements are: 

.1:. The Contractor shall be responsible for ensuring that the Contractor-operated treatment 
services and all treatment providers, with whom Contractor makes a contract or otherwise 
pays for the services, submit a monthly DAT AR report in an electronic copy format as 
provided by DHCS. 

In those instances, whore the Contractor maintains, either directly or indirectly, a central. 
intake unit or equivalent which provides intake services including a 111aiting list, the 
Contractor shall identif}' and begin submitting monthly DATAR reports for the central intake 
unit by a date to be specified by DHCa. 

2. The Contractor shall ensure that treatment providers who reach or exceed 90 percent 
of their dedicated capacity, report this information to DHCSOWPS@dhcs.ca.gov 
within seven days of reaching capacity. 

3. The Contractor shall ensure that all DAT AR reports are submitted by either Contractor­
operated treatment services and by each subcontracted treatment provider to DHCS by the 
1 Q1h of the month following the report activity month. 

4. The Contractor shall ensure that all applicable providers are enrolled in DHCS' web-based 
DATARWeb program for submission of data, accessible on the DHCS website when 
executing the subcontract. 

5. If the Contractor or its subcontractor experiences system or service failure or other 
extraordinary circumstances that affect its ability to timely submit a monthly DATAR report, 
and/or to meet data compliance requirements, the Contractor shall report the problem in 
writing by secure, encrypted e-mail to.; DHCS bye mailat.:. ITServiceDesk@dhcs.ca.gov 
before the established data submission deadlines. The written notice shall include a 
corrective action planCAP that is subject to review and approval by DHCS. A grace period 
of up to 60 days may be granted, at DHCS' sole discretion, for the Contractor to resolve the 
problem before SABG payments are withheld pursuant to 45 CFR Section 75.371 and HSC 
Section 11817.8. (See Exhibit B, Part II, Section (2)(A)(6)). 

6. If DHCS experiences system or service failure, no penalties will be assessed to Contractor 
for late data submission. 
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L. The Contractor shall be considered compliant if a minimum of 95% of required DAT AR 
reports from the Contractor's treatment providers are received by the due date. 

F. Charitable Choice 

Contractor shall document the total number of referrals necessitated by religious objection to 
other alternative SUD providers. The Contractor shall annually submit this information to 
DHCS' Program Support and Grants Management Branch by e-mail at 
DHCSSUDCharitableChoice@dhcs.ca.gov by October 151• The annual submission shall 
contain all substantive information required by DHCS and be formatted in a manner prescribed 
by DHCS. 

G. Master Provider File (MPF) Documentation RequirementsSubcontractor Documentation 

Contractor shall require its subcontractors that are not licensed or certified by DHCS to 
complete and submit non drug Medi Cal organizational forms within ao days of the execution of 
an initial subcontract, within QO days of the renewal or continuation of an existing swbcontr:act or 
when there has been a change in swbcontr:actor name or ovmership. !!'Jon Drug Medi Cal 
Organizational forms shall be submitted throwgh 
http:/,,.,\0,'PN.ahcs.ca.gov/provgovpart.LPagos/Mastor Provider File Database Resources.asp*. 
Organizational documents shall include the swbcontractor's Articles of Incorporation or 
Partnership Agreements (as applicable), business licenses, fictitious name permits, and such 
other information and documentation as may be requested by DHGS. 
The Department shall generate a County MPF Report for the Contractor on the last day 
of each month and shall send the report to the Contractor. The Contractor shall review 
the County MPF Report and confirm whether the information, including the contract 
status and identification information for each provider listed in the County MPF Report. 
is accurate and up to date. 

If any information contained in the County MPF Report is inaccurate or has changed, 
Contractor shall send a written notification to the MPF mailbox at 
DHCSMPF@dhcs.ca.gov within five business days of the Department's issuance of the 
County MPF report. If a Non-DMC provider's information is not accurate or has changed. 
the Contractor shall submit the "Existing Provider Information Update/Change Form" to 
the MPF mailbox at DHCSMPF@dhcs.ca.gov within five business days of the 
Department's issuance of the County MPF report. If the contract status has changed for 
either a DMC or Non-DMC provider, the Contractor shall submit the "Existing Provider 
Information Update/Change Form" to the MPF mailbox at DHCSMPF@dhcs.ca.gov within 
five business days of the Department's issuance of the County MPF report. Specific 
types of changes and/or inaccuracies include. but are not limited to, a change in an 
existing provider's contract status with the County, a change in scope of services, 
remodeling of the provider's facility, relocation or facility expansion, or closing of a 
facility site. 

When establishing a new subcontractor relationship, the Contractor shall submit the 
"New Provider Information Form (Non-DMC) Form" to request a new record be created 
in the MPF database to identify the new subcontractor. A new CalOMS Data Reporting 
Number (DRN) will be assigned to the facility. The Contractor's obligation to review the 
accuracy of the records of their sub-contracted provider(s) extends to all county and 
out-of-county SUD providers, regardless of the funding source or DHCS licensing and/or 
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All SUD Provider Information forms can be requested from the MPF Team through the 
electronic mail address: DHCSMPF@dhcs.ca.gov 

H. Failure to meet required reporting requirements shall result in: 

1. DHCS will issue aA Notice of Deficiency (Deficiencies) issued to Contractor regarding 
specified providers with a deadline to submit the required data and a request for a CAP to 
ensure timely reporting in the future. DHCS will approve or reject the CAP or request 
revisions to the CAP, which shall be resubmitted to the DHCS within 30 days. 

2. If the Contractor has not ensured compliance with the data submission or CAP request 
within the designated timeline, then DHCS shall withhold funds until all data is submitted. 
DHCS shall inform the Contractor when funds will be withheld. 
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Part IV - Definitions 

County of Santa Barbara 
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The words and terms of this Contract are intended to have their usual meanings unless a particular 
or more limited meaning is associated with their usage pursuant to Division 10.5 of HSC, Section 
11750 et seq., and Title 9, CCR, Section 9000 et seq. 

A. "Available Capacity" means the total number of units of service (bed days, hours, slots, etc.} 
that a Contractor actually makes available in the current fiscal year. 

B. "Contractor" means the county identified in the Standard Agreement or the department 
authorized by the County Board of Supervisors to administer substance use disorder programs. 

C. " Corrective Action Plan (CAP)" means the written plan of action document which the 
Contractor or its subcontracted service provider develops and submits to DHCS to address or 
correct a deficiency or process that is non-compliant with laws, regulations or standards. 

D. "County" means the county in which the Contractor physically provides covered substance 
use treatment services. 

E. "Days" means calendar days, unless otherwise specified. 

F. "Dedicated Capacity" means the historically calculated service capacity, by modality, adjusted 
for the projected expansion or reductiori in services, which the Contractor agrees to make 
available to provide SABG services to persons eligible for Contractor's services. 

G. "First Tier Sub reGipient" moans tho "Contractor'' identifiee in the Standard Agreement or the 
eepartment authorizee by the County Board of Supervisors to administer substance use 
eisorder programs funded by the SABG. 

G. "Final Allocation" means the amount of funds identified in the last allocation letter issued by 
DHCS for the current fiscal year. 

H. "Final Settlement" means permanent settlement of the Contractor's actual allowable costs or 
expenditures as determined at the time of audit, which shall be completed within three years of 
the date the year-end cost settlement report was accepted for interim settlement by DHCS. If 
the audit is not completed within three years, the interim settlement shall be considered as the 
final settlement. 

L. "Interim Settlement" means temporary settlement of actual allowable costs or expenditures 
reflected in the Contractor's year-end cost settlement report. 

J. "Key points of contact" means common points of access to substance use treatment 
services from the county, including but not limited to the county's beneficiary problem resolution 
process, county owned or operated or contract hospitals, and any other central access 
locations established by the county. 

K. "Maximum Payable" means the encumbered amount reflected on the Standard Agreement of 
this Contract and supported by Exhibit B, Attachment I. 
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L. "Modality" means those necessary overall general service activities to provide substance use 
disorder services as described in Division 10.5 of the HSC. 

M. "SABG Amount" means the contracted amount of SABG funds for services agreed to by 
DHCS and the Contractor. 

N. "Performance" means providing the dedicated capacity in accordance with Exhibit B, 
Attachment I, and abiding by the terms of this Exhibit, including all applicable state and federal 
statutes, regulations, and standards, including Alcohol and/or Other Drug Certification 
Standards (Document 1 P), in expending funds for the provision of substance use disorder 
services hereunder. 

0 . "Preliminary Settlement" means the settlement of only SABG funding for counties that do 
include DMC funding. 

P. "Revenue" means Contractor's income from sources other than DHCS allocation. 

Q. "Room and board" means payment of the cost of the lodging (or a room) and food. 

R. "Second Tier Sub recipient" means an entity that has entered into an agreement v,iith the 
Contractor to be a pro•,ider of substance use disorder seP1ices funded by the SABG. 

R. "Service Area" means the geographical area under Contractor's jurisdiction. 

S. "Service Element" is the specific type of service performed within the more general service 
modalities. A list of the service modalities and service elements and service elements codes is 
incorporated into this Contract as Document 1 H(a) "Service Code Descriptions". 

T. "State" means the Department of Health Care Services or DHCS. 

U. "Sub-recipient Pre-Award Risk Assessment" means the Contractor's responsibility to review 
the merit and risk associated with all potential grant recipients prior to making an award as 
described in 2 CFR Part 200 Uniform Administrative Requirements, Cost Principles and Audit 
Requirements for Federal Awards, commonly referred to as the Uniform Guidance. 

~ "Utilization" means the total actual units of service used by clients and participants further 
defined as the count of persons with initial admissions and subsequent admission(s) to an 
episode of care. 
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DOCUMENTS INCORPORATED BY REFERENCE 

The following documents are hereby incorporated by reference into the County contract though 
they may not be physically attached to the contract but will be issued in a CD under separate 
cover: 

Document 1 A: 

Document 1 B: 

Document 1C: 

Document 1 F(a): 

Document 1 G: 

Document 1 K: 

Dooument 1 N: 

Dooument 1 O: 

Document 1 P: 

Dooument 1T : 

Document 1V: 

Document 2F(b): 

Title 45, Code of Federal Regulations 96, Subparts C and L, Substance 
Abuse Prevention and Treatment Block Grant Requirements 

https:/lwww.gpo.gov/fdsys/granule/CFR-2005-title45-vo11/CFR-2005-title45-
vol1-part96 

Title 42, Code of Federal Regulations, Charitable Choice Regulations 

https://www.law.cornell .edu/cfr/text/42/part-54 

Driving-Under-the-Influence Program Requirements 

Reporting Requirement Matrix - County Submission Requirements for the 
Department of Health Care Services 

Perinatal Services t>JetworkPractice Guidelines 2016 17FY 2018-19 

http:.(bJAw1.dhos.oa.gov/servicos/adp/Documents/psng%20FY%202016 

~ 
https://www.dhcs.ca.gov/individuals/Documents/Perinatal Practice Gu 
idelines FY1819.pdf 

Drug and Alcohol Treatment Access Report (DA TAR) User Manual 

http://www.dhcs.ca.gov/provgovpart/Pages/DA TAR. aspx 

Guide to Writing a Strategic Prevention Plan 

Strategic Prevention Plan \t\'-Orkbook for Counties 

Alcohol and/or Other Drug Program Certification Standards 
(May 1, 2017) 

http://www.dhcs.ca.gov/Documents/DHCS AOD Certification Standards.pd 

f 

CalOMS Prevention Data Quality Standards 

Youth Treatment Guidelines 

http:/lwww .dhcs.ca.gov/individuals/Documents/Y outh Treatment Guidelines 

.JK!f 

Minimum Quality Drug Treatment Standards for SABG 
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Document 2P: 

Document 3G: 

Document 3H: 

Document 3J: 

Document 30: 

Document 3S: 

Document 3T: 

Document 3T(a): 

Document 3V : 

Document 5A : 
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County Certification - Cost Report Year-End Claim For Reimbursement 

California Code of Regulations, Title 9- Rehabilitation and Developmental 
Services, Division 4 - Department of Alcohol and Drug Programs, Chapter 4 
- Narcotic Treatment Programs 

http://tJNAY.ca I regs .com https ://govt. westlaw.com/calregs/Search/1 ndex 

California Code of Regulations, Title 9 - Rehabilitation and Developmental 
Services, Division 4 - Department of Alcohol and Drug Programs, Chapter 8 
- Certification of Alcohol and Other Drug Counselors 

http://www.calregs.com https://govt.westlaw.com/calregs/Search/lndex 

CalOMS Treatment Data Collection Guide 

http://www.dhcs.ca.gov/provgovpart/Documents/CalOMS Tx Data Collection G 
uide JAN%202014.pdf 

Quarterly Federal Financial Management Report (QFFMR) 

http://\wA•1.dhcs.ca.go1llprovgovpart/Pages/aUD Forms.aspx 

CalOMS Treatment Data Compliance Standards 

http://www.dhcs.ca.gov/provgovpart/Documents/CalOMS data cmpliance% 
20standards%202014.pdf 

Non-Drug Medi-Cal and Drug Medi-Cal DHCS Local Assistance Funding 
Matrix 

SAPT Authorized and Restricted Expenditures Information (April 2017) 

Culturally and Linguistically Appropriate Services (CLAS) National Standards 

https://www.minorityhealth.hhs.gov/omh/browse.aspx?lvl=2&lvlid=53 

Confidentiality Agreement 
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Part I - General Fiscal Provisions 

Section 1 - General Fiscal Provisions 

A. Fiscal Provisions 

County of Santa Barbara 
17-94159 A01 

For services satisfactorily rendered, and upon receipt and approval of documentation as 
identified in Exhibit A, Attachment I, Part Ill, the Department of Health Care Services (DHCS) 
agrees to compensate the Contractor for actual expenditures incurred in accordance with the 
rates and/or allowable costs specified herein. 

B. Funding Authorization 

Contractor shall bear the financial risk in providing any substance use disorder services 
covered by this Contract. 

C. Availability of Funds 

It is understood that, for the mutual benefit of both parties, this Contract may have been written 
before ascertaining the availability of congressional appropriation of funds in order to avoid 
program and fiscal delays that would occur if this Contract were not executed until after that 
determination. If so, DHCS may amend the amount of funding provided for in this Contract 
based on the actual congressional appropriation. 

D. Budget Contingency Clause 

It is mutually agreed that if the Budget Act of the current year and/or any subsequent years 
covered under this Contract does not appropriate sufficient funds for the program, this Contract 
shall be of no further force and effect. In this event, DHCS shall have no liability to pay any 
funds whatsoever to Contractor or to furnish any other considerations under this Contract and 
Contractor shall not be obligated to perform any provisions of this Contract. 

If the funding for any fiscal year is reduced or deleted by the Budget Act for purposes of this 
program, DHCS shall solely have the option to either cancel this Contract with no liability 
occurring to DHCS, or offer an amended agreement to Contractor to reflect the reduced 
amount. 

E. Expense Allowability / Fiscal Documentation 

1. Invoices, received from a Contractor and accepted and/or submitted for payment by DHCS, 
shall not be deemed evidence of allowable agreement costs. 

2. Contractor shall maintain for review, audit, and supply to DHCS upon request, adequate 
documentation of all expenses claimed pursuant to this Contract to permit a determination 
of expense allowability. 

3. If the allowability or appropriateness of an expense cannot be determined by DHCS 
because invoice detail, fiscal records, or backup documentation is nonexistent or 
inadequate according to generally accepted accounting principles, and generally accepted 
governmental audit standards, all questionable costs may be disallowed and payment may 
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be withheld by DHCS. Upon receipt of adequate documentation supporting a disallowed or 
questionable expense, reimbursement may resume for the amount substantiated and 
deemed allowable. 

4. Costs and/or expenses deemed unallowable shall not be reimbursed or, if mistakenly 
reimbursed, those costs and/or expenses shall be subject to recovery by DHCS pursuant to 
HSC Code 11817.S(e). 

F. Maintenance of Effort for the Substance Abuse Prevention and Treatment Block Grant 

1. Notwithstanding any other provision in this Contract, the Director of DHCS may reduce 
federal funding allocations, on a dollar-for-dollar basis, to a county that has-a reduced or 
anticipates reduced expenditures in a way that would result in a decrease in California's 
receipt of Federal Substance Abuse Prevention and Treatment Block Grant (SABG) funds 
(42 United States Code (U.S.C.) Sect 300x-30). 

2. Prior to making any reductions pursuant to this subdivision, the Director shall notify all 
counties that county underspending will reduce the Federal SABG Maintenance Of Effort 
(MOE). Upon receipt of notification, a county may submit a revision to the county budget 
initially submitted pursuant to HSC Section 11798 subdivision(a) in an effort to maintain the 
statewide SABG MOE. 

3. Pursuant to HSC Section 11814(d)(3), a county shall notify DHCS in writing of proposed 
local changes to the county's expenditure of funds. DHCS shall review and may approve 
the proposed local changes depending on the level of expenditures needed to maintain 
DHCS wide SABG MOE. 

G. SABG Primary Prevention Services Expenditure Requirement 

Pursuant to Title 42, U.S.C. Section 300x-22(a), the Contractor shall expend a minimum of 20 
percent of SABG funds for primary prevention services. The Contractor shall expend primary 
prevention funds for strategies, programs.a. and services directed at individuals who have not 
been determined to require treatment for a substance use disorder. These programs shall 
educate and counsel individuals on substance abuse and provide for activities to reduce the 
risk of sucti abuse by the individuals. The Contractor shall give priority to programs for 
populations that are at risk of developing a pattern of substance abuse and ensure that those 
programs develop community-based prevention strategies. 

H. SABG Women Services Expenditure Requirement 

Pursuant to Title 42, U.S.C. 5 Section 300x-22(b) and 45 Code of Federal Regulations (CFR) 
96.124(c), for each state fiscal year (SFY) the Contractor shall expend an amount of SABG 
funds not less than the amount expended by the Contractor in fiscal year 1994 on perinatal 
services, pregnant women, and women with dependent children. The Contractor shall expend 
that percentage either by establishing new programs or expanding the capacity of existing 
programs in the manner described in Exhibit G of the annual SABG allocation, "County Share 
of SABG Women Services Expenditure Requirements" (found at . 
http://www.dhcs.ca.gov/formsandpubs/Documents/lnfo%20Notice%202015/11-Exhibit G.pdf). 
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Section 2 - General Fiscal Provisions - SABG 

A. Revenue Collection 

Contractor shall conform to revenue collection requirements in HSC Sections 11841 , by raising 
revenues in addition to the funds allocated by DHCS. These revenues include, but are not 
limited to, fees for services, private contributions, grants, or other governmental funds. These 
revenues shall be used in support of additional alcohol and other drug services or facilities. 
Each alcohol and drug program shall set and collect client fees based on the client's ability to 
pay. The fee requirement shall not apply to prevention and early intervention services. 
Contractor shall identify in its annual cost report the types and amounts of revenues collected. 

8 . Cost Efficiencies 

It is intended that the cost to the Contractor in maintaining the dedicated capacity and units of 
service shall be met by the SABG funds allocated to the Contractor and other Contractor or 
subcontractor revenues. Amounts awarded pursuant to Exhibit A, Attachment I, Part I, shall not 
be used for services where payment has been made, or can reasonably be expected to be 
made under any other state or federal compensation or benefits program, or where services 
can be paid for from revenues. 
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Part II - Reimbursements 

Section 1 - General Reimbursement 

A Prompt Payment Clause 

County of Santa Barbara 
17-94159 A01 

Payment will be made in accordance with, and within the time specified in, Government Code 
Chapter 4.5, commencing with Section 927. 

B. Amounts Payable 

1. The amount payable under this Contract shall not exceed the amount identified on the State 
of California Standard Agreement form STD 213 DHCS. 

2. Reimbursement shall be made for allowable expenses up to the amount annually 
encumbered commensurate with the state fiscal year in which services are performed 
and/or goods are received. 

3. The funds identified for the fiscal years covered by this Section, within this Exhibit, are 
subject to change depending on the availability and amount of funds appropriated by the 
Legislature and the Federal Government. The amount of funds available for expenditure by 
the Contractor shall be limited to the amount identified in the final allocations issued by 
DHCS for that fiscal year or the SABG amount, whichever is less. Changes to allocated 
funds will require a written amendment to the Contract. 

4. For each fiscal year, DHCS may settle costs for services based on the year-end cost 
settlement report. The year-end cost settlement shall be the final amendment for the state 
fiscal year. 

Section 2 - Substance Abuse Prevention and Treatment Block Grant CSABG) 

A. Amounts Payable for SABG 

1.:. DHCS shall reimburse the Contractor monthly in arrears based upon quarterly invoicing. 
an amount equal to one twelfth of the maximum amount allowed pursuant to Exhibit B of 
the Contrast or the most resent allocation based on the Budget .'\st .'\llooation, whichever is 
less. Final allocations 'Nill reflect any increases or reductions in the appropriations as 
reflected in DHCS Budget .'\st allocation and any subsequent allocation revisions. 

2. Quarterly Invoicing-Quarterly Federal Financial Management Report (QFFMR) 

a) Chapter 8760 of the State Administrative Manual requires DHCS to establish control 
mechanisms to ensure that the Contractor does not spend beyond its allocation and 
that DHCS does not reimburse beyond the Contractor's allocation. The Contractor shall 
complete qQFFMRs invoices as prescribed in Exhibit A, Attachment I, Part Ill, 
Section A, Subsection 1.by DHCS that serve as expenditure reports during the fiscal 
yeai;. These quarterly QFFMRs serve as expenditure reports and invoices for 
payment. The Contractor shall incur expenditures before receiving payment from its 
allocation. These expenditures are documented as totals in aggregate. 
Quarterly invoices are due: 

Page 4 of 13 



Exhibit 8 A1 
Budget Detail and Payment Provisions 

.. December 1 1&t Quarter 
• March 1 2'*' Quarter 
.. June 1 aRI Quarter 
• September 1 4'*' Quarter 

County of Santa Barbara 
17-94159 A01 

These invoices serve as payment authorizations. Payment authorizations are analyzed 
by DHCS to ensure that costs are reasonable and do not exceed the Contractor's 
allocation. Inaccuracies in the report shall be resolved by the Contractor prior to 
receiving payment. These quarterly invoices serve as the Quarterly Federal Financial 
Management Report (QFFMR). 

b) The Contractor shall submit the QFFMR describing the preceding quarter's SABG 
expenditure by March 1, June 1, September 1, and December 1 of each year. 

c) DHCS shall review QFFMR reports to ensure that costs are reasonable and do not 
exceed the Contractor's allocation. Inaccuracies in the report shall be resolved by 
the Contractor prior to receiving payment. 

a. Monthly disbursements to the Contractor at the beginning of each fiscal year of the Contract 
shall be based on tho preliminary allocation of funds, as detailed in Section 2 of this Exhibit. 

4. Based on tho expenditure information submitted by the counties in tho QFFMR (Document 
30), m~cs may ad:iust monthly payments of encumbered block grant federal funds to 
extend the length of time (not to exceed 21 months) over which payments of federal funds 
will be made. 

3. Pursuant to 45 CFR Section 75.371 and HSC Section 11817.8, DHCS may withhold 
monthly SABG payments if the Contractor fails to: 

a) Submit timely reports and data required byany forms and reports to DHCS by each 
due date, including but not limited to, formsreports required pursuant to Exhibit A, 
Attachment I, Part Ill. 

b) Submit a Contract amendment within 90 days from issuance from DHCS to the 
Contractor. 

c) Submit monitoring reports and attest to the completion of Corrective Action Plans 
(CAP§}-for services provided pursuant to this Contract. 

d) Monitor its subcontractors annually pursuant to Exhibit A, Attachment I, Part I. 

4. In the event DHCS withholds SABG payment, the Contractor's payment shall commence 
with the next scheduled monthly payment following DHCS' receipt and acceptance of 
complete and accurate reports, data, or executed Contract. The payment shall include any 
funds withheld pursuant to Section 2(A)(5). 

5. Adjustments may be made to the total Contract amount and funds may be withheld from 
payments otherwise due to the Contractor hereunder, for nonperformance to the extent that 
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nonperformance involves fraud, abuse, or failure to achieve the objectives of the provisions 
of Exhibit A, Attachment I, Part I. 

B. Payment Provisions 

For each fiscal year, the total amount payable by DHCS to the Contractor for services provided 
under Exhibit A, Attachment I, Part I, shall not exceed the encumbered amount. The funds 
identified for the fiscal years covered by Exhibit A, Attachment I, Part I, are subject to change 
depending on the availability and amount of funds appropriated by the Legislature and the 
Federal Government. Changes to encumbered funds require a written amendment to the 
Contract. DHCS may settle costs for SABG services based on the year-end cost settlement 
report as the final amendment to the approved single state/county Contract. 

C. In the event of a Contract amendment, as required by the preceding paragraph, the Contactor 
shall submit to DHCS the information identified in Exhibit E, Section (1)(8). To the extent the 
Contractor is notified of the State Budget Act allocation prior to the execution of the Contract, 
DHCS and the Contractor may agree to amend the Contract after the issuance of the first 
Budget Act allocation. 

D. Accrual of Interest 

Any interest accrued from state-allocated funds and retained by the Contractor shall be used 
for the same purpose as DHCS:allocated funds from which the interest was accrued. 

E. Expenditure Period 

SABG funds are allocated based upon the Federal Grant award period. These funds must be 
expended for activities authorized pursuant to 42 USC Sections 300x-21 through 300x-66, and 
Title 45 CFR 96.120 et seq., within the availability period of the grant award. Any SABG funds 
that have not been expended by the Contractor at the end of the expenditure period identified 
below shall be returned to DHCS for subsequent return to the Federal Government. 

1. The expenditure period of the FFY 2015 award is October 1, 2015 through June 30, 2017. 

2. The expenditure period of the FFY 2016 award is October 1, 2016 through June 30, 2018. 

3. The expenditure period of the FFY 2017 award is October 1, 2017 through June 30, 2019. 

4. The expenditure period of the FFY 2018 award is October 1, 2018 through June 30, 2020. 

5. The expenditure period of the FFY 2019 award is October 1, 2019 through June 30, 2021 . 

F. Contractors receiving SABG funds shall comply with the financial management standards 
contained in 45 CFR Sections 75.302(b)(1) through (6), and 45 CFR Section 96.30. 

G. Non-profit subcontractors receiving SABG funds shall comply with the financial management 
standards contained in 45 CFR Section 75.302(b)(1) through (4) and (b)(7), and 45 CFR 
Section 96.30. 
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H. Contractors receiving SABG funds shall track obligations and expenditures by individual SABG 
award, including, but not limited to, obligations and expenditures for primary prevention, 
services to pregnant women and women with dependent children. "Obligation" shall have the 
same meaning as used in 45 CFR Section 75.2. 

I. Restrictions on the Use of SABG Funds 

Pursuant to 42 USC 300x 31, Contractor shall not use SABG funds provided by the Contract 
on the following activities: 

1. Provide inpatient services. 

2. Make cash payment§. to intended recipients of health services. 

3. Purchase or improve land, purchase, construct ... or permanently improve (other than minor 
remodeling) any building or other facility, or purchase major medical equipment. 

4. Satisfy any requirement for the expenditure of SABG funds as a condition for the receipt of 
federal funds. 

5. Provide financial assistance to any entity other than a public or nonprofit private entity. 

6. Pay the salary of an individual through a grant or other extramural mechanism at a rate in 
excess of level I of the Executive Salary Schedule for the award year: see 
http://grants.nih .gov/grants/policy/salcap summary.htm. 

7. Purchase treatment services in penal or correctional institutions of tmsthe State of 
California. 

8. Supplant state funding of programs to prevent and treat substance abuse and related 
activities. 

9. Carry out any program prohibited by 42 USC 300x-21 and 42 USC 300ee-5 such that 
none of the funds provided under this Act or an amendment made by this Act shall be used 
to provide individuals with hypodermic needles or syringes so that such individuals may use 
illegal drugs, unless the Surgeon General of the United States Public Health Service 
determines that a demonstration needle exchange program would be effective in reducing 
drug abuse and the risk that the public will become infected with the etiologic agent for 
acquired immune deficiency syndrome. 

10. Exception regarding inpatient hospital services: 

a) Medical necessity as precondition: With respect to compliance with the agreement 
made under this Exhibit, Part II, Section 2(1), a State may expend a grant under 42 USC 
300x-21 to provide inpatient hospital services as treatment for substance abuse only if 
it has been determined, in accordance with guidelines issued by the Secretary, that 
such treatment is a medical necessity for the individual involved, and that the individual 
cannot be effectively treated in a community-based, nonhospital, residential program of 
treatment. 
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b) Rate of payment: In the case of an individual for whom a grant under section 300x-21 
of this title is expended to provide inpatient hospital services described in paragraph 
(4fil, a funding agreement for the grant for the State involved is that the daily rate of 
payment provided to the hospital for providing the services to the individual will not 
exceed the comparable daily rate provided for community-based, non-hospital, 
residential programs of treatment for substance abuse. 

11. Waiver regarding construction of facilities: 

a) In general: The Secretary may provide to any State a waiver of the restriction 
established in 42 USC 300x-31, subsection (a)(1 )(C), for the purpose of authorizing 
DHCS to expend a grant under section 42 USC 300x-21 for the construction of a new 
facility or rehabilitation of an existing facility, but not for land acquisition. 

b) Standard regarding need for waiver: The Secretary may approve a waiver under 42 
USC 300x-31(c), only if DHCS demonstrates to the Secretary that adequate treatment 
cannot be provided through the use of existing facilities and that alternative facilities in 
existing suitable buildings are not available. 

c) Amount: In granting a waiver under 42 USC 300x-31(c), the Secretary shall allow the 
use of a specified amount of funds to construct or rehabilitate a specified number of 
beds for residential treatment and a specified number of slots for outpatient treatment, 
based on reasonable estimates by DHCS of the costs of construction or rehabilitation. 
In considering waiver applications, the Secretary shall ensure that DHCS has carefully 
designed a program that will minimize the costs of additional beds. 

d) Matching funds: The Secretary may grant a waiver under 42 USC 300x-31 (c), only if 
DHCS agrees, with respect to the costs to be incurred by DHCS in carrying out the 
purpose of the waiver, to make available non-federal contributions in cash toward such 
costs in an amount equal to not less than $1 for each $1 of federal funds provided 
under 42 use 300x-21. 

e) Date certain for acting upon request: The Secretary shall act upon a request for a 
waiver under 42 USC 300x-31 (c), not later than 120 days after the date on which the 
request is made. 

12. Provide services reimbursable by Medi-Cal: 

a) Contractor shall not utilize SABG funds to pay for a service that is reimbursable 
by Medi-Cal. 

b) The Contractor may utilize SABG funds to pay for a service included in the 
California State Plan or the Drug Medi-Cal Organized Delivery System (DMC­
ODS), but which is not reimbursable by Medi-Cal. 

c) If the Contractor utilizes SABG funds to pay for a service that is included in the 
California State Plan or the DMC-ODS, the Contractor shall maintain 
documentation sufficient to demonstrate that Medi-Cal reimbursement was not 
available. 
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Part Ill - Financial Audit Requirements 

Section 1 - General Fiscal Audit Requirements 

County of Santa Barbara 
17-94159 A01 

A. In addition to the requirements identified below, the Contractor and its subcontractors are 
required to meet the audit requirements as delineated in Exhibit C, General Terms and 
Conditions, and Exhibit D(F}, Special Terms and Conditions, of this Contract. 

B. All expenditures of county realignment funds, state and federal funds furnished to the 
Contractor and its subcontractors pursuant to this Contract are subject to audit by DHCS. Such 
audits shall consider and build upon external independent audits performed pursuant to audit 
requirements of 45 CFR. Part 75, Subpart F and/or any independent Contractor audits or 
reviews. Objectives of such audits may include, but are not limited to, the following : 

1. To determine whether units of service claimed/reported are properly documented by 
service records and accurately accumulated for claiming/reporting. 

2. To validate data reported by the Contractor for prospective contract negotiations. 

3. To provide technical assistance in addressing current year activities and providing 
recommendations on internal controls, accounting procedures, financial records, and 
compliance with laws and regulations. 

4. To determine the cost of services, net of related patient and participant fees, third party 
payments, and other related revenues and funds. 

5. To determine that expenditures are made in accordance with applicable state and federal 
laws and regulations and contract requirements. 

6. To determine the facts in relation to analysis of data, complaints, or allegations. which may 
be indicative of fraud, abuse, willful misrepresentation, or failure to achieve the Contract 
objectives. 

C. Unannounced visits to the Contractor and/or its subcontractors may be made at the discretion 
of DHCS. 

D. The refusal of the Contractor or its subcontractors to permit access to and inspection of 
electronic or print books and records, physical facilities, and/or refusal to permit interviews with 
employees, as described in this part constitutes an express and immediate material breach of 
this Contract and will be sufficient basis to terminate the Contract for cause or default. 

E. Reports of audits conducted by DHCS shall reflect all findings, recommendations, adjustments" 
and corrective actions as a result of its finding in any areas. 

Section 2. SABG Financial Audits 

A. Contractor shall monitor the activities of all of its subcontractors to ensure that the SABG funds 
are used for authorized purposes, in compliance with F'.federal statutes, regulations , and the 
terms and conditions of the grant" and that performance goals are achieved. 
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B. Contractor may use a variety of monitoring mechanisms, including limited scope audits, on-site 
visits, progress reports, financial reports, and review of documentation support requests for 
reimbursement, to meet the Contractor's monitoring objectives. Contractor may charge federal 
awards for the cost of these monitoring procedures if permitted under 45 CFR 75.425. 

C. Contractor shall submit to DHCS a copy of the procedures and any other monitoring 
mechanism used to monitor non-profit Subcontracts at the time of the County's annual desk 
review or site visit or within 60 days thereafter. Contractor shall state the frequency that 
non-profit Subcontracts are monitored. 

D. On-site visits focus on compliance and controls over compliance areas. The DHCS County 
Monitoring Unit analyst shall make site visits to the subcontractor location(s}, and can use a 
variety of monitoring mechanisms to document compliance requirements. The Contractor shall 
follow-up on any findings and the corrective actions. 42 USC 300x 31 s1:1bsection (a)(1)(C) 

1. Contractor shall be responsible for any disallowance taken by the Federal Government, 
DHCS, or the California State Auditor, as a result of any audit exception that is related to 
the Contractor's responsibilities herein. Contractor shall not use funds administered by 
DHCS to repay one federal funding source with funds provided by another federal funding 
source, to repay federal funds with state funds, or to repay state funds with federal funds. 
DHCS shall invoice Contractor 60 days after issuing the final audit report or upon resolution 
of an audit appeal. Contractor agrees to develop and implement any CAP in a manner 
acceptable to DHCS in order to comply with recommendations contained in any audit 
report. Such CAP plans shall include time-specific objectives to allow for measurement of 
progress and are subject to verification by DHCS within one year from the date of the plan. 

E. Contractors that conduct financial audits of subcontractors, other than a subcontractor whose 
funding consists entirely of non-Department funds, shall develop a process to resolve disputed 
financial findings and notify subcontractors of their appeal rights pursuant to that process. If any 
fiscal adjustments remain after the Contractor and subcontractor have exhausted the internal 
appeals process, any SABG funds outstanding shall be returned to DHCS. This section shall 
not apply to those grievances or compliances arising from the financial findings of an audit or 
examination made by or on behalf of DHCS pursuant to Part Ill of this Exhibit. 

F. If the Contractor fails to comply with Ffederal statues, regulations, or the terms and conditions 
of the grant, DHCS may impose additional conditions on the subaward, including: 

1. Requiring additional or more detailed financial reports. 

2. Requiring technical or management assistance. 

3. Establishing additional prior approvals. 

G. If DHCS determines that the Contractor's noncompliance cannot be remedied by imposing 
additional conditions, DHCS may take one or more of the following actions: 

1. Temporarily withhold cash payment pending correction of the deficiency by the Contractor. 

2. Disallow all or part of the cost of the activity or action not in compliance. 
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3. Wholly or partly suspend the award activities or terminate the Contractor's subaward. 

4. Recommend that the suspension or debarment proceedings be initiated by the Ffederal 
awarding agency. 

5. Withhold further Ffederal awards. 

6. Take other remedies that may be legally available. 
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Part IV - Records 

Section 1 - General Provisions 

A. Maintenance of Records 

County of Santa Barbara 
17-94159 A01 

Contractor shall maintain sufficient books, records, documents, and other evidence necessary 
for DHCS to audit contract performance and contract compliance. Contractor shall make these 
records available to SAMHSA, Inspectors General, the Comptroller General, DHCS, or any of 
their authorized representatives upon request, to evaluate the quality and quantity of services, 
accessibility and appropriateness of services, and to ensure fiscal accountability. Regardless of 
the location or ownership of such records, they shall be sufficient to determine if costs incurred 
by Contractor are reasonable, allowable ... and allocated appropriately. All records must be 
capable of verification by qualified auditors. 

1. Contractor and subcontractors shall include in any contract with an audit firm a clause to 
permit access by DHCS to the working papers of the external independent auditor, and 
require that copies of the working papers shall be made for DHCS at its request. 

2. Contractor and subcontractors shall keep adequate and sufficient financial records and 
statistical data to support the year-end documents filed with DHCS. All records must be 
capable of verification by qualified auditors. 

3. Accounting records and supporting documents shall be retained for a three-year period 
from the date the year-end cost settlement report was approved by DHCS for interim 
settlement. When an audit by the Federal Government, DHCS, or the California State 
Auditor has been started before the expiration of the three-year period, the records shall be 
retained until completion of the audit and final resolution of all issues that arise in the audit. 
Final settlement shall be made at the end of the audit and appeal process. If an audit has 
not been completed within three years, the interim settlement shall be considered as the 
final settlement. 

4. Financial records shall be kept so that they clearly reflect the source of funding for each 
type of service for which reimbursement is claimed. These documents include, but are not 
limited to, all ledgers, books, vouchers, time sheets, payrolls, appointment schedules, client 
data cards, and schedules for allocating costs. All records must be capable of verification 
by qualified auditors. 

5. Contractor's subcontracts shall require that all subcontractors comply with the requirements 
of Exhibit A, Attachment I, Part I, Section 3. 

6. Should a subcontractor discontinue its contractual agreement with the Contractor, or cease 
to conduct business in its entirety, Contractor shall be responsible for retaining the 
subcontractor's fiscal and program records for the required retention period. The State 
Administrative Manual (SAM) contains statutory requirements governing the retention, 
storage, and disposal of records pertaining to state funds. Contractor shall follow SAM 
requirements located at http://sam.dqs.ca.gov/TOC/1600.aspx. 

7. The Contractor shall retain all records in accordance with the time periods outlined in 45 
CFR Section 75.361 . 
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8. In the expenditure of funds hereunder, and as required by 45 CFR Part 96, Contractor shall 
comply with the requirements of SAM and the laws and procedures applicable to the 
obligation and expenditure of federal and state funds. 

B. Dispute Resolution Process 

,L In the event of a dispute under this Exhibit A, Attachment I, Part IB, other than an audit 
dispute, Contractor shall provide written notice of the particulars of the dispute to DHCS 
before exercising any other available remedy. Written notice shall include the contract 
number. The Director (or designee) of DHCS and the County Drug or Alcohol Program 
Administrator (or designee) shall meet to discuss the means by which they can effect an 
equitable resolution to the dispute. Contractor shall receive a written response from DHCS 
within 60 days of the notice of dispute. The written response shall reflect the issues 
discussed at the meeting and state how the dispute will be resolved. · 

4-,. Contractors that conduct financial audits of subcontractors, other than a subcontractor 
whose funding consists entirely of non Department funds , shall develop a process to 
resolve disputed financial findings and notify subcontractors of their appeal rights pursuant 
to that process. If any fiscal adjustments remain after the Contractor and subcontractor 
have exhausted the internal appeals process, any SABG funds outstanding must be 
returned to DHCS. This section shall not apply to those grievances or complianoes arising 
from the finanoial findings of an audit or examination made by or on behalf of DHCS 
pursuant to Part Ill of this Exhibit. 

b To ensure that necessary corrective actions are taken, financial audit findings that are 
either uncontested or upheld after appeal may be used by DHCS during prospective 
contract negotiations. 
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Fiscal Year2017-1a 
Funding 
Amount 

0r1glnal 
SAPT Block Grant. FFY 2018 Award 110/1/17 lo 6/30/191 
Duns#: 149656154 Federal Grant#: 2B08TI01006:Z.18 
CFOA: 93.959 FAIN: TI10062-17 
• DlscreU-•N 1719480 
• PnlvenUon Set-Aside 501591 
• Fridav NJght Live/Club Live 30000 
• Perinatal 168718 
• Adolescent/Youth 188235 

TOTAL 2.608 024 

ORIGINAL THREE-YEAR TOTAL 
A01 THREE YEAR TOTAL 

Exhibit B, Attachment I A1 
Funding Amounts 

Ascal Year 2018-19 Funding Amount 

Or1Qlnal I A01 
C:4DT Block Grant. FFY 2019 Award 110/1/18 to 6/30/201 
Duns#: 149656164 Federal Grant#: 2B08TI010062-19 
CFDA: 93.959 FAIN: Tl10062-18 
• Oiscretionan, ~ 1748361 
- PrevenUon Set-Aside 501.591 501591 
• Friday NIQhl Uva/Club Live 30,000 30000 
• Perinatal 168718 168718 
- Adotescent/Y outh 188 235 188235 

TOTAL ~ 2.636 905 
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Fiscal Year 2019-20 Funding 
Amount 

Or1ntnal 
SAPT Block r.rant. "FY 20•0 .&wa..t '10/1/•9 to 6/30•~•• 
Duns #: 149856154 Federal Grant#: 2B08TI010062-20 
CFDA: 93.959 FAIN: Tl10062-19 
• DlscreUonaN 1719480 
• Prevention Sel-Aslde 501.591 
- Fridav Nloht Live/Club Live 30000 
-Perinatal 168.718 
- Adotescent/YoUth 188.235 

TOTAL 2.60A:024 
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Exhibit F A1 
Privacy and Information Security Provisions 

This Exhibit F is intended to protect the privacy and security of specified Department 
information that the Contractor may access, receive, or transmit under this 
Agreement. The Department information covered under this Exhibit F consists of: (1) 
Protected Health Information (PHI) as defined under the Health Insurance Portability 
and Accountability Act of 1996, Public Law 104-191 ("HIPM") and (2) Personal 
Information (Pl) as defined under the California Information Practices Act (CIPA), at 
California Civil Code Section 1798.3. 

Exhibit F consists of the following parts: 

1. Exhibit F-1, HIPM Business Associate Addendum, which provides for the 
privacy and security of PHI. 

2. Exhibit F-2 provides for the privacy and security of Pl under Civil Code Section 
1798.3(a) and 1798.29. 

3. Exhibit F-3, Miscellaneous Provision, sets forth additional terms and conditions 
that extend to the provisions of Exhibit F in its entirety. 
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Exhibit F A1 
Privacy and Information Security Provisions 

F-1 
HIPAA Business Associate Addendum 

A. A business associate relationship under the Health Insurance Portability 
and Accountability Act of 1996, Public Law 104-191 ("HIPAA"), the Health 
Information Technology for Economic and Clinical Health Act , Public Law 
111-005 ("the HITECH Act"), 42 U.S.C. Section 17921 et seq., and their 
implementing privacy and security regulations at 45 CFR Parts 160 and 164 
("the HIPAA regulations") and the Final Omnibus Rule of 2013 between 
Department and Contractor arises only to the extent that Contractor creates, 
receives, maintains, transmits, uses or discloses PHI or ePHI on the 
Department's behalf, or provides services, arranges, performs, or assists in 
the performance of functions or activities on behalf of the Department that 
are included in the definition of "business associate" in 45 CFR. 160.103 
where the provision of the service involves the disclosure of PHI or 
ePHI from the Department, including but not limited to, utilization review, 
quality assurance, or benefit management. To the extent Contractor 
performs these services, functions, and activities on behalf of Department, 
Contractor is the Business Associate of the Department, acting on the 
Department's behalf. The Department and Contractor are each a party to 
this Agreement and are collectively referred to as the "parties." A business 
associate is also directly liable and subject to civil penalties for failing to 
safeguard electronic protected health information in accordance with the 
HIPAA Security Rule. A "business associate" also is a subcontractor that 
creates, receives, maintains, or transmits protected health information on 
behalf of another business associate. Business Associate shall incorporate, 
when applicable, the relevant provisions of this Addendum into each 
subcontract or sub-award to such agents, subcontractors and vendors, 
including the requirement that any security incidents or breaches of 
unsecured PHI or Pl be reported to Business Associate. 
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B. The Department wishes to disclose to Contractor certain information 
pursuant to the terms of this Agreement, some of which may constitute 
Protected Health Information ("PHI"), including protected health 
information in electronic media ("ePHI"), under Federal law, to be used or 
disclosed in the course of providing services and activities as set forth in 
Section 1.A. of Exhibit F-1 of this Agreement. This information is 
hereafter referred to as "Department PHI". 

C. The purpose of this Exhibit F-1 is to protect the privacy and security of 
the PHI and ePHI that may be created, received, maintained, transmitted, 
used or disclosed pursuant to this Agreement, and to comply with certain 
standards and requirements of HIPAA, the HITECH Act, and the HIPAA 
regulations and the Final Omnibus Rule of 2013, including, but not 
limited to, the requirement that the Department must enter into a contract 
containing specific requirements with the Contractor prior to the 
disclosure of PHI to Contractor, as set forth in 45 CFR Parts 160 and 164 
and the HITECH Act and the Final Omnibus Rule of 2013. To the extent 
that data is both PHI or ePHI and Personally Identifying Information, both 
Exhibit F-2 and this Exhibit F-1 shall apply. 

D. The terms used in this Exhibit F-1, but not otherwise defined, shall have 
the same meanings as those terms have in the HIPAA regulations. Any 
reference to statutory or regulatory language shall be to such language 
as in effect or as amended. 

2. Definitions. 

A. Breach shall have the meaning given to such term under HIPAA, 
the HITECH Act, the HIPAA regulations and the Final Omnibus 
Rule of 2013. 

B. Business Associate shall have the meaning given to such term under 
HIPAA, the HITECH Act, the HIPAA regulations and the Final Omnibus 
Rule of 2013. 

C. Department PHI shall mean Protected Health Information or Electronic 
Protected Health Information, as defined below, accessed by Contractor 
in a database maintained by the Department, received by Contractor 
from the Department or acquired or created by Contractor in connection 
with performing the functions, activities and services on behalf of the 
Department as specified in Section 1.A. of Exhibit F-1 of this Agreement. 
The terms PHI as used in this document shall mean Department PHI. 
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D. Electronic Health Records shall have the meaning given to such term in 
the HITECH Act, including, but not limited to, 42 U.S.C. Section 17921 
and implementing regulations. 

E. Electronic Protected Health Information (ePHI) means individually 
identifiable health information transmitted by electronic media or 
maintained in electronic media, including but not limited to 
electronic media as set forth under 45 CFR section 160.103. 

F. Individually Identifiable Health Information means health information, 
including demographic information collected from an individual, that is 
created or received by a health care provider, health plan, employer, or 
health care clearinghouse, and relates to the past, present, or future 
physical or mental health or condition of an individual, the provision of 
health care to an individual, or the past, present, or future payment for 
the provision of health care to an individual, that identifies the individual 
or where there is a reasonable basis to believe the information can be 
used to identify the individual, as set forth under 45 CFR Section 
160.103. 

G. Privacy Rule shall mean the HIPAA Regulations that are found at 45 CFR 
Parts 160 and 164, subparts A and E. 

H. Protected Health Information (PHI) means individually identifiable 
health information that is transmitted by electronic media, maintained in 
electronic media, or is transmitted or maintained in any other form or 
medium, as set forth under 45 CFR Section 160.103 and as defined 
under Hf PAA. 

I. Required by law means a mandate contained in law that compels an 
entity to make a use or disclosure of PHI that is enforceable in a court of 
law. This includes, but is not limited to, court orders and court-ordered 
warrants, subpoenas or summor:,s issued by a court, grand jury, a 
governmental or tribal inspector general, or an administrative body 
authorized to require the production of information, and a civil or an 
authorized investigative demand. It also includes Medicare conditions of 
participation with respect to health care providers participating in the 
program, and statutes or regulations that require the production of 
information, including statutes or regulations that require such information 
if payment is sought under a government program providing public 
benefits. 
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J. Secretary means the Secretary of the U.S. Department of Health and 
Human Services ("HHS") or the Secretary's designee. 

K. Security Incident means the attempted or successful unauthorized 
access, use, disclosure, modification, or destruction of Department PHI, 
or confidential data utilized by Contractor to perform the services, 
functions and activities on behalf of Department as set forth in Section 
1.A. of Exhibit F-1 of this Agreement; or interference with system 
operations in an information system that processes, maintains or stores 
Department PHI. 

L. Security Rule shall mean the HIPAA regulations that are found at 45 CFR 
Parts 160 and 164. 

M. Unsecured PHI shall have the meaning given to such term under the 
HITECH Act, 42 U.S.C. Section 17932(h), any guidance issued by the 
Secretary pursuant to such Act and the HIPAA regulations. 

3. Terms of Agreement. 

A. Permitted Uses and Disclosures of Department PHI by Contractor. 

Except as otherwise indicated in this Exhibit F-1, Contractor may use or 
disclose Department PHI only to perform functions, activities, or services 
specified in Section 1.A of Exhibit F-1 of this Agreement, for, or on behalf 
of the Department, provided that such use or disclosure would not violate 
the HIPAA regulations or the limitations set forth in 42 CFR Part 2, or any 
other applicable law, if done by the Department. Any such use or 
disclosure, if not for purposes of treatment activities of a health care 
provider as defined by the Privacy Rule, must, to the extent practicable, be 
limited to the limited data set, as defined in 45 CFR Section 164.514(e)(2), 
or, if needed, to the minimum necessary to accomplish the intended 
purpose of such use or disclosure, in compliance with the HITECH Act 
and any guidance issued pursuant to such Act, and the HIPAA 
regulations. 

B. Specific Use and Disclosure Provisions. Except as otherwise indicated 
in this Exhibit F-1, Contractor may: 

1) Use and Disclose for Management and Administration. Use and 
disclose Department PHI for the proper management and 
administration of the Contractor's business, provided that such 
disclosures are required by law, or the Contractor obtains 
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reasonable assurances from the person to whom the information is 
disclosed, in accordance with section 0(7) of this Exhibit F-1, that it 
will remain confidential and will be used or further disclosed only as 
required by law or for the purpose for which it was disclosed to the 
person, and the person notifies the Contractor of any instances of 
which it is aware that the confidentiality of the information has been 
breached. 

2) Provision of Data Aggregation Services. Use Department PHI to 
provide data aggregation services to the Department to the extent 
requested by the Department and agreed to by Contractor. Data 
aggregation means the combining of PHI created or received by the 
Contractor, as the Business Associate, on behalf of the Department 
with PH I received by the Business Associate in its capacity as the 
Business Associate of another covered entity, to permit data 
analyses that relate to the health care operations of the Department 

C. Prohibited Uses and Disclosures. 

1) Contractor shall not disclose Department PHI about an individual 
to a health plan for payment or health care operations purposes if 
the Department PHI pertains solely to a health care item or 
service for which the health care provider involved has been paid 
out of pocket in full and the individual requests such restriction, in 
accordance with 42 U.S.C. Section 17935(a) and 45 CFR Section 
164.522(a). 

2) Contractor shall not directly or indirectly receive remuneration in 
exchange for Department PHI. 

D. Responsibilities of Contractor. 

Contractor agrees: 

1) Nondisclosure. Not to use or disclose Department PHI other 
than as permitted or required by this Agreement or as required 
by law, including but not limited to 42 CFR Part 2. 

2) Compliance with the HIPAA Security Rule. To implement 
administrative, physical, and technical safeguards that reasonably 
and appropriately protect the confidentiality, integrity, and 
availability of the Department PHI, including electronic PHI, that it 
creates, receives, maintains, uses or transmits on behalf of the 
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Department, in compliance with 45 CFR Sections 164.308, 
164.310 and 164.312, and to prevent use or disclosure of 
Department PHI other than as provided for by this Agreement. 
Contractor shall implement reasonable and appropriate policies 
and procedures to comply with the standards, implementation 
specifications and other requirements of 45 CFR Section 164, 
subpart C, in compliance with 45 CFR Section 164.316. Contractor 
shall develop and maintain a written information privacy and 
security program that includes administrative, technical and 
physical safeguards appropriate to the size and complexity of the 
Contractor's operations and the nature and scope of its activities, 
and which incorporates the requirements of section 3, Security, 
below. Contractor will provide the Department with its current and 
updated policies upon request. 

3) Security. Contractor shall take any and all steps necessary to 
ensure the continuous secudty of all computerized data systems 
containing PHI and/or Pl, and to protect paper documents 
containing PHI and/or Pl. These steps shall include, at a minimum: 

a. Complying with all of the data system security precautions 
listed in Attachment A, Data Security Requirements. 

b. Achieving and maintaining compliance with the HIPAA 
Security Rule (45 CFR Parts 160 and 164), as necessary in 
conducting operations on behalf of DHCS under this 
Agreement. 

c. Providing a level and scope of security that is at least 
comparable to the level and scope of security established by 
the Office of Management and Budget in 0MB Circular No. 
A-130, Appendix Ill - Security of Federal Automated 
Information Systems, which sets forth guidelines for 
automated information systems in Federal agencies. 

4) Security Officer. Contractor shall designate a Security Officer to 
oversee its data security program who shall be responsible for 
carrying out the requirements of this section and for communicating 
on security matters with the Department. 

5) Mitigation of Harmful Effects. To mitigate, to the extent 
practicable, any harmful effect that is known to Contractor of a use 
or disclosure of Department PHI by Contractor or its subcontractors 
in violation of the requirements of this Exhibit F. 
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6) Reporting Unauthorized Use or Disclosure. To report to 
Department any use or disclosure of Department PHI not provided 
for by this Exhibit F of which it becomes aware. 

7) Contractor's Agents and Subcontractors. 

a. To enter into written agreements with any agents, including 
subcontractors and vendors to whom Contractor provides 
Department PHI, that impose the same restrictions and 
conditions on such agents, subcontractors and vendors that 
apply to Contractor with respect to such Department PHI 
under this Exhibit F, and that require compliance with all 
applicable provisions of HIPAA, the HITECH Act the HIPAA 
regulations, and the Final Omnibus Rule of 2013 including 
the requirement that any agents, subcontractors or vendors 
implement reasonable and appropriate administrative, 
physical, and technical safeguards to protect such PHI. As 
required by HIPAA, the HITECH Act, the HIPAA regulations 
and the Final Omnibus Rule of 2013, including 45 CFR 
Sections 164.308 and 164.314, Contractor shall 
incorporate, when applicable, the relevant provisions of this 
Exhibit F-1 into each subcontract or sub-award to such 
agents, subcontractors and vendors, including the 
requirement that any security incidents or breaches of 
unsecured PHI be reported to Contractor. 

b. In accordance with 45 CFR Section 164.504(e)(1 )(ii) , upon 
Contractor's knowledge of a material breach or violation by 
its subcontractor of the agreement between Contractor and 
the subcontractor, Contractor shall: 

i) Provide an opportunity for the subcontractor to cure 
the breach or end the violation and terminate the 
agreement if the subcontractor does not cure the 
breach or end the violation within the time specified 
by the Department; or 

ii) Immediately terminate the agreement if the 
subcontractor has breached a material term of the 
agreement and cure is not possible. 

8) Availability of Information to the Department and Individuals to 
Provide Access and Information: 
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a. To provide access as the Department may require, and in 
the time and manner designated by the Department (upon 
reasonable notice and during Contractor's normal 
business hours) to Department PHI in a Designated 
Record Set, to the Department (or, as directed by the 
Department), to an Individual, in accordance with 45 CFR 
Section 164.524. Designated Record Set means the group 
of records maintained for the Department health plan 
under this Agreement that includes medical, dental and 
billing records about individuals; enrollment, payment, 
claims adjudication, and case or medical management 
systems maintained for the Department health plan for 
which Contractor is providing services under this 
Agreement; or those records used to make decisions 
about individuals on behalf of the Department. Contractor 
shall use the forms and processes developed by the 
Department for this purpose and shall respond to requests 
for access to records transmitted by the Department within 
fifteen (15) calendar days of receipt of the request by 
producing the records or verifying that there are none. 

b. If Contractor maintains an Electronic Health Record with 
PHI, and an individual requests a copy of such 
information in an electronic format, Contractor shall 
provide such information in an electronic format to enable 
the Department to fulfill its obligations under the HITECH 
Act, including but not limited to, 42 U.S.C. Section 
17935(e) and the HIPAA regulations. 

9) Confidentiality of Alcohol and Drug Abuse Patient Records. 
Contractor agrees to comply with all confidentiality requirements set 
forth in Title 42 Code of Federal Regulations, Chapter I, Subchapter 
A, Part 2. Contractor is aware that criminal penalties may be 
imposed for a violation of these confidentiality requirements. 

10) Amendment of Department PHI. To make any amendment(s) to 
Department PHI that were requested by a patient and that the 
Department directs or agrees should be made to assure 
compliance with 45 CFR Section 164.526, in the time and manner 
designated by the Department, with the Contractor being given a 
minimum of twenty days within which to make the amendment. 
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11) Internal Practices. To make Contractor's internal practices, 
books, and records relating to the use and disclosure of 
Department PHI available to the Department or to the Secretary, 
for purposes of determining the Department's compliance with 
the HIPAA regulations. If any information needed for this 
purpose is in the exclusive possession of any other entity or 
person and the other entity or person fails or refuses to furnish 
the information to Contractor, Contractor shall provide written 
notification to the Department and shall set forth the efforts it 
made to obtain the information. 

12) Documentation of Disclosures. To document and make 
available to the Department or (at the direction of the Department} 
to an individual such disclosures of Department PHI, and 
information related to such disclosures, necessary to respond to a 
proper request by the subject Individual for an accounting of 
disclosures of s·uch PHI, in accordance with the HITECH Act and 
its implementing regulations, including but not limited to 45 CFR 
Section 164.528 and 42 U.S.C. Section 17935(c). If Contractor 
maintains electronic health records for the Department as of 
January 1, 2009 and later, Contractor must provide an accounting 
of disclosures, including those disclosures for treatment, payment 
or health care operations. The electronic accounting of 
disclosures shall be for disclosures during the three years prior to 
the request for an accounting. 

13) Breaches and Security Incidents. During the term of this 
Agreement, Contractor agrees to implement reasonable 
systems for the discovery and prompt reporting of any breach 
or security incident, and to take the following steps: 

a. Initial Notice to the Department. (1) To notify the 
Department immediately by telephone call or email or 
fax upon the discovery of a breach of unsecured PHI in 
electronic media or in any other media if the PHI was, or is 
reasonably believed to have been, accessed or acquired by 
an unauthorized person. (2) To notify the Department 
within 24 hours by email or fax of the discovery of any 
suspected security incident, intrusion or unauthorized 
access, use or disclosure of PHI in violation of this 
Agreement or this Exhibit F-1 or potential loss of 
confidential data affecting this Agreement. A breach shall 
be treated as discovered by Contractor as of the first day on 
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which the breach is known, or by exercising reasonable 
diligence would have been known, to any person (other 
than the person committing the breach) who is an 
employee, officer or other agent of Contractor. 

Notice shall be provided to the Information Protection Unit, 
Office of HIPM Compliance. If the incident occurs after 
business hours or on a weekend or holiday and involves 
electronic PHI , notice shall be provided by calling the 
Information Protection Unit (916) 445-4646, (866) 866-
0602 or by emailing privacyofficer@dhcs.ca.gov. Notice 
shall be made using the DHCS "Privacy Incident Report" 
form, including all information known at the time. 
Contractor shall use the most current version of this form, 
which is posted on the DHCS Information Security Officer 
website (www.dhcs.ca.gov, then select "Privacy" in the left 
column and then "Business Partner" near the middle of the 
page) or use this link: 
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/DH 
CSBusinessAssociatesOnly.aspx 

Upon discovery of a breach or suspected security incident, 
intrusion or unauthorized access, use or disclosure of 
Department PHI, Contractor shall take: 

i) Prompt corrective action to mitigate any risks or 
damages involved with the breach and to protect the 
operating environment. 

ii) Any action pertaining to such unauthorized disclosure 
required by applicable Federal and State laws and 
regulations. 

b. Investigation and Investigation Report. To 
immediately investigate such suspected security incident, 
security incident, breach, or unauthorized access, use or 
disclosure of PHI. Within 72 hours of the discovery, 
Contractor shall submit an updated "Privacy Incident 
Report" containing the information marked with an 
asterisk and all other applicable information listed on the 
form, to the extent known at that time, to the Information 
Protection Unit. 
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c. Complete Report. To provide a complete report of the 
investigation to the Department Program Contract Manager 
and the Information Protection Unit within ten working days of 
the discovery of the breach or unauthorized use or disclosure. 
The report shall be submitted on the "Privacy Incident Report" 
form and shall include an assessment of all known factors 
relevant to a determination of whether a breach occurred 
under applicable provisions of HIPAA, the HITECH Act, and 
the HIPAA regulations. The report shall also include a full, 
detailed corrective action plan, including information on 
measures that were taken to halt and/or contain the improper 
use or disclosure. If the Department requests information in 
addition to that listed on the "Privacy Incident Report" form, 
Contractor shall make reasonable efforts to provide the 
Department with such information. If, because of the 
circumstances of the incident, Contractor needs more than 
ten working days from the discovery to submit a complete 
report, the Department may grant a reasonable extension of 
time, in which case Contractor shall submit periodic updates 
until the complete report is submitted. If necessary, a 
Supplemental Report may be used to submit revised or 
additional information after the completed report is submitted, 
by submitting the revised or additional information on an 
updated "Privacy Incident Report" form. The Department will 
review and approve the determination of whether a breach 
occurred and whether individual notifications and a corrective 
action plan are required. 

d. Responsibility for Reporting of Breaches. If the cause of a 
breach of Department PHI is attributable to Contractor or its 
agents, subcontractors or vendors, Contractor is responsible 
for all required reporting of the breach as specified in 42 
U.S.C. section 17932 and its implementing regulations, 
including notification to media outlets and to the Secretary 
(after obtaining prior written approval of DHCS). If a breach 
of unsecured Department PHI involves more than 500 
residents of the State of California or under its jurisdiction, 
Contractor shall first notify DHCS, then the Secretary of the 
breach immediately upon discovery of the breach. If a breach 
involves more than 500 California residents, Contractor shall 
also provide, after obtaining written prior approval of DHCS, 
notice to the Attorney General for the State of California, 
Privacy Enforcement Section. If Contractor has reason to 
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believe that duplicate reporting of the same breach or incident 
may occur because its subcontractors, agents, or vendors 
may report the breach or incident to the Department in 
addition to Contractor, Contractor shall notify the Department, 
and the Department and Contractor may take appropriate 
action to prevent duplicate reporting. 

e. Responsibility for Notification of Affected Individuals. If 
the cause of a breach of Department PHI is attributable to 
Contractor or its agents, subcontractors or vendors and 
notification of the affected individuals is required under state 
or Federal law, Contractor shall bear all costs of such 
notifications as well as any costs associated with the 
breach . In addition, the Department reserves the right to 
require Contractor to notify such affected individuals. which 
notifications shall comply with the requirements set forth in 
42U.S.C. section 17932 and its implementing regulations, 
including, but not limited to, the requirement that the 
notifications be made without unreasonable delay and in no 
event later than 60 calendar days after discovery of the 
breach . The Department Privacy Officer shall approve the 
time, manner and content of any such notifications and their 
review and approval must be obtained before the 
notifications are made. The Department will provide its 
review and approval expeditiously and without 
unreasonable delay. 

f. Department Contact Information. To direct 
communications to the above referenced Department staff, 
the Contractor shall initiate contact as indicated herein. The 
Department reserves the right to make changes to the 
contact information below by giving written notice to the 
Contractor. Said changes shall not require an amendment 
to this Addendum or the Agreement to which it is 
incorporated. 
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Department DHCS Privacy Officer DHCS Information Security 
Program Contract Officer 
Manaaer 
See the Exhibit A, Information Protection Unit Information Security Officer 
Scope of Work for c/o: Office of HIPAA DHCS Information Security Office 
Program Contract Compliance Department of P.O. Box 997413, MS 6400 
Manager 
information 

Health Care Services Sacramento, CA 95899-7413 
P.O. Box 997413, MS 4722 
Sacramento, CA 95899-7413 Email: iso@dhcs.ca.gov 
(916) 445-4646; (866) 866-
0602 Telephone: ITSD Service Desk (916) 

440-7000; (800) 579-
Email: 0874 
Rrivac~officer@dhcs.ca.gov 

Fax: (916) 440-5537 
Fax: (916) 440-7680 

14) Termination of Agreement. In accordance with Section 
13404(b) of the HITECH Act and to the extent required by the 
HIPAA regulations, if Contractor knows of a material breach or 
violation by the Department of this Exhibit F-1, it shall take the 
following steps: 

a. Provide an opportunity for the Department to cure the breach 
or end the violation and terminate the Agreement if the 
Department does not cure the breach or end the violation 
within the time specified by Contractor or 

b. Immediately terminate the Agreement if the Department has 
breached a material term of the Exhibit F-1 and cure is not 
possible. 

15) Sanctions and/or Penalties. Contractor understands that a 
failure to comply with the provisions of HIPAA, the HITECH Act 
and the Hf PAA regulations that are applicable to Contractors may 
result in the imposition of sanctions and/or penalties on Contractor 
under HIPAA, the HITECH Act and the HIPAA regulations. 

E. Obligations of the Department. 

The Department agrees to: 
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Permission by Individuals for Use and Disclosure of PHI. 
Provide the Contractor with any changes in, or revocation of, 
permission by an Individual to use or disclose Department PHI, if 
such changes affect the Contractor's permitted or required uses 
and disclosures. 

Notification of Restrictions. Notify the Contractor of any 
restriction to the use or disclosure of Department PHI that the 
Department has agreed to in accordance with 45 CFR Section 
164.522, to the extent that such restriction may affect the 
Contractor's use or disclosure of PHI. 

Requests Conflicting with HIPAA Rules . Not request the 
Contractor to use or disclose Department PHI in any manner that 
would not be permissible under the HIPAA regulations if done by 
the Department. 

Notice of Privacy Practices. Provide Contractor with the web link 
to the Notice of Privacy Practices that DHCS produces in 
accordance with 45 CFR Section 164.520, as well as any changes 
to such notice. Visit the DHCS website to view the most current 
Notice of Privacy Practices at: 
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/NoticeofPriv 
acyPractices.aspx or the DHCS website at www.dhcs.ca.gov 
(select "Privacy in the right column and "Notice of Privacy 
Practices" on the right side of the page). 

F. Audits, Inspection and Enforcement. 

If Contractor is the subject of an audit, compliance review, or complaint 
investigation by the Secretary or the Office for Civil Rights, U.S. 
Department of Health and Human Services, that is related to the 
performance of its obligations pursuant to this HIPAA Business 
Associate Exhibit F-1,Contractor shall immediately notify the 
Department. Upon request from the Department, Contractor shall 
provide the Department with a copy of any Department PHI that 
Contractor, as the Business Associate, provides to the Secretary or the 
Office of Civil Rights concurrently with providing such PHI to the 
Secretary. Contractor is responsible for any civil penalties assessed due 
to an audit or investigation of Contractor, in accordance with 42 U.S.C. 
Section 17934(c). 
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G. Termination. 

1) Term. The Term of this Exhibit F-1 shall extend beyond the 
termination of the Agreement and shall terminate when all 
Department PHI is destroyed or returned to the Department, in 
accordance with 45 CFR Section 164.504(e)(2)(ii)(J). 

2) Termination for Cause. In accordance with 45 CFR Section 
164.504(e){1)(iii), upon the Department's knowledge of a material 
breach or violation of this Exhibit F-1 by Contractor, the Department 
shall : 

a. Provide an opportunity for Contractor to cure the breach or 
end the violation and terminate this Agreement if 
Contractor does not cure the breach or end the violation 
within the time specified by the Department or 

b. Immediately terminate this Agreement if Contractor has 
breached a material term of this Exhibit F-1 and cure is not 
possible. 

Page 16 of 32 



County of Santa Barbara 
17-94159 A01 

Exhibit F A1 
Privacy and Information Security Provisions 

F-2 
Privacy and Security of Personal Information and Personally Identifiable 

Information Not Subject to HIPAA 

1. Recitals. 

A. In addition to the Privacy and Security Rules under the Health Insurance 
Portability and Accountability Act of 1996 (HIPAA) the Department is 
subject to various other legal and contractual requirements with respect to 
the personal information (Pl) and personally identifiable information (PII) it 
maintains. These include: 

1) The California Information Practices Act of 1977 (California Civil 
Code §§1798 et seq .). 

2) Title 42 CFR, Chapter I, Subchapter A, Part 2. 

B. The purpose of this Exhibit F-2 is to set forth Contractor's privacy and 
security obligations with respect to Pl and PII that Contractor may create, 
receive, maintain, use, or disclose for, or on behalf of Department. 
pursuant to this Agreement. Specifically this Exhibit applies to Pl and PII 
which is not Protected Health Information (PHI) as defined by HIPAA and 
therefore is not addressed in Exhibit F-1 of this Agreement, the HIPAA 
Business Associate Addendum; however, to the extent that data is both 
PHI or ePHI and PII, both Exhibit F-1 and this Exhibit F-2 shall apply. 

C. The terms used in this Exhibit F-2, but not otherwise defined, shall have 
the same meanings as those terms have in the above referenced statute 
and Agreement. Any reference to statutory, regulatory, or contractual 
language shall be to such language as in effect or as amended. 

2. Definitions. 

A. Breach shall have the meaning given to such term under HIPAA, the 
HITECH Act, the HIPAA regulations, and the Final Omnibus Rule. 

B. Business Associate shall have the meaning given to such term under 
HIPAA, the HITECH Act, the HIPAA regulations, and the final Omnibus 
Rule. 

C. Electronic Health Record shall have the meaning given to such term in the 
HITECH Act, including, but not limited to, 42 U.S.C Section 17921 and 
implementing regulations. 

D. Electronic Protected Health Information (ePHI) means individually 
identifiable health information transmitted by electronic media or 
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maintained in electronic media, including but not limited to electronic 
media as set forth under 45 CFR section 160.103. 

E. Individually Identifiable Health Information means health information, 
including demographic information collected from an individual, that is 
created or received by a health care provider, health plan, employer or 
health care clearinghouse, and relates to the past, present or future 
physical or mental health or condition of an individual, the provision of 
health care to an individual, or the past, present, or future payment for the 
provision of health care to an individual, that identifies the individual or 
where there is a reasonable basis to believe the information can be used 
to identify the individual, as set forth under 45 CFR section 160.103. 

F. Privacy Rule shall mean the HIPAA Regulation that is found at 45 CFR 
Parts 160 and 164. 

G. Personal Information (Pl) shall have the meaning given to such term in 
California Civil Code section 1798.29. 

H. Protected Health Information (PHI) means individually identifiable health 
information that is transmitted by electronic media, maintained in 
electronic media, or is transmitted or maintained in any other form or 
medium, as set forth under 45 CFR section 160.103. 

I. Required by law means a mandate contained in law that compels an entity 
to make a use or disclosure of PHI that is enforceable in a court of law. 
This includes, but is not limited to, court orders and court-ordered 
warrants, subpoenas or summons issued by a court, grand jury, a 
governmental or tribal inspector general, or an administrative body 
authorized to require the production of information, and a civil or an 
authorized investigative demand. It also includes Medicare conditions of 
participation with respect to health care providers participating in the 
program, and statutes or regulations that require the production of 
information, including statutes or regulations that require such information 
if payment is sought under a government program providing public 
benefits. 

J . Security Incident means the attempted or successful unauthorized access, 
use, disclosure, modification, or destruction of PHI or Pl, or confidential 
data that is essential to the ongoing operation of the Business Associate's 
organization and intended for internal use; or interference with system 
operations in an information system. 

K. Security Rule shall mean the HIPAA regulation that is found at 45 CFR 
Parts 160 and 164. 
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3. Terms of Agreement. 

A. Permitted Uses and Disclosures of Department Pl and PII by 
Contractor 

Except as otherwise indicated in this Exhibit F-2, Contractor may use or 
disclose Department Pl only to perform functions, activities or services for 
or on behalf of the Department pursuant to the terms of this Agreement 
provided that such use or disclosure would not violate the California 
Information Practices Act (CIPA) if done by the Department. 

B. Responsibilities of Contractor 

Contractor agrees: 

1) Nondisclosure. Not to use or disclose Department Pl or PII other 
than as permitted or required by this Agreement or as required by 
applicable state and Federal law. 

2) Safeguards. To implement appropriate and reasonable 
administrative, technical, and physical safeguards to protect the 
security, confidentiality and integrity of Department Pl and PII, to 
protect against anticipated threats or hazards to the security or 
integrity of Department Pl and PII, and to prevent use or disclosure 
of Department Pl or Pit other than as provided for by this 
Agreement. Contractor shall develop and maintain a written 
information privacy and security program that include administrative, 
technical and physical safeguards appropriate to the size and 
complexity of Contractor's operations and the nature and scope of 
its activities, which incorporate the requirements of section 3, 
Security, below. Contractor will provide DHCS with its current 
policies upon request. 

3) Security. Contractor shall take any and all steps necessary to 
ensure the continuous security of all computerized data systems 
containing PHI and/or Pl, and to protect paper documents containing 
PHI and/or Pl. These steps shall include, at a minimum: 

a. Complying with all of the data system security precautions 
listed in Attachment A, Business Associate Data Security 
Requirements; 

b. Providing a level and scope of security that is at least 
comparable to the level and scope of security established by 
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the Office of Management and Budget in 0MB Circular No. A-
130, Appendix Ill- Security of Federal Automated Information 
Systems, which sets forth guidelines for automated 
information systems in Federal agencies. 

4) Mitigation of Harmful Effects. To mitigate, to the extent 
practicable, any harmful effect that is known to Contractor of a use 
or disclosure of Department Pl or PII by Contractor or its 
subcontractors in violation of this Exhibit F-2. 

5) Contractor's Agents and Subcontractors. To impose the same 
restrictions and conditions set forth in this Exhibit F-2 on any 
subcontractors or other agents with whom Contractor subcontracts 
any activities under this Agreement that involve the disclosure of 
Department Pl or PII to the subcontractor. 

6) Availability of Information to DHCS. To make Department Pl 
and PII available to the Department for purposes of oversight, 
inspection, amendment, and response to requests for records, 
injunctions, judgments, and orders for production of Department Pl 
and PII. If Contractor receives Department PII, upon request by 
DHCS, Contractor shall provide DHCS with a list of all employees, 
contractors and agents who have access to Department Pl I, 
including employees, contractors and agents of its subcontractors 
and agents. 

7) Cooperation with DHCS. With respect to Department Pl, to 
cooperate with and assist the Department to the extent necessary 
to ensure the Department's compliance with the applicable terms of 
the CIPA including, but not limited to, accounting of disclosures of 
Department Pl, correction of errors in Department Pl, production of 
Department Pl , disclosure of a security breach involving 
Department Pl and notice of such breach to the affected 
individual(s). 

8) Confidentiality of Alcohol and Drug Abuse Patient Records. 
Contractor agrees to comply with all confidentiality requirements set 
forth in Title 42 Code of Federal Regulations, Chapter I, Subchapter 
A, Part 2. Contractor is aware that criminal penalties may be 
imposed for a violation of these confidentiality requirements. 

9) Breaches and Security Incidents. During the term of this 
Agreement, Contractor agrees to implement reasonable 
systems for the discovery and prompt reporting of any breach 
or security incident, and to take the following steps: 
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a. Initial Notice to the Department. (1) To notify the Department 
immediately by telephone call or email or fax upon the 
discovery of a breach of unsecured Department Pl or PII in 
electronic media or in any other media if the Pl or PII was, or 
is reasonably believed to have been, accessed or acquired 
by an unauthorized person, or upon discovery of a suspected 
security incident involving Department PII. (2) To notify the 
Department within 24 hours by email or fax of the 
discovery of any suspected security incident, intrusion or 
unauthorized access, use or disclosure of Department Pl or 
PII in violation of this Agreement or this Exhibit F-1 or 
potential loss of confidential data affecting this Agreement. A 
breach shall be treated as discovered by Contractor as of the 
first day on which the breach is known, or by exercising 
reasonable diligence would have been known, to any person 
(other than the person committing the breach) who is an 
employee, officer or other agent of Contractor. 

b. Notice shall be provided to the Information Protection Unit, 
Office of HIPAA Compliance. If the incident occurs after 
business hours or on a weekend or holiday and involves 
electronic Department Pl or PII, notice shall be provided by 
calling the Department Information Security Officer. Notice 
shall be made using the DHCS "Privacy Incident Report" 
form, including all information known at the time. Contractor 
shall use the most current version of this form, which is 
posted on the DHCS Information Security Officer website 
(www.dhcs.ca.gov, then select "Privacy" in the left column 
and then "Business Partner" near the middle of the page) or 
use this link: 
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/DHCS 
BusinessAssociatesOnly.aspx . 

c. Upon discovery of a breach or suspected security incident, 
intrusion or unauthorized access, use or disclosure of 
Department Pl or PII, Contractor shall take: 

i. Prompt corrective action to mitigate any risks or damages 
involved with the breach and to protect the operating 
environment; and 
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ii. Any action pertaining to such unauthorized disclosure 
required by applicable Federal and State laws and 
regulations. 

d. Investigation and Investigation Report. To immediately 
investigate such suspected security incident, security 
incident, breach, or unauthorized access, use or disclosure of 
PHI. Within 72 hours of the discovery, Contractor shall 
submit an updated "Privacy Incident Report" containing the 
information marked with an asterisk and all other applicable 
information listed on the form, to the extent known at that 
time, to the Department Information Security Officer. 

e. Complete Report. To provide a complete report of the 
investigation to the Department Program Contract Manager 
and the Information Protection Unit within ten working days of 
the discovery of the breach or unauthorized use or 
disclosure. The report shall be submitted on the "Privacy 
Incident Report" form and shall include an assessment of all 
known factors relevant to a determination of whether a 
breach occurred. The report shall also include a full, detailed 
corrective action plan, including information on measures that 
were taken to halt and/or contain the improper use or 
disclosure. If the Department requests information in addition 
to that listed on the "Privacy Incident Report" form, Contractor 
shall make reasonable efforts to provide the Department with 
such information. If, because of the circumstances of the 
incident, Contractor needs more than ten working days from 
the discovery to submit a complete report, the Department 
may grant a reasonable extension of time, in which case 
Contractor shall submit periodic updates until the complete 
report is submitted. If necessary, a Supplemental Report 
may be used to submit revised or additional information after 
the completed report is submitted, by submitting the revised 
or additional information on an updated "Privacy Incident 
Report" form. The Department will review and approve the 
determination of whether a breach occurred and whether 
individual notifications and a corrective action plan are 
required. 

f. Responsibility for Reporting of Breaches. If the cause of a 
breach of Department Pl or PII is attributable to Contractor or 
its agents, subcontractors or vendors, Contractor is 
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responsible for all required reporting of the breach as 
specified in CIPA, section 1798.29. Contractor shall bear all 
costs of required notifications to individuals as well as any 
costs associated with the breach. The Privacy Officer shall 
approve the time, manner and content of any such 
notifications and their review and approval must be obtained 
before the notifications are made. The Department will 
provide its review and approval expeditiously and without 
unreasonable delay. 

g. If Contractor has reason to believe that duplicate reporting of 
the same breach or incident may occur because its 
subcontractors, agents or vendors may report the breach or 
incident to the Department in addition to Contractor, 
Contractor shall notify the Department, and the Department 
and Contractor may take appropriate action to prevent 
duplicate reporting. 

h. Department Contact Information. To direct communications 
to the above referenced Department staff, the Contractor shall 
initiate contact as indicated herein . The Department reserves 
the right to make changes to the contact information below by 
giving written notice to the Contractor. Said changes shall not 
require an amendment to this Addendum or the Agreement to 
which it is incorporated. 

DHCS Privacy Officer DHCS Information Security 
Officer 

Information Protection Unit Information Security Officer 
c/o: Office of HIPM DHCS Information Security Office 
Compliance Department of P.O. Box 997413, MS 6400 
Health Care Services Sacramento, CA 95899-7413 
P.O. Box 997413, MS 4722 
Sacramento

6 
CA 95899-7413 

(916) 445-4 46 
Email: iso@dhcs.ca.gov 

Email: Telephone: ITSD Service Desk 
Qrivac~officer@dhcs.ca.gov (916) 440-7000 or 

Telephone:(916) 445-4646 
(800) 579-0874 

Fax: (916) 440-7680 
Fax: (916) 440-5537 
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10) Designation of Individual Responsible for Security. 

Contractor shall designate an individual, (e.g., Security Officer), to 
oversee its data security program who shall be responsible for carrying 
out the requirements of this Exhibit F-2 and for communicating on 
security matters with the Department. 

Page 24 of 32 



County of Santa Barbara 
17-94159 A01 

Exhibit F A1 
Privacy and Information Security Provisions 

F-3 
Miscellaneous Terms and Conditions 

Applicable to Exhibit F 

1) Confidentiality of Alcohol and Drug Abuse Patient Records. Contractor 
agrees to comply with all confidentiality requirements set forth in Title 42 Code of 
Federal Regulations, Chapter I, Subchapter A, Part 2. Contractor is aware that 
criminal penalties may be imposed for a violation of these confidentiality 
requirements. 

2) Disclaimer. The Department makes no warranty or representation that compliance 
by Contractor with this Exhibit F, HIPAA or the HIPAA regulations will be adequate 
or satisfactory for Contractor's own purposes or that any information in Contractor's 
possession or control, or transmitted or received by Contractor, is or will be secure 
from unauthorized use or disclosure. Contractor is solely responsible for all 
decisions made by Contractor regarding the safeguarding of the Department PHI, 
Pl and PIL 

3) Amendment. The parties acknowledge that federal and state laws relating to 
electronic data security and privacy are rapidly evolving and that amendment of this 
Exhibit F may be required to provide for procedures to ensure compliance with such 
developments. The parties specifically agree to take such action as is necessary to 
implement the standards and requirements of HIPAA, the HITECH Act, and the 
HIPAA regulations, and other applicable state and Federal laws. Upon either party's 
request, the other party agrees to promptly enter into negotiations concerning an 
amendment to this Exhibit F embodying written assurances consistent with the 
standards and requirements of HIPAA, the HITECH Act, and the HIPAA 
regulations, and other applicable state and Federal laws. The Department may 
terminate this Agreement upon thirty (30) days written notice in the event: 

A) Contractor does not promptly enter into negotiations to amend this 
Exhibit F when requested by the Department pursuant to this section; or 

B) Contractor does not enter into an amendment providing assurances 
regarding the safeguarding of Department PHI that the Department 
deems is necessary to satisfy the standards and requirements of HIPAA 
and the HIPAA regulations. 

4) Judicial or Administrative Proceedings. Contractor will notify the 
Department if it is named as a defendant in a criminal proceeding for a 
violation of HIPM or other security or privacy law. The Department may 
terminate this Agreement if Contractor is found guilty of a criminal violation of 
HIPAA. The Department may terminate this Agreement if a finding or 
stipulation that the Contractor has violated any standard or requirement of 
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HIPAA, or other security or privacy laws is made in any administrative or civil 
proceeding in which the Contractor is a party or has been joined. DHCS will 
consider the nature and seriousness of the violation in deciding whether or not 
to terminate the Agreement. 

5) Assistance in Litigation or Administrative Proceedings. Contractor shall 
make itself and any subcontractors, employees, or agents assisting Contractor 
in the performance of its obligations under this Agreement, available to the 
Department at no cost to the Department to testify as witnesses, or otherwise, 
in the event of litigation or administrative proceedings being commenced 
against the Department, its directors, officers or employees based upon 
claimed violation of HIPAA, or the HIPAA regulations, which involves inactions 
or actions by the Contractor, except where Contractor or its subcontractor, 
employee or agent is a named adverse party. 

6) No Third-Party Beneficiaries. Nothing expressed or implied in the terms and 
conditions of this Exhibit F is intended to confer, nor shall anything herein 
confer, upon any person other than the Department or Contractor and their 
respective successors or assignees, any rights, remedies, obligations or 
liabilities whatsoever. 

7) Interpretation. The terms and conditions in this Exhibit F shall be interpreted 
as broadly as necessary to implement and comply with HIPAA, the HITECH 
Act, and the HIPAA regulations. The parties agree that any ambiguity in the 
terms and conditions of this Exhibit F shall be resolved in favor of a meaning 
that complies and is consistent with HIPAA, the HITECH Act and the HIPAA 
regulations, and, if applicable, any other relevant state and Federal laws. 

8) Conflict. In case of a conflict between any applicable privacy or security rules, 
laws, regulations or standards the most stringent shall apply. The most 
stringent means that safeguard which provides the highest level of protection 
to PHI, Pl and PII from unauthorized disclosure. Further, Contractor must 
comply within a reasonable period of time with changes to these standards 
that occur after the effective date of this Agreement. 

9) Regulatory References. A reference in the terms and conditions of this 
Exhibit F to a section in the HIPAA regulations means the section as in effect 
or as amended. 

10) Survival. The respective rights and obligations of Contractor under Section 3, 
Item D of Exhibit F-1, and Section 3, Item B of Exhibit F-2, Responsibilities of 
Contractor, shall survive the termination or expiration of this Agreement. 
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11) No Waiver of Obligations. No change, waiver, or discharge of any liability or 
obligation hereunder on any one or more occasions shall be deemed a waiver 
of performance of any continuing or other obligation, or shall prohibit 
enforcement of any obligation, on any other occasion. 

12) Audits, Inspection and Enforcement. From time to time, and subject to all 
applicable Federal and state privacy and security laws and regulations, the 
Department may -conduct a reasonable inspection of the facilities, systems, 
books and records of Contractor to monitor compliance with this Exhibit F. 
Contractor shall promptly remedy any violation of any provision of this Exhibit 
F. The fact that the Department inspects, or fails to inspect, or has the right to 
inspect, Contractor's facilities, systems and procedures does not relieve 
Contractor of its responsibility to comply with this Exhibit F. The Department's 
failure to detect a non-compliant practice, or a failure to report a detected non­
compliant practice to Contractor does not constitute acceptance of such 
practice or a waiver of the Department's enforcement rights under this 
Agreement, including this Exhibit F. 

13) Due Diligence. Contractor shall exercise due diligence and shall take 
reasonable steps to ensure that it remains in compliance with this Exhibit F and 
is in compliance with applicable provisions of HIPAA, the HITECH Act and the 
HIPAA regulations, and other applicable state and Federal law, and that its 
agents, subcontractors and vendors are in compliance with their obligations as 
required by this Exhibit F. 

14) Term. The Term of this Exhibit F-1 shall extend beyond the termination of the 
Agreement and shall terminate when all Department PHI is destroyed or returned 
to the Department, in accordance with 45 CFR Section 164.504(e}(2)(ii)(I), and 
when all Department Pl and PII is destroyed in accordance with Attachment A. 

15) Effect of Termination. Upon termination or expiration of this Agreement for any 
reason, Contractor shall return or destroy all Department PHI, Pl and PII that 
Contractor still maintains in any form, and shall retain no copies of such PHI, Pl 
or PII. If return or destruction is not feasible, Contractor shall notify the 
Department of the conditions that make the return or destruction infeasible, and 
the Department and Contractor shall determine the terms and conditions under 
which Contractor may retain the PHI, Pl or PII. Contractor shall continue to 
extend the protections of this Exhibit F to such Department PHI, Pl and PII, and 
shall limit further use of such data to those purposes that make the return or 
destruction of such data infeasible. This provision shall apply to Department PHI, 
Pl and PII that is in the possession of subcontractors or agents of Contractor. 
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Attachment I 
Business Associate Data Security Requirements 

I. Personnel Controls. 

A. Employee Training. All workforce members who assist in the 
performance of functions or activities on behalf of DHCS, or access or 
disclose DHCS PHI or Pl must complete information privacy and security 
training, at least annually, at Business Associate's expense. Each 
workforce member who receives information privacy and security training 
must sign a certification, indicating the member's name and the date on 
which the training was completed. These certifications must be retained 
for a period of six (6) years following contract termination. 

B. Employee Discipline. Appropriate sanctions must be applied against 
workforce members who fail to comply with privacy policies and 
procedures or any provisions of these requirements, including termination 
of employment where appropriate. 

C. Confidentiality Statement. All persons that will be working with DHCS 
PHI or Pl must sign a confidentiality statement that includes, at a 
minimum, General Use, Security and Privacy Safeguards, Unacceptable 
Use, and Enforcement Policies. The statement must be signed by the 
workforce member prior to access to DHCS PHI or Pl. The statement 
must be renewed annually. The Contractor shall retain each person's 
written confidentiality statement for DHCS inspection for a period of six (6) 
years following contract termination. 

D. Background Check. Before a member of the workforce may access 
DHCS PHI or Pl, a thorough background check of that worker must be 
conducted, with evaluation of the results to assure that there is no 
indication that the worker may present a risk to the security or integrity of 
confidential data or a risk for theft or misuse of confidential data. The 
Contractor shall retain each workforce member's background check 
documentation for a period of three (3) years following contract 
termination . 

II. Technical Security Controls. 

A. Workstation/Laptop encryption. All workstations and laptops that 
process and/or store DHCS PHI or Pl must be encrypted using a FIPS 
140-2 certified algorithm which is 128bit or higher, such as Advanced 
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Encryption Standard (AES). The encryption solution must be full disk 
unless approved by the DHCS Information Security Office. 

B. Server Security. Servers containing unencrypted DHCS PHI or Pl must 
have sufficient administrative, physical, and technical controls in place to 
protect that data, based upon a risk assessment/system security review. 

C. Minimum Necessary. Only the minimum necessary amount of DHCS PHI 
or Pl required to perform necessary business functions may be copied, 
downloaded, or exported. 

D. Removable media devices. All electronic files that contain DHCS PHI or 
Pl data must be encrypted when stored on any removable media or 
portable device (i.e. USS thumb drives, floppies, CD/DVD, smartphones, 
backup tapes etc.) . Encryption must be a FIPS 140-2 certified algorithm 
which is 128bit or higher, such as AES. 

E. Antivirus software. All workstations, laptops and other systems that 
process and/or store DHCS PHI or Pl must install and actively use 
comprehensive anti-virus software solution with automatic updates 
scheduled at least daily. 

F. Patch Management. All workstations, laptops and other systems that 
process and/or store DHCS PHI or Pl must have critical security patches 
applied, with system reboot if necessary. There. must be a documented 
patch management process which determines installation timeframe 
based on risk assessment and vendor recommendations. At a maximum, 
all applicable patches must be installed within 30 days of vendor release. 

G. User IDs and Password Controls. All users must be issued a unique 
user name for accessing DHCS PHI or Pl. Username must be promptly 
disabled, deleted, or the password changed upon the transfer or 
termination of an employee with knowledge of the password, at maximum 
within 24 hours. Passwords are not to be shared. Passwords must be at 
least eight characters and must be a non-dictionary word. Passwords 
must not be stored in readable format on the computer. Passwords must 
be changed every 90 days, preferably every 60 days. Passwords must be 
changed if revealed or compromised. Passwords must be composed of 
characters from at least three of the following four groups from the 
standard keyboard: 

• Upper case letters (A-Z) 
• Lower case letters (a-z) 
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• Arabic numerals (0-9) 
• Non-alphanumeric characters (punctuation symbols) 

H. Data Destruction. When no longer needed, all DHCS PHI or Pl must be 
cleared, purged, or destroyed consistent with NIST Special Publication 
800-88, Guidelines for Media Sanitization such that the PHI or Pl cannot 
be retrieved. 

I. System Timeout. The system providing access to DHCS PHI or Pl must 
provide an automatic timeout, requiring re-authentication of the user 
session after no more than 20 minutes of inactivity. 

J. Warning Banners. All systems providing access to DHCS PHI or Pl must 
display a warning banner stating that data is confidential, systems are 
logged, and system use is for business purposes only by authorized 
users. User must be directed to log off the system if they do not agree 
with these requirements. 

K. System Logging. The system must maintain an automated audit trail 
which can identify the user or system process which initiates a request for 
DHCS PHI or Pl, or which alters DHCS PHI or Pl. The audit trail must be 
date and time stamped, must log both successful and failed accesses, 
must be read only, and must be restricted to authorized users. If DHCS 
PHI or Pl is stored in a database, database logging functionality must be 
enabled. Audit trail data must be archived for at least 3 years after 
occurrence. 

L. Access Controls. The system providing access to DHCS PHI or Pl must 
use role based access controls for all user authentications, enforcing the 
principle of least privilege. 

M. Transmission encryption. All data transmissions of DHCS PHI or Pl 
outside the secure internal network must be encrypted using a FIPS 140-2 
certified algorithm which is 128bit or higher, such as AES. Encryption can 
be end to end at the network level, or the data files containing PHI can be 
encrypted. This requirement pertains to any type of PHI or Pl in motion 
such as website access, file transfer, and E-Mail. 

N. Intrusion Detection. All systems involved in accessing, holding, 
transporting, and protecting DHCS PHI or Pl that are accessible via the 
Internet must be protected by a comprehensive intrusion detection and 
prevention solution. 
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Ill. Audit Controls. 

A. System Security Review. All systems processing and/or storing DHCS 
PHI or Pl must have at least an annual system risk assessment/security 
review which provides assurance that administrative, physical, and 
technical controls are functioning effectively and providing adequate levels 
of protection. Reviews should include vulnerability scanning tools. 

B. Log Reviews. All systems processing and/or storing DHCS PHI or Pl 
must have a routine procedure in place to review system logs for 
unauthorized access. 

C. Change Control. All systems processing and/or storing DHCS PHI or Pl 
must have a documented change control procedure that ensures 
separation of duties and protects the confidentiality, integrity and 
availability of data. 

IV. Business Continuity I Disaster Recovery Controls 

A. Emergency Mode Operation Plan. Contractor must establish a 
documented plan to enable continuation of critical business processes and 
protection of the security of electronic DHCS PHI or Pl in the event of an 
emergency. Emergency means any circumstance or situation that causes 
normal computer operations to become unavailable for use in performing 
the work required under this Agreement for more than 24 hours. 

B. Data Backup Plan. Contractor must have established documented 
procedures to backup DHCS PHI to maintain retrievable exact copies of 
DHCS PHI or Pl. The plan must include a regular schedule for making 
backups, storing backups offsite, an inventory of backup media, and an 
estimate of the amount of time needed to restore DHCS PHI or Pl should 
it be lost. At a minimum, the schedule must be a weekly full backup and 
monthly offsite storage of DHCS data . 

V. Paper Document Controls. 

A. Supervision of Data. DHCS PHI or Pl in paper form shall not be left 
unattended at any time, unless it is locked in a file cabinet, file room, desk 
or office. Unattended means that information is not being observed by an 
employee authorized to access the information. DHCS PHI or Pl in paper 
form shall not be left unattended at any time in vehicles or planes and 
shall not be checked in baggage on commercial airplanes. 
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B. Escorting Visitors. Visitors to areas where DHCS PHI or Pl is contained 
shall be escorted and DHCS PHI or Pl shall be kept out of sight while 
visitors are in the area. 

C. Confidential Destruction. DHCS PHI or Pl must be disposed of through 
confidential means, such as cross cut shredding and pulverizing. 

D. Removal of Data. DHCS PHI or Pl must not be removed from the 
premises of the Contractor except with express written permission of 
DHCS. 

E. Faxing. Faxes containing DHCS PHI or Pl shall not be left unattended 
and fax machines shall be in secure areas. Faxes shall contain a 
confidentiality statement notifying persons receiving faxes in error to 
destroy them. Fax numbers shall be verified with the intended recipient 
before sending the fax. 

F. Mailing. Mailings of DHCS PHI or Pl shall be sealed and secured from 
damage or inappropriate viewing of PHI or Pl to the extent possible. 
Mailings which include 500 or more individually identifiable records of 
DHCS PHI or Pl in a single package shall be sent using a tracked mailing 
method which includes verification of delivery and receipt, unless the prior 
written permission of DHCS to use another method is obtained. 

Page 32 of 32 




